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We investigate the relationship between decentralized fault diagnosis and decentralized control of
discrete event systems under dynamic observations. The key system-theoretic properties that arise in
these problems are those of codiagnosability and coobservability, respectively. It was shown by Wang
et al. (2011) that coobservability is transformable to codiagnosability; however, the transformation for
the other direction has remained an open problem. In this paper, we consider a general language-based
dynamic observations setting and show how the notion of K-codiagnosability can be transformed to
coobservability. When the observation properties are transition-based, we present a new approach for the
verification of transition-based codiagnosability. An upper bound of the diagnosis delay for decentralized
diagnosis under transition-based observations is derived. Moreover, we show that transition-based
[co]diagnosability is transformable to transition-based [co]observability. Our results thereby complement
those in Wang et al. (2011) and provide a thorough characterization of the relationship between the
two notions of codiagnosability and coobservability and their verification. In particular, our results allow
the leveraging of the large existing literature on decentralized control synthesis to solve corresponding

problems of decentralized fault diagnosis.

© 2015 Elsevier Ltd. All rights reserved.

1. Introduction

Control and diagnosis are two important research areas in the
study of Discrete Event Systems (DES). In complex automated
systems, one is interested in designing a supervisor to restrict the
system’s behavior within a desired specification as well as de-
signing a diagnoser in order to detect and isolate potential system
faults. Due to limited sensing capabilities, both problems involve
dealing with partial observation of the system’s behavior. More-
over, many technological systems have decentralized information
structures, thereby necessitating the development of decentralized
control and diagnosis architectures, where a set of supervisors or
diagnosers work as a team to ensure the desired specifications.
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The property of observability arose in the study of the control of
partially observed DES (Cieslak, Desclaux, Fawaz, & Varaiya, 1988;
Lin & Wonham, 1988). It is well known that observability together
with controllability provide the necessary and sufficient conditions
for the existence of a supervisor that achieves a given specifica-
tion. This notion was extended to coobservability for decentralized
control problems, see, e.g., Overkamp and van Schuppen (2000),
Rudie and Willems (1995), Rudie and Wonham (1992), Seatzu,
Silva, and Van Schuppen (2013), Tripakis (2004) and Yoo and Lafor-
tune (2002). Problems of centralized fault diagnosis of DES were
initially studied in Lin (1994) and Sampath, Sengupta, Lafortune,
Sinnamohideen, and Teneketzis (1995) where the notion of diag-
nosability was introduced and characterized. Several future investi-
gations ensued and a large amount of literature has been published
on this topic; the recent survey papers (Zaytoon & Lafortune, 2013;
Zaytoon & Sayed-Mouchaweh, 2012) contain extensive bibliogra-
phies. Problems of decentralized fault diagnosis were initially con-
sidered in Debouk, Lafortune, and Teneketzis (2000), where several
communication protocols were developed. In particular, in Proto-
col 3 of Debouk et al. (2000), all the local agents work indepen-
dently, i.e., there is no communication among them. This protocol
was further investigated in several subsequent works and the asso-
ciated condition of codiagnosability was characterized and studied;
see, e.g., Moreira, Jesus, and Basilio (2011), Qiu and Kumar (2006)
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and Wang, Yoo, and Lafortune (2007). State-based, distributed, and
robust approaches to diagnosis have also been considered; see, e.g.,
Carvalho, Basilio, and Moreira (2012), Hashtrudi Zad, Kwong, and
Wonham (2003), Pencolé and Cordier (2005), Seatzu et al. (2013),
Su and Wonham (2005) and Zaytoon and Lafortune (2013).

All of the above-mentioned works are concerned with the case
of static observations, where the set of observable events is fixed a
priori. In many applications however, communication among dif-
ferent agents (see, e.g., Lin, 2014, Rudie, Lafortune, & Lin, 2003) as
well as dynamic sensor activation (see, e.g., Cassez & Tripakis, 2008,
Sears & Rudie, 2013a,b, Thorsley & Teneketzis, 2007, Wang, Lafor-
tune, Girard, & Lin, 2010, Wang, Lafortune, Lin, & Girard, 2010) may
lead to the case of dynamic observations. In the context of dynamic
observations, the observability properties of an event are not fixed
but may vary along each system trajectory. In Huang, Rudie, and Lin
(2008), the authors studied the property of coobservability under
dynamic observations. The fault diagnosis problem under dynamic
observations has also been investigated in several works, such as
Cassez and Tripakis (2008) and Thorsley and Teneketzis (2007) for
the centralized case and Wang, Girard, Lafortune, and Lin (2011)
for the decentralized case.

There is a wide literature on the two properties of coobserv-
ability and codiagnosability, due to their importance in solving de-
centralized control and diagnosis problems, respectively. However,
almost all of the existing literature deals with problems of control
and problems of diagnosis separately. An exception to this is the
work in Wang et al. (2011), where it was shown, for the first time,
how to map coobservability to codiagnosability, in the context of
a language-based model for dynamic observations. This transfor-
mation from coobservability to codiagnosability makes it possible
to leverage existing methodologies for solving (decentralized) di-
agnosis problems to solve (decentralized) control problems. How-
ever, to the best of our knowledge, the reverse transformation,
from codiagnosability to coobservability, has remained an open
problem, as mentioned in the recent survey (Sears & Rudie, 2015).

The contributions of this paper are two-fold. First, we show how
to transform K-codiagnosability to coobservability under a general
language-based dynamic observations setting. K-codiagnosability
is a strong version of codiagnosability where it is required that any
failure be diagnosed within K steps after its occurrence; in codiag-
nosability, the detection delay has to be finite but no K is specified.
The transformation that we present exploits the fact that both the
problem of K-codiagnosability and the problem of coobservability
can be reduced to a state disambiguation problem. Second, we pro-
vide a new approach for the verification of transition-based codiag-
nosability. Our method is different from that in Wang et al. (2011)
and adopts the standard verifier approach which is used for static
diagnosis problem in the literature (Jiang, Huang, Chandra, & Ku-
mar, 2001; Qiu & Kumar, 2006; Wang, Yoo et al., 2007; Yoo & Lafor-
tune, 2002). Our approach ends up with the same complexity as the
approach proposed in Wang et al. (2011); however it allows us to
derive an upper bound for the maximal delay of diagnosis, which
is not provided in Wang et al. (2011). Moreover, by using the de-
rived upper bound for the maximal diagnosis delay, we show that
transition-based [co]diagnosability is transformable to transition-
based [co]observability. Therefore, the standard notion of diag-
nosability from Sampath et al. (1995) can be transformed to the
standard notion of observability from Lin and Wonham (1988). Our
results thereby complement those in Wang et al. (2011) and allow
leveraging the large existing literature on problems of decentral-
ized control to solve problems of decentralized fault diagnosis.

The remaining part of this paper is organized as follows.
Section 2 presents necessary preliminaries and in particular
it reviews the notions of codiagnosability and coobservability.
In Section 3, the transformation from K-codiagnosability to
coobservability under language-based observations is presented.

In Section 4, we present a new approach for the verification of
transition-based codiagnosability, with which an upper bound of
the diagnosis delay for decentralized diagnosis under transition-
based observations is derived. We illustrate the application of
the transformation algorithm of Section 3 to sensor activation
problems in Section 5. Finally, we conclude the paper in Section 6.
Preliminary and partial versions of some of the results in Sections 3
and 5 are presented in Yin and Lafortune (2015).

2. Preliminaries
2.1. System model

We assume basic knowledge of DES and common notations
(see, e.g., Cassandras & Lafortune, 2008). A DES is modeled as a
deterministic finite-state automaton G = (X¢, E¢, §, x§), where
XC is the finite set of states, EC is the finite set of events, 8¢ :
X¢ x E¢ — XC is the partial transition function where §%(x, e) =y
means that there is a transition labeled by event e from state x to
state y, and x§ € X is the initial state. Function §° is extended

to X¢ x EC" in the usual way. The behavior generated by G is
described by £(G) = {s € E®" : §°(x§,s)!}, where ! means “is
defined”. The set of transitions TR(G) of G is defined by TR(G) =
{(x,e) € XC x E¢ : §%(x, e)!}. The prefix-closure of a language L is
L={seE® : @t eE)[st € L]}. We use notation | - | to denote
the length of a string.

In both control and diagnosis problems, there are some local
agents monitoring the plant based on their own observations.
Here, we assume that there are n local agents and we denote
by £ = {1,...,n} the index set of the local agents. In most of
the existing literature, the observation properties of events are
specified by natural projection operations, i.e., for each agenti € {,
the set of observable events E, ; C EC is fixed a priori. We denote
by E, = Uiy E,; the total set of observable events. However,
in many situations, the observable events may not be fixed. For
instance, communication between agents may lead to an event
being observed on occurrence of one transition but not observed on
occurrence of a different transition. Also, under energy, bandwidth,
or security constraints, a local agent may choose to enable/disable
sensors dynamically based on its observation history; this also
leads to dynamic observations. Thus, in a more general setting,
we specify the observations of each agent i € 4 by the mapping
wi : L£(G) — 2P, Given an observation mapping, w;,i € {, we
define the projection P, : £(G) — Ej; recursively as follows:

P, (s)o

Pa)i(G) =€, Pa)i(SO') = {Pw.(s) ifo € a)i(s)

ifo & w(s). (1)

The inverse of P,,, denoted by Puji‘, is defined as Pajil CEf — 2E”"
with P 1(s) = {t € E¢" : P,(t) = s} The projection P,,
and its inverse Paji] are extended to languages in the usual way.
Clearly, if the set of observable events is fixed in the sense that
Vs € £(G), wi(s) = E,;, then the projection P,, reduces to the
standard natural projection.

The above definition of observation mapping is language-based;
as such, it may require infinite memory to realize. In practice, one is
often interested in studying a particular type of dynamic observa-
tion, namely, transition-based dynamic observation. Formally, for
eachagenti € J{, we say that an observation mapping w; : £L(G) —
2Fo.i is transition-based if

(Vs, t € LGRS, s) = 815, £) = wils) = wi(t)]. (2)

Thus, a transition-based observation mapping w; can also be de-
scribed by a set of observable transitions §2; € TR(G) defined by
Qi = {(x,e) € TR(G) : 3Is € L(G) s.t. 8°(x5,5) = x A e € wi(s)}.



X. Yin, S. Lafortune / Automatica 61 (2015) 241-252 243

The transition-based observation mapping also induces a projec-

tion Py, : £L(G) — Ej;, which can be computed recursively as
follows:
P.Qi (6) =€,

P, (s)o  if (8°(x5.5),0) € £ (3)
PQ,- (so) = . G/.G

Po(s)  if (8 (xg,5), o) & £2i.

2.2. Control and diagnosis under dynamic observations

In fault diagnosis problems, Er € E,, := E¢ \ E, is the set of
fault events whose occurrences must be detected by the diagnoser.
In general, the set of fault events is partitioned into m disjoint sets,
or fault types: Er = E,U- - - UE, ; we denote by I7¢ this partition
and by ¥ = {1, ..., m} the index set of the fault types. For any
j € F, we define lP(EFj) ={sf € L(G) : f € Epj} to be the set of
strings that end with a fault event of type F;. We write Ep €5, if
{s}N v (Er) # (. We say a language L is live if, for all s € L, there
exists an event ¢ € E, such that s € L. Hereafter, we assume
that £(G) is live when [K-][co]diagnosability is considered; this
assumption is commonly made in the DES fault diagnosis literature
to simplify the technical development. We denote by L/s the post-
language of L after s, i.e,L/s = {t € EC" : st € L}. In decentralized
problems, in order to identify the fault event after its occurrence,
it is required that the type of each such fault occurrence be
unambiguously detected by (at least) one diagnoser within a finite
number of steps, i.e., event occurrences, after the fault occurrence.
We say that a language is K-codiagnosable if this diagnosis delay is
uniformly bounded by a given number K. We say that a language
is codiagnosable if there exists an integer K such that the language
is K-codiagnosable. The formal definition of [K-]codiagnosability
under dynamic observations is recalled from Wang et al. (2011).

Definition 1 (Codiagnosability). A language L£(H) is said to be
K-codiagnosable w.r.t. w;, i € 4 and I on E if

(Vj € F)(Vs € W(ER))(Vt € L(H)/s)[|t] = K = (D]
where the codiagnosability condition CD is
(Fi € H(Vw € L(H))[Po(w) = Py (st) = Ef; € wl.

We say that £(H) is codiagnosable if there exists an integer K € N
such that £(H) is K-codiagnosable.

Since K-codiagnosability explicitly specifies a uniform detection
delay bound for all fault event occurrences, it is a stronger prop-
erty than codiagnosability: K-codiagnosability implies codiagnos-
ability, but the reverse may not hold for some values of K.

Remark 1. The above definition of codiagnosability is equivalent
to the one in Debouk et al. (2000) and Wang, Yoo et al. (2007) in the
case of regular languages (i.e., finite state systems), as is assumed
in this paper. Specifically, the definition in Debouk et al. (2000)
and Wang, Yoo et al. (2007) states that for all faulty strings, there
is a finite detection delay. The above definition reverses the two
quantifiers as it states that there is a detection delay that works
for all faulty strings. However, it was shown in Yoo and Garcia
(2009) that in the case of regular languages, the two definitions are
equivalent in the centralized case for static observation mappings.
The result in Yoo and Garcia (2009) can be extended to the
decentralized case and to language-based observation mappings,
although the proof is omitted here.

In decentralized supervisory control problems, each local
agent not only monitors the plant, but it can also dynamically
disable/enable events to actively control the plant based on its
observations. Formally, for each agenti € {,we denotebyE.; C E©
its set of controllable events and denote by E. = Uj¢, E; the
total set of controllable events. A local supervisor is a mapping S; :
Eyi— 2fci and Ay S;/G denotes the controlled system under the
conjunctive fusion rule for enabled events. The legal behavior to
be achieved under control is specified by a prefix-closed (regular)
language L£(H) C «£(G), where H = (X" EY 8" xfl) is the
automaton that generates the specification language. It is well
known that coobservability together with controllability provide
the necessary and sufficient conditions for the existence of a set of
decentralized supervisors that together achieve a given language.
Formally, we recall the definition of coobservability under dynamic
observations from Huang et al. (2008) and Wang et al. (2011). Let
I‘(o) ={ied:0 €k}

Definition 2 (Coobservability). A language L(H) C £(G) is said to
be coobservable w.r.t. £(G), w; and E.;,i € J ifforalls € £L(H)
and forall o € E; := Ujeg Ec ;,

(so € L(G)\ L(H))
= (@i € I°(0)[P,, (Pu;(){o} N L(H) = 7].

Note that in both Definitions 1 and 2, codiagnosability and
coobservability are defined in the most general manner, i.e., we
consider the case where there are multiple agents under language-
based dynamic observations. For the sake of brevity, we will
use the following terminologies hereafter. We refer to [K-
Jcodiagnosability as [K-]diagnosability in the centralized case,
i.e.,, when |{| = 1; similarly for observability. Moreover, we say
the system is static [K-][co]diagnosable or [K-][co]observable if the
observation mappings are specified by natural projections.

3. From K-codiagnosability to coobservability

In this section, we present an algorithm to transform the
problem of K-codiagnosability to the problem of coobservability
under general language-based dynamic observations.

3.1. Case of one fault type

First, we show that the notion of K-codiagnosability can be
transformed to coobservability when there is only one type of
fault events. We shall need the notation A T B to denote that
automaton A is a sub-automaton of automaton B, as defined in
Cassandras and Lafortune (2008, p. 86). Let .£(H) be the language
to be diagnosed, where H = (X", E", §", xi), and Ex; be the unique
set of fault events under consideration (i.e., only type j faults are to
be diagnosed). We construct two automata H; = (i Ef 5 xl;j )
and G; = (X%, E%, 89, ng) with H; = G;, as follows.

Algorithm KCOD-COOB-I
Input: H = (X", E", 8", x{f), Er, and K.

Output: f; = (X7 Ef sf x"), G = (x% E%, 8% x) and
E.i={q}).Vied.

Step 1: Build a new automaton I:I] = (Xﬁi, Eﬁf, 8’91‘, xg'j), where
Xt € X" x{-1,0,1,...,K}isthesetof states; Efi = E"

is the set of events; 8" : XM x EM — XHi is the partial
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Fig. 1. w(s) = {o, e}, Vs € L(H).

transition function where for any X = (x,n) € XHJ, 8 is
defined by

u .. (n=—Tand
(6"(x,0),—1), if <U c EM \EF]-)

" x,0),n+1),

i 0<n<Kor
! n:—l/\erFj

", 0),K), ifn=K

sH&, o) =

Xy = (1) is the initial state.

Step 2: Set H; <« H,. Set X#i « X U {SF} and set
Efi — Ef U {g).

Step 3: Forallx = (x,n) € X in I:Ij, ifn = —1, then add
new transition 8 (%, ¢;) = SF.

Step 4: Set G; < H;. Set X4 < X% U {USF}.

Step 5: ForallX = (x,n) € X in E;j, if n = K, then add
new transition 8¢ (x, ¢j) = USF.

Step 6: Foralli € {,E.; < {c}.

For the above automaton G;, the observation mapping W of each
agent i € { is specified as follows. For all s € OC(I:I]-), W; & (s) «

wi(s). Forall s = t¢ € £(@j) \ £(I:Ij), wiﬁj(s) <« wj(t). In fact,
we do not need to compute g, explicitly, since we can use H and

w; to simulate @; G Specifically, for any string s € £(E;j), we can

use H to determine ifs € L(H) = OC(I:I). If so, we return w;(s).
Otherwise, we know that s = t¢; € £L(G;) \ £(H;) and return w;(t).

Example 1. Consider the centralized static diagnosis problem
instance shown in Fig. 1(a). L(H) is the language to be diagnosed
when Er = {f} is the set of fault events and E, = {o, e} is the
set of observable events. The observation mapping w; is given by
Vs € L(G), w1(s) = {o, e}. When the desired diagnosis delay is set
to K = 2, by applying Algorithm KCOD-COOB-I, the corresponding
G, and H; are constructed; they are shown in Fig. 1(b). The
observation mapping is also given by Vs € £(f¥1), g, (s) = {o, e}.
It is clear that £(I:11) is observable w.r.t. £((~;1), wg, and {c;}, since
we know for sure that we need to disable c; after the occurrence of
string fao. The original system H is 2-diagnosable. However, it can
be verified that H is not 1-diagnosable. The relationship between
H, I:IJ and éj will be formally described in Theorem 1. O

Before we present the correctness of Algorithm KCOD-COOB-I,
we first discuss the intuition behind the construction procedure in
it. The idea of the transformation is based on the fact that both the
problem of K-codiagnosability and the problem of coobservability
can be reduced to the problem of state disambiguation; see, e.g.,
Wang, Lafortune, and Lin (2007). Clearly, we see that I:Ij is a finite

unfolding of H and they are language equivalent, i.e., L(H) =
L(H)). Let us define the set of conflicting states pairs

Teons = {(u, v) € X% x X% [u], = —1and [v], = K}
where [u], denotes the integer component of u. Let &,,(s) be the
state estimator of Agent i upon the occurrence s € DC(I:IJ-), ie.,

€n(s) = (x € X 1 3t € PPy () st 8T (xy, ) = X If

£(I:Ij) is K-codiagnosable, then for any string s € £(I:Ij), there
exists at least one agent i € J such that it is not confused with
any state pair in Teoys after s, ie., Teopr N (8,,(5) X €y, (s)) = 0.
In the context of supervisory control, by construction, to achieve
specification £(I:Ij) for plant £(&j), we always need to enable ¢;
at states labeled with integer —1 and disable ¢; at states labeled
with integer K. Thus, for any execution of the system, we also
need that at least one agent can distinguish the states of any state
pair in Teops; otherwise, we will not be able to know whether or
not we need to disable ;. The following theorem establishes that
the above construction procedure transforms the problem of K-
codiagnosability to the problem of coobservability for each type of
fault events.

Theorem 1. Language L(H) isK —cogdiagnosable W.r.t. wi,i € 4 qnd
fault event set E, if and only if, L(H;) is coobservable w.r.t. £(G;),
;g and Ec; = {g},ied

Proof. (=) By contrapositive. Suppose that I(Flj) is not coobserv-
able. This implies that there exists a string t € £(I:Ij) and an event
¢; € E. = {;}, such that t¢; € £(G;) \ £(H;) and

(Vi € 9)(3s € L(H))[P. (8 = Pa (0 A5G € L(H)]. (5)
Consider the above s and t. By the transformation algorithm, since

s¢j € £(I:Ij), we know that [8’:’1' (xl;j, s)], = —1, which means that
Er, ¢ s.Similarly, t¢; € £(G))\£(H;) implies that [5%’: ,Ol =K.
Then we can write t = t;t; such thatt; € ¥ (F;) and |t;| > K. Note
that strings s and t also exist in £(H) and, by construction, we have
that P, (s) = P, - (s) = Pw_6 (t) = P, (t). Thus, we know that
i.Gj i.Gj

(3t1 € Y (E))(3t2 € LH) [ty 1 |62 = K)

(Vi € £)(3s € L(H))[Pu;(s) = Py (t1t2) A Ef, & s] (6)

which is a violation of K-codiagnosability.
(«<=) By contrapositive. Suppose that .£ (H) is not K-codiagnosable
w.r.t. P,;, i € 4 and Er. This implies that

(3s € W(E))@Et € LH)/s: [t] = K)
(Vi € )@w € L(H))[Po, (w) = Py (st) A Er, & w]. (7)

By the transformation algorithm, we know that [861' (xgj ,sD)]n =K

and [6% (xgj, w)], = —1in G;, which means that stg; € £(G)) \
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£L(Hj) and we; € £L(Hj). Thus, there exists st € £(H;) and there
exists ¢; € E. = {;}, such thatstc; € £(G;) \ £L(H;) and for alli € 4
we have

Fw € LE)IP,,, (51) =P, (w) Awg € £L(H)]

which is a violation of coobservablllty. O

Remark 2. Let .£(H) be the language to be diagnosed. In Algorithm
KCOD-COOB-I, the construction of automaton I:Ij in Step 1 can be
done in time O(K|X"| |E¥|). The computational effort for Steps 2, 4
and 6 is a constant. Steps 3 and 5 require the search of the state
space of H, which can be done in time O(K|X"|). Consequently,
the worst-case time complexity of Algorithm KCOD-COOB-I is
O(K|X"| |EH)).

3.2. Case of multiple fault types

Building on the results in the preceding section, our objective is
to show that the problem of K-codiagnosability with multiple fault
types is transformable to the problem of coobservability. For this
purpose, we need to transform the problem of K-codiagnosability
to the problem of coobservability in a single automaton. This
is achieved by Algorithm KCOD-COOB-II presented next. The
notation A || B denotes the usual parallel composition operation
of automata A and B (see, e.g., Cassandras & Lafortune, 2008).

Algorithm KCOD-COOB-II

Input: H = (X", E", " xH), Ef, ITr and K.

Output: A = (X" Ef, SH,X{;’), G = (X EC, Sé,xg) and E.; =
{:jeF)Vied.

Step 1: For each type of fault j € #, build an automaton I:Ij as
described in Step 1 of Algorithm KCOD-COOB-L.

Step2 SetH (—Hl || H2 || || H‘fl
Step 3: Set H < H. Set X" <—XHU{SF} and set Ef <—E”U{c].

jeF}
Step4: Forall® = (R1,...,.%#) € X" inH, forallj e ¥, if
[X]» = —1, then add new transition 8" (%, ¢;) = SF.

Step 5: Set G < H. Set X¢ « XU {USF}.

Step6: ForallR = (R;.....%7) € XA inG, forallj € #,if
[%]n = K, then add new transition 8C(%, ¢j) = USF.

Step7: Forallie ,E.; < {¢:je F}.

For the above automaton G, the observation mapping ; ¢ of each
agent i € J{ is specified as follows. For all s € £(I:I), w;5(s) <
wi(s). For all tc € £(G) \ £(I:I), wherec € {¢g : j € F},
w; £(S) < wi(t). In fact, we still do not need to compute ; ¢, since

we can still use H and w; to simulate w, = as we discussed earlier
for the case of one fault type.

Remark 3. Algorithm KCOD-COOB-II essentially merges all au-
tomata I:Ij, j € F, constructed by Algorithm KCOD-COOB-I into
a single automaton A.Then single copies of the new states SF and
USF are added. Note that, in Step 2 of Algorithm KCOD-COOB-II,
the parallel composition between I:IJ j € ¥, could have resulted in
an automaton with Hjef—' |X’A’f| number of states in general. How-
ever, since for any i € £, I:Il- is a finite unfolding of H, then for

any state ((x1,1n1), (X2, M2), ..., Xm, nm)) € XY, we have that
X1 = X3 = - -+ = X;». The number of states in the composed system

is only exponential in K, i.e., [X"| < K™|xH|.

The following result shows the correctness of the transforma-
tion in Algorithm KCOD-COOB-II.

Theorem 2. Language L(H)isK -coodiagnosable w.r.t. i, i €4 and
T on E, if and only if, L(H) is coobservable w.r.t. £(G), w; ¢ and
EC’,‘Z {CijE }‘},ie J.

Proof. In order to prove the result, it suffices to show that the
following statements are equivalent.

S1 L(H) is K-coodiagnosable w.r.t. w;,i € J{ and the fault event
set Ep with partition ITr.

S2 Foranyj € ¥, L£(H) is K-coodiagnosable w.r.t. w;,i € 4 and
the fault event set Ef;.

S3 Foranyj € ¥, OC(I:Ij) is coobservable w.r.t. £(f;j), @i and
Ec.i={c}, Vied.

S4 £(I:I) is coobservable w.r.t. £(C), wzand Ec; = {g :j €
Flield.

S1 <« S2 follows from Definition 1 and S2 < S3 follows from
Theorem 1. Thus, it remains to show that S3 and S4 are equivalent.
For S3 and S4, we have

S3 is false
&S @ie F)@Et e £(H) tcj € £(G) \ £(H))(Vl ed)
(3s € L(H}))IP, i (s) = Pwi,ﬁj (t) A sci € L(H))] (8)
& (Ag € E)@t € £(H) - t¢j € £(G) \ LH)) (Vi € 1)
(3s € LH)[P,
& S4is false.

() = Po, () AsG € L] 9)

To see why the second equivalence holds, let us first suppose that
Eq. (8) holds and consider the same ¢, s and ¢; in Eq. (8). Since
tg; € £(Gj) \ £(H;) and s¢; € L(Hj), by the definitions of G; and H;,
we know thats, t € GC(I:Ij) =£L(H) C £(I:I),Epj ¢ sand Ep, € t.By
the definitions of G and H, we have that tcj € °C(@) \£(I:I) andsc; €
£(I:I). Moreover, since Vs € £(I:I) = L(H) : wi(s) = w;g(s) =
wiyaj(s), P i s) = Pwi_@. (t) implies that Pw,:a(s) = Pwiy(.;(t).
Therefore, we know that Eq. (9) holds for the same ¢, s and c;.
Similarly, suppose that Eq. (9) holds and consider the same t, s
and ¢; in Eq. (9). Since t¢; € £(G)\£(H) andscj € £(H) by the def-
initions of G and H, we know that s, t € £(H) £(H) C £(H)
Er, ¢ sand E; € t. By the definitions of G; and H;j, we have that
tcj € OC(@) \ £(Flj) and s¢j € £(FI) Moreover, since Vs € DC(I:I)
L(H) : wi(s) = w; z(s) = ;g (s), Pw (s) = Py, (t) implies that
P"’i,éj (s) = Py, (t) Therefore, we know that Eq. ( ) holds for the

samet,s andJ O

Remark 4. Let £(H) be the language to be diagnosed. In Algorithm
KCOD—COOB—II, the construction of all the automata I:Ij, j €

, in Step 1 can be done in time O(mK|X"| [E"|). The parallel
composmon in Step 2 can also be done in time O(K™|X"||EH)),
since A has at most K™|X"| states as discussed in Remark 3. The
computational effort for Steps 3,5 and 7 i is a constant. Steps 4 and
6 require the search of the state space of X", which can be done in
time O(K™|X"|). Consequently, the worst-case time complexity of
Algorithm KCOD-COOB-II is O(K™|X™| |[EF]).

Example 2. Let the automaton H shown in Fig. 2 be the system
to be diagnosed. Suppose that Er, = {fl} and Er, = {f,} are the
two types of fault events. When K = 4, by applying Algorithm
KCOD-COOB-I and Algorlthm KCOD-COOB-II, the corresponding
Hy, Gy, Hy, Gy, H and G that are obtained are shown in Fig. 2(b)-(d).
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(¢)H,, G,.

Fig.2. K =4andE,; = {a,0},E,, = {b, 0}.

Suppose that the observation mapping for H is static, i.e., the
sets of observable for agents 1 and 2 are constant and given by
E,qn = {a,o0} and E,» = {b, o}, respectively. The transformed
observation mappings for G are also specified by natural projec-
tions P; : £(6) — Ej,and P, : £(6) — E,. Consider strings
s = of;aboo € £(5) and controllable event ¢, € E¢ such that
SCy € £(E) \ £(FI). For agent 1, there exists string s; = oaoo such
that P{(s) = P;(s7) and s1c; € £(FI); and for agent two, there ex-
ists string s, = oboo such that P,(s) = P,(s3) and s,c; € OC(I:I).
By Definition 2, we conclude that £(FI ) is not coobservable w.r.t.
£(6), Pi,P; and E. 1 = E.» = {c1, cz}. Consequently, the original
system H is not 4-codiagnosable by Theorem 2. O

3.3. Case of event-based observations

In transformation Algorithms KCOD-COOB-I and KCOD-COOB-
I in Section 3, the desired diagnosis delay K is specified a priori
and the observations are language-based. Let us eliminate that
extra level of generality and assume that there is only one agent
and the set of observable events E,; < EY is fixed a priori.
In this case, it is possible to relax the pre-information on K and
extend Algorithms KCOD-COOB-I and KCOD-COOB-II from K-
diagnosability to diagnosability. We now explain how to proceed.

In Yoo and Lafortune (2002), the authors show that for the
centralized static diagnosis problem, if H is diagnosable, then any
fault occurrence will be detected within |X"|? transitions after
the fault event occurs (Proposition 1 in Yoo & Lafortune, 2002).
Such an upper bound of the diagnosis delay is derived from the
size of verifier, a special type of automaton used for verifying
diagnosability. Therefore, we obtain the following result.

Proposition 3. When the observations are event-based, diagnosabil-
ity can be transformed to observability in O(JX" |*™+1|EH)).

Proof. Since H is diagnosable if and only if it is |X"|?>-diagnosable
(Proposition 1 in Yoo & Lafortune, 2002), we can simply use the
upper bound |X"|? to replace the integer K in O(K™|X"||E")),
which is the complexity of Algorithm KCOD-COOB-II. O

3.4. Case of language-based observations

In view of the results in the preceding section, a natural
question to ask is: In the dynamic decentralized diagnosis problem,

can we also find an upper bound to replace K, where this upper
bound would work for any language-based mapping? The answer
is that, in general, such an upper bound does not exist, since when
the observation policy is language-based, K could be arbitrarily
large. This phenomenon is illustrated by the following example.

Example 3. Consider the automaton H in Fig. 3(a), where f is the
unique fault event. Consider the observation mapping w : £(G) —
2Fo defined by:

{c}, ifs € {f(ac)", c"}
{a,c}, ifse L(G)\ {f(ac)", c"}

for some finite non-negative integer n. Since we are unable to
distinguish strings ¢c™ and f(ac)™ until the first time we observe
event a, which does not occur until m = n + 1, we see that under
information mapping w, the system is (2n+ 3)-diagnosable but not
(2n 4 2)-diagnosable. Since n can be arbitrarily large, there is no
general upper bound for the diagnosis delay under language-based
observations. [

0(s) = { (10)

The reason why such an upper bound does not exist is that the
observation policy may require arbitrarily large memory to realize.
In practice, for language-based observations, the observation
policy needs to be realized by a finite structure, e.g., a finite state
transducer; see, e.g., Cassez and Tripakis (2008). Formally, a finite
state transducer is a deterministic labeled automaton T = (A, L),
where A = (X4, E*, f4, x%) is a finite state automaton such that

E* = EMand L : X* — 2F" is a labeling function that specifies
the set of events that are observable at state x. Therefore, given
a system H with dynamic observations specified by transducer
T = (A, L), we can construct a new system Hr = H | A
with transition-based observation 27, where 27 is specified by:
for any (xc, xr) € X" forany o € EPT, ((x¢,xr),0) € $2rif
o € L(xr) and ((xg, xr), o) is a transition in Hy. It follows from
Cassez and Tripakis (2008) that Hr and £27 capture the information
mapping of H and T. We use the following example to show how
language-based observations can be reduced to transition-based
observations by refining the system’s original state space with the
given transducer.

Example 4. Consider again the automaton H in Fig. 3(a), where f is
the unique fault event. Consider the transducer T in Fig. 3(b), where
the system decides to observe event a only after observing event
¢ twice. The refined system Hr with transition-based observation
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@ C G C a,c 9
L(0)={c} L(1)={c} L(2)={a,c} L(3)=0
(b) Transducer T = (A, L) for H.

a

D O OO e

(c)Hr = H || A; $27 is the set of (black) solid-line transitions.

e\
DL
(a) Automaton H.

Fig. 3. Example of language-based observation. (For interpretation of the references to colour in this figure legend, the reader is referred to the web version of this article.)

map $2r is shown in Fig. 3(c), where the (red) dashed lines
represent unobservable transitions. It can be verified that Hr
is diagnosable under £2r. Therefore, the original system H is
diagnosable under T. O

As discussed above, since any language-based observation map
with finite memory can be reduced to a transition-based observa-
tion map, to show that language-based [co]diagnosability is trans-
formable to language-based [co]observability, it suffices to find a
general upper bound of the diagnosis delay for the transition-based
[co]diagnosis problem. Such an upper bound does exist and we will
derive it in the next section.

4. Verification of transition-based codiagnosability: a verifier
approach

In this section, we first provide a new approach for the
verification of transition-based diagnosability, by constructing a
new automaton that we call the T-Verifier. Then, by using the
T-Verifier, we derive an upper bound for the diagnosis delay
with transition-based observations. For the sake of simplicity, the
verification algorithm will be presented by assuming that there are
two agents, i.e., £ = {1, 2}, and that there is only one type of faults,
i.e., Ep = Ep,. The latter assumption is without loss of generality,
since the diagnosis of each fault can be analyzed individually;
Section 4.3 contains further discussion on the case of multiple fault
types. The case of multiple agents is discussed in Section 4.2.

4.1. T-verifier

First, we denote by Gy the accessible part of G after removing all
fault transitions in G, i.e., Gy models the “non-faulty” behavior of
G. Then, given the automaton G, fault event set Er, and local agents
with transition-based observations £2;, i = 1, 2, the T-verifier V is
defined as the deterministic automaton

V=x"E". 8 x)
where:

(i) XV = X© x XN x XN x L, where L = {N, F} is the label set;
(ii) EV = (E® U {€}) x (E° U {€}) x (E° U {€)}), is the event set;
(iii) ! = (x§, x5V, x5V, N) is the initial state;

(iv) 8" : X¥ x EY — XV is the partial (deterministic) transition
function defined according to the even cases (a)-(g) below:
(a) Foro € Ef,
8V ((x0. X1, %2, 1), (0, €, €)) = (8(x0, 0), X1, X2, F).  (11)
(b) For o € E® \ E such that A.1in Table 1 holds
(SV((X(]’ X1, X2, l)’ (Ua g, G))

= (8%(x0, 0), 8N (x1,0), 8N (x2, 0), ). (12)
(c) For o € E¢ \ Eg such that C.3, C.4, D.3 or D.4 in Table 1
holds

8V ((x0, x1, %2, 1), (0, €, €)) = (8%(x0, 0), X1, %2, ). (13)
(d) Foro € E® \ Ef such that B.1,B.2, B.3,B.4,D.1,D.2, D.3 or
D.4 in Table 1 holds

SV((X07X1’X27 1)7 (67 o, 6)) = (XO’ SGN(X]V 0)’X27 I)' (14)

(e) Foro e E®\ Ep such that A.2, A4,B.2,B.4,C2,C4,D.2 or
D.4 in Table 1 holds
8" ((x0, X1, %2, 1), (€, €,0)) = (X0, X1, 8N (x5, 0), ). (15)
(f) For o € E® \ Er such that A.3 or A.4 in Table 1 holds
8 ((x0, X1, %2, 1), (0,0, €))

= (8°(x0, 0), 8N (%1, 0), X3, ). (16)
(g) For o € E© \ Eg such that C.1 or D.1in Table 1 holds
8" ((X0. X1, %2, 1), (0, €,0))

= (SG(XOs0)»x1586N(x250')9l)' (17)

This completes the definition of the T-verifier.

Table 1 captures the 16 different combinations of transition-
based observations from a state triple (xo, X1, X2). Intuitively, the
T-Verifier tracks one string in £(G) and two strings in £(Gy) that
look identical for agents 1 and 2 under their own observations.
To formalize this assertion, we introduce the following notation:
for any string t = o7...0p, € L(V),0; = (00,0, 0?), we
define 6,(t), k = 0,1, 2 to be the restriction of t to each of its
components; namely, 6(t) = of...ok € £(G), k = 0, 1,2. Then
we have the following results. The proofs of Lemmas 4 and 5 are
given in the Appendix.

Lemma 4. Foranyt € £(V) and foranyi € {1, 2}, we have
Pg,(6o(t)) = Po,(6i(1)). (18)

Lemma 5. For any so € £(G), $1, 2 € £L(Gy) such that Pg,(so) =
Pg,(si), Vi = 1, 2, there exists a string t € £(V) such that 6;(t) =
s, Vi=0,1,2.

Definition 3 (Path and Cycle). We call a sequence of states and
events in the form of t = vg0p ... Vy—105—1Vp, v; € XV, 0; € E
apathinV,if v =8V (v;, o), Vi € {0, ..., p — 1}. We define the
length of a path as the number of events in it, e.g., |t| = p. We say
that a path forms a cycle if vg = v).

A cycle vgoy . . . vp—10,_1Vp in V is said to be F-real if:

(1) (vi); = F,Vi € {0,1,...,p — 1}, where (-); means the label

component of v; and;
(2)3j€{0,1,...,p— 1} such that 6y(o;) # €.

The following set of results establish how the T-Verifier can be
applied to the verification of transition-based codiagnosability. The
relationship between these results is depicted in Fig. 4.

Lemma 6. .£(G) is not codiagnosable w.r.t. $2,, §2, and Er if there
exists an F-real cyclein V.

Proof. Suppose that there exists an F-real cycle v,0pvp ...
Vp+mOp+mVp in V. Since (vj); = F,Vie {p,p+1,...,p + m}, we
know that there exists a path vyoy . . . vp_10p—1vp, Where vg = xg ,
such that

[Fie{0,...,p— 1}s.t.6y(0;) € Er]
Alst" = 0q...0p-1(0p ... Op1m)" € L(V), Vn € N].

Considering the above s and t, we have that: (i) by the construction
of V, Er € 6y(s); and (ii) by Definition 3, 6p(t) # €.
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Table 1

Shorthand symbol for different cases.
Case Agent 1 Agent 2 Case Agent 1 Agent 2
Al (X0,0) € £21, (x1,0) € £ (X0,0) € §23, (X2,0) € £ C1 (X0, 0) & $21, (x1,0) € 4 (X0,0) € §23, (X2,0) € £,
A2 Above (X0,0) € §25, (X3,0) & §2, C2 Above (X0,0) € §23, (X3,0) & §2,
A3 Above (X0,0) & 8§22, (x2,0) € §2, C3 Above (X0,0) & 8§22, (x2,0) € §2,
A4 Above (X0,0) & §22, (X2,0) & §25 c4 Above (X0,0) & §23, (X2,0) & §2,
B.1 (X0, 0) € 21, (x1,0) & §1 (X0, 0) € 22, (x2,0) € §2» D.1 (X0, 0) & $21, (x1,0) & &4 (X0, 0) € §25, (x2,0) € §2»
B.2 Above (X0,0) € §22, (X2,0) & §2, D.2 Above (X0,0) € §25, (x3,0) & §2,
B.3 Above (X0,0) &€ 8§22, (x2,0) € £, D.3 Above (X0,0) &€ §22, (x2,0) € £,
B.4 Above (xo, O') g 27, (X2, O') g 25 D.4 Above (X0, 0) ¢ 27, (x2,0) ¢ 27

m

Co-diagnosable — No F-Real Cycle
Lemma 6

"roposition 7

Trivial\\ Proposition 7
| X|3-Co-diagnosable

Fig. 4. Codiagnosability, |X¢|3>-codiagnosability and the non-existence of F-real

cycle are equivalent.

Then, we define strings wo(n) € £(G) and wq(n), wo(n) €
L(Gy) by wi(n) = 6;(st"),i = 0, 1,2,n > 0. As discussed above,
|lwo(n)| > 1+ n. Moreover, by Lemma 4, for any n € N, we have
Po, (wo(n)) = Pg,(w1(n)) and Pg, (wo(n)) = Pg,(w2(n)). Since
n can be arbitrarily large, wqo(n) can be made arbitrarily long; this
leads to a violation of codiagnosability. O

Moreover, the T-Verifier can also be used to estimate the
upper bound for the diagnosis delay, as stated in the following
proposition.

Proposition 7. When 4 = {1, 2}, for transition-based observations,
£(G) is codiagnosable w.r.t. £21, £2, and Ey if and only if it is |X°|3-
codiagnosable.

Proof. The “if” part is trivial. We show the “only if” part by
contrapositive. Suppose that .£(G) is not | X¢|3-codiagnosable. Then
there exists a string st € £(G) such thats € ¥ (Ep) A |t| = |X¢|?
and there exist strings w; = s;it; € £L(Gy),i = 1,2, such that
Pg,(s) = Pg(s)),¥i = 1,2 and Pg,(st) = Pg,(sit)), Vi = 1,2.
Define the following notation: x; := §°(x§, s), Xt := 8°(x§, st) and

X, = BGN(xg”,si),xwi = §ON (xg”, w;),Vi = 1,2. By Lemma 5,
we know that vy = (X5, Xs;, Xs,, F) and vy == (Xst, Xy, Xuyy» F)
are all reachable states in V with a path g = wvgop...0,_10r
such thatol...0? , = tando}...0] | = t;,i = 1,2, where
o1 = (o0, 0/',0%),¥l = 1,...,r — 1. Therefore, there exist some
|t| integers 0 < iy < iy < < ¢ < r — 1 such that

Oo(oy) = ai? # e, VYl =1,...,|t]. Since i)y > [t] = IX|® and
there are at most |X¢|? states in V labeled by F, we know that there
exist two integers 1 < p < q < |t| such that v;, 0%, Vi, +1 - - - 03,1V,
forms a cycle and Oo(oi,) = 01‘2 # €. Thus, there exists an F-

real cycle in V, which means that .£(G) is not codiagnosable by
Lemma6. O

Lemma 8. There exists an F-real cycle in V if L£(G) is not
codiagnosable w.r.t. $21, §£2, and Ep.

Proof. As depicted in Fig. 4, the proof of this lemma follows
immediately from the proof of Proposition 7, in which we
have shown that codiagnosability and |X¢|3-codiagnosability are
equivalent and non-|X¢|3-codiagnosable implies the existence of
an F-real cycleinV. O

Theorem 9. .£(G) is not codiagnosable w.r.t. §24, £2, and Er if and
only if there exists an F-real cycle in V.

Proof. Follows from Lemmas 6 and 8. O

By Theorem 9, to verify transition-based codiagnosability, it
suffices to verify the presence or not of an F-real cycle in V, which
is similar to the static case (Qiu & Kumar, 2006; Wang, Yoo et al.,
2007). We illustrate the verification procedure by the following
example.

Example 5. Consider the system G in Fig. 5(a), where f is the single
fault event. Two agents monitor the plant with transition-based
observations £2; and §2,, respectively, as shown in Fig. 5(b) and
(c), where (red) dashed lines represent unobservable transitions.
Part of the corresponding T-Verifier V is shown in Fig. 5(d). For
example, at state (0, 0, 0, N), we have that (0, 0), (0,0) € £2;
and (0, 0), (0, 0) & £2,. Therefore, events (e, €, 0) and (o, 0, €) are
defined at this state and according to the transition function, the
successor states are (0,0, 1, N) and (1, 1, 0, N), respectively. By
definition, we see that the cycle (3, 3, 3, F)(a, a, a)(3, 3, 3, F) isan
F-real cycle. By Theorem 9, the system G is not codiagnosable w.r.t.
21, §25 and {f} O

4.2. Case of multiple agents

In this section, we highlight how to generalize the results of the
previous section to the case of n local agents. In this context, XV =
XOx XN x oo x XN xLEY = (ECU {€}) x --- x (E® U {e}),and

—_—

n times (n+1) times
the transition function 8" : XV x EV x XV is defined as follows:

(a) For o € Ef, then
8" ((x0. X1, ..

= (SG(X()ﬂ 0)9 X1, ..

L X, D, (0,€,...,€))
., Xn, F). (19)

(b) For ¢ € E® \ Eg, we partition { into four disjoint sets 4 =
21U4,U850U8,4, where: (1) 4; = {i € 4 : (x0,0) € 2iA(x;, 0) €
i) (i) do = {i € £ 1 (X0,0) € 2 A (x%,0) € @i}
(ili) 43 = {i € £ : (x0,0) & i A (x;,0) € £2;}; and (iv)
Ia=1{ied: (xo0,0) &2 A (x;,0) & §2;}. Then, we have the
following two types of transitions:

(b1) If £, = @, then the single transition

8" ((x0, X1, ..., X0, D, (0, €1, ..., €n))

= (8G(XO5 O—)» SGN(X19 E]), ceey SGN(XTU en)v l)v

. _Jo, ifie sy
where foranyi € [, e; = {6’ ifie 45U f,. (20)
(b2) The following transition for eachi € f, U 44,
8v((X0,X],...,Xn,l),(6,6,...,6, o 765""6))
(i+1th
= (X0s X1+« o X1, 8N (i, 0), Xip 1+« - Xy D). (21)
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(a) System: G.

(b) Agent 1: £2;.

(c) Agent 2: £2,.

! v
la LLON) (O'O'OIN)]M-[(Z,O,O,F)]- o
! 0,0,€)_=

(€,€,0) (a,a,a
(€,€,0)
et {(0,0,1,1\1)]@»[(2,0,1,1:)]M)»[(gss,/}rl)p

(d) Part of the T-Verifier V for G, §2; and 2.

Fig. 5. Example of the verification of transition-based codiagnosability. (For interpretation of the references to colour in this figure legend, the reader is referred to the web

version of this article.)

The above construction generalizes Egs. (11)-(17) in the two
agents’ case. Specifically, Eq. (11) is generalized by Eq. (19), Egs.
(12),(13),(16), and (17) are special cases of Eq. (20), and Egs. (14)
and (15) are special cases of Eq. (21). In words, case (b1) covers all
cases in Table 1 except A.2, C.2, D.2, and all cases B. In this case,
the first component x, moves on observable transition o and the
agents that observe that transition move as well (first case of Eq.
(20)) or do not move if they do not see the transition (second case
in Eq. (20)). Case (b2) covers the remaining cases in Table 1, as well
as cases A.4,C.4,D.3,and D.4. Here, the first component xy does not
move and we list all individual moves of the agents that project to
the empty string. Note that if 4, # @, then the first component
Xp cannot move as this would violate the conditions that projected
strings are to remain the same.

Similar to the case of two agents, the diagnosis delay in the case
of n agents is bounded by the size of the first n + 1 components
of the T-Verifier, i.e., |X¢|"*1. Consequently, Proposition 7 can be
extended to the n-agents’ case as follows.

Proposition 10. When |{| = n, for transition-based observations,
£L(G) is codiagnosable w.r.t. Er and §2;, i € J, if and only if it is
|X¢|"*1-codiagnosable.

The proof of this result follows the same strategy as the proof of
Proposition 7, but is more tedious.

Remark 5. When there are n local agents, the T-Verifier has at
most 2|X¢|"*1 states. For each state, there are at most [E¢| +
n(JE®| — |Er|) transitions that originate from it (|[E®| choices when
the first component is involved and n(|E¢| — |E¢|) choices when
the remaining n components are involved). Thus, the total number
of transitions in V is bounded by 2|X¢|""1(|EC| + n(|E®| — |Eg|)).
The verification of the existence of an F-real cycle is a strongly
connected graph detection problem, which follows the same tech-
nique as described in Moreira et al. (2011), Qiu and Kumar (2006)
and Wang, Yoo et al. (2007) and can be done in linear com-
plexity w.r.t. the number of states and transitions. Thus, the to-
tal worst-case time complexity of the verification procedure is
O(IXC|™1(JES| +n(|E®| — |EF]))). This is in fact the same computa-
tional complexity as reported in Moreira et al. (2011) and Qiu and
Kumar (2006). However, we are considering transition-based codi-
agnosability here, which is more general than the static codiagnos-
ability case considered in Moreira et al. (2011) and Qiu and Kumar
(2006). In other words, when using the verifier approach, the ver-
ification of codiagnosability is not more computationally difficult
for transition-based dynamic observations as it is with static ob-
servations.

4.3. Discussion and summary of results

Let L£(G) be the language to be diagnosed. The preceding
derivation of the upper bound for the maximal diagnosis delay
is based on the assumption that there is one only type of fault,
which was made for the sake of simplicity at the beginning of

Cor. 11

Static
[Colobservability

Static
[Co]diagnosability
Yoo & Lafortune, 2002 r]l n| Rudie & Willems,

Qiu & Kumar, 2006 1995

Cor. 11
Transition-Based m‘ Transition-Based
[Co]diagnosability _ [Colobservability
\W)ang et.al., 2011
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| .
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Fig. 6. The relationship between [K-][Co]diagnosability and [Co]observability.

N

Sect. 3.4

Section 4. In the case of multiple fault types, a system is not
codiagnosable if and only if it is not codiagnosable w.r.t. at least
one type of faults. Moreover, given a certain type of faults, the
system is not codiagnosable if and only if it is not |X¢|**!-
codiagnosable. Therefore, this upper bound can also be applied to
the case of multiple fault types. By using the upper bound |X¢|"*!
to replace the integer K in O(K™|X| |[E®|), which is the complexity
of Algorithm KCOD-COOB-II, we consequently have the following
result.

Corollary 11. Let L(G) be the language to be diagnosed with |4| = n
and |¥| = m. Transition-based codiagnosability can be transformed
to transition-based coobservability in O(|X¢|™+m+1|EC)),

We summarize the various transformations between the dif-
ferent notions of [K-][co]diagnosability and [co]observability that
have been discussed so far in this paper in the diagram in Fig. 6. In
this diagram, the arrows between blocks represent the transforma-
tions and the self-loop at each block represents the corresponding
verification algorithm. As can be seen in the diagram, we cannot
transform language-based codiagnosability directly to language-
based coobservability. However, as discussed in Section 3.4, we
can first transform language-based codiagnosability to transition-
based codiagnosability, and then transform transition-based co-
diagnosability to transition-based coobservability by using Corol-
lary 11, which is a special case of language-based coobservability.

Fig. 6 also highlights different verification algorithms for dif-
ferent notions. For a comprehensive survey on the computational
complexity of these verification algorithms, the reader is referred
to Sears and Rudie (2015). Since all the notions in the diagram can
be related from one to the other, an interesting question that arises
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is: How to choose the “right” approach to verify a certain property?
For instance, Ref. Huang et al. (2008) presents a verification algo-
rithm of complexity of O(|X|®|E|) for transition-based coobserv-
ability with two agents (|X| is the number of states and |E]| is the
number of events of the system); however, the extension of this
algorithm to the case of n agents is not available in the literature
(Sears & Rudie, 2015). However, by applying the transformation al-
gorithm in Wang et al. (2011) and the verification algorithm in Sec-
tion 4, the verification of transition-based coobservability can be
done in O(|X|3|E|?), which may improve the computational com-
plexity over the algorithm in Huang et al. (2008), since |E| is usually
much smaller than |X|. Moreover, this approach is applicable to the
case of n agents.

Another implication of the relationships in the diagram in Fig. 6
is that we can solve a control (respectively, diagnosis) problem
by applying the methodology for its corresponding diagnosis
(respectively, control) problem. We discuss this issue in more
detail through a specific problem in the next section.

5. Application to optimization of sensor activation

In this section, we show how the results in Section 3 can be used
to leverage the research on observability and coobservability to
solve problems pertaining to diagnosability and codiagnosability.

In sensor activation problems, under energy, bandwidth, or
security constraints, the sensors can be turned on/off on-line by the
agents based on their observation histories. In this scenario, one is
interested in synthesizing a sensor activation policy that achieves
certain observational properties; see, e.g., Wang, Lafortune, Girard
et al. (2010), Wang, Lafortune, Lin et al. (2010) and Sears and
Rudie (2013a,b). Roughly speaking, sensor activation policies are
a particular class of observation mappings satisfying the property
that the sensor activation decisions for any two indistinguishable
strings must be the same. This property is called the feasibility
condition in Wang, Lafortune, Girard et al. (2010), Wang, Lafortune,
Lin et al. (2010). It is formally defined as follows.

Definition 4. Given a system G, an observation mappings w;
£L(G) — 2Foi i € ¢, is said to be a feasible sensor activation policy
if
(Vo € E9)(Vso, to € £(G))

Py (s) = Py (t) = [0 € wi(s) & o € w;(t)]. (22)

The following theorem reveals that feasibility is preserved
under transformation Algorithm KCOD-COOB-II of Section 3. In
other words, any sensor activation policy synthesized for the
transformed system can be applied back to the original system.

Theorem 12. Let H be the input to Algorithm KCOD-COOB-II and

consider output G. Then, for each agent i € 4, w; is a feasible sensor
activation policy for H if and only if w;, ¢ is a feasible sensor activation

policy for G.

Proof. (<=) By contrapositive. Since £L(H) = I(I:I) C £(G) and
Vs € L(H) : wi(s) = w;¢(s), w; is not feasible for H implies
immediately that w; ¢ is not feasible for G either.

(=) Suppose w; is feasible for H. Forany o € EC, we know that
either (i)o € E"; or (ii)o € {¢; : j € F}.If o € EH, then for any
so,to € £(é), we know thats, t € £(ﬁ) = J£L(H). Moreover, by
the definition of w; ¢, we know that Vs € L(H) = £L(H) : wi(s) =
wi,a(s).Therefore, Py (s) = Py, (t) = [0 € wi(s) & o € wi(t)]
also implies that Pw,-,a(s) = Pwi,&(t) = [0 € w(s) & o €
w;e(O)]. Ifo € {¢ : j € F}, then by the definition of w, ¢, we
know thato ¢ w; z(s), Vs € £ (6). Therefore, it is always true that
Pwl_.a(s) = Pwi.f}(t) = [0 € ws(s) & 0 € w ()] Thus, w,;¢ is

also feasible for G. O

The above theorem provides an approach for the synthesis
of optimal sensor activation policies for K-codiagnosability. The
results in Cassez and Tripakis (2008) and Thorsley and Teneketzis
(2007) only pertain to the centralized sensor activation problem
while the algorithm developed in Wang, Lafortune, Girard et al.
(2010) is for codiagnosability, not for K-codiagnosability. To the
best of our knowledge, the problem of synthesizing an optimal
sensor activation policy for K-codiagnosability had remained an
open problem. (The verification of K-codiagnosability has been
studied in Cassez, 2012.) This problem can now be solved by
applying transformation Algorithm KCOD-COOB-II of Section 3
together with the algorithm in Wang, Lafortune, Lin et al. (2010).
Suppose that H is the system to be diagnosed; H and G are the
transformed systems produced by Algorithm KCOD-COOB-II. We
can then apply Algorithm Min-Sen-Co in Wang, Lafortune, Lin et al.
(2010) to obtain the optimal sensor activation policy w; ¢ ensuring

coobservability for the transformed systems H and G. Then an
optimal sensor activation policy w; for K-codiagnosability can be
calculated by setting w;(s) = w; z(s) for all s € L(H).

6. Conclusion

We have presented a new transformation algorithm that shows
that the property of language-based K-codiagnosability can be
transformed to the property of language-based coobservability,
where the integer K is given a priori. Moreover, we have pre-
sented a new approach for the verification of transition-based
codiagnosability. A new upper bound of the diagnosis delay for
decentralized diagnosis under transition-based observations has
been derived. We have shown that, when the observation prop-
erties are transition-based, [co]diagnosability is transformable to
[co]observability. These new results complement those in Wang
et al. (2011) that pertain to the reverse transformation, from coob-
servability to codiagnosability, thereby resulting in a thorough
characterization of the relationship between the two notions of
codiagnosability and coobservability and their verification, sum-
marized in the diagram in Fig. 6. The new results in this pa-
per also allow the leveraging of the large existing literature on
solution methodologies for problems of decentralized control to
solve corresponding problems of decentralized fault diagnosis. One
such instance is the problem of optimal sensor activation for K-
codiagnosability, for which we present the first solution procedure.
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Appendix. Proofs not contained in main body

Proof of Lemma 4. We prove the case i = 1 by induction on the
length of string t. If |[t| = 0,ie., t = (€,¢, €), then (18) holds
trivially. Assume that (18)is true for |t| = p and consider the string
to € L(V), o € EV with length p + 1. We have that

Pg,(6o(to)) = Pg,(6o(t)bo(0))

= Po,(6o(t)1(8°(Bo(1)), 6o(0)) (A1)
Po,(61(to)) = Pg, (61(6)01(0))
= P, (B:1(D)L(8°(61(1)), 61(0)) (A2)

where, I; : X® x E© — E® U {¢} is defined by I;(x, 0) = o if
(x,0) € £21and 1 (x,0) = €if (x,0) & £21.
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If 6(c’) € Ef, then 6;(c) = € and we know that I; (§%(6y(t)),
0o(0)) = 11(8°(01(t)), H:1(0)) = e. Therefore, we assume that
6o(0) € EC \ Eg. By the definition of V, we know that one
of the following cases is true: (i) 9p(c) = 6:(c) F#* €; or
(i) Bo(o) # €,61(0) = € or (ili)fo(oc) = €,6i(0) # €
or (iv) 6p(c) = 0O1(c) = e. If (i) is true, then we know
that A.1, A3 or A4 holds at 8" (xy,t) for 6p(c’), which means
that [;(8°(6o(1)), 0o(0)) = 11(8°(61(t)), 61(0)) = 6o(o). If (ii)
is true, then we know that C.1, C.3, C4, D.1, D.3 or D.4 holds
at 8"(}(})’ ,t) for 6p(0). Under any of these cases, we have that
L;(8%(66(1)), 6p(0)) = 1;(8°(:1(1)), 6:(0)) = e. Similarly, we
can also verify that I; (%6 (t)), 6o (0)) = 11 (8¢(0:1(t)), 61 (o)) still
holds if (iii) or (iv) is true. Moreover, by the induction hypothe-
sis, we know that Pg, (6p(t)) = Pg,(61(t)). Thus, Po, (6p(to)) =
Pg, (61(to)), which completes the induction. O

Proof of Lemma 5. We prove by induction on the length of sy, s;
and s;. Let sf’ ,i = 0,1, 2 denote the string that consists of the
first p events in s; and o denote the (p + 1) event in s;, so that
s = €,s] = o, etc. Without loss of generality, we assume that
Isol = Is1] = Is2| and Pg,(sh) = Po,(sD), Vp=1,...,Isol,i = 1,2,
since these assumptions always hold if we consider € as a single
event. Initially, when s§ = s = s} = ¢, we cantake t = (e, €, €)
such that 6y(t) = s?, Vi = 0, 1, 2. Assume that for |sg| = p, there
exists tP € L(V) such that 6;(tP) = s;,Vi = 0, 1, 2. In order to
show that the above assumption is also true for |so| = p + 1, i.e,,
si=stol,i=0, 1,2, we need to consider the following cases:

(i) oy #€,0f =eando) =€
(ii) og=e,a1pqéeandof=e
(iii) of = €,0) =eando) # ¢
(iv) oy #€,00 #eando) =€
(V) o #€,00 =eandol #¢
(vi) o =€,0f #eand o) # ¢
(vii)of # €,0] #eand o) # €.

First, let us suppose that (i) is true. By Py, (shog) = P, (she)
and Py, (shod) = Pg,(she), we know that (8(x§, sh), op) ¢
2;,i = 1,2. Therefore, event (oy, €, €) is defined at 8" (x} , t?).
By the induction hypothesis, we know that there exists tP*! =
tP(of,€,€) € L(V) such that 6;(¢P™") = sfof, Vi = 0,1,2.
Similarly, we can show that the induction step also holds for (ii)
and (i),

Suppose that (iv) is true. First, by Pq,(shol) = Pg,(she),
we know that (8°(x5, sb), 0p) & $2. Also, since Pq, (shoy) =
Pg,(shol), we know that either (a) (8°(x§,sp),00) € $21,
(BN (xS, 7, oP) € 21 and of = oP; or (b) (5§, sb), of) & 2
and (5N (x$V, %), oF) & 2. 1f (a) is true, we know that A.3 or
A.4 holds, which implies that there exists tP*! = (0}, 0}, €) €
£L(V) such that ;(t**") = sfo Vi = 0,1,2.1f (b) is true,
we know that D.3 or D.4 holds. Therefore, there exists tP*! =
tP(0p, €, €)(€,0v,€) € L(V)or tP*! = tP(e, 07, €)(0), €, €) €
£L(V) such that 6;(t**") = sfo”, Vi = 0, 1, 2. Similarly, we can
show that the induction step holds for (v), (vi) and (vii).
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