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1. Introduction

State estimation is one of the most fundamental problems
in Discrete-Event Systems (DES). In many applications, our
information about the system is limited and we need to estimate
the state of the system in order to make some decision. Due
to its importance, the state estimation problem has received
considerable attention in the DES literature; see, e.g., Cabasino,
Hadjicostis, and Seatzu (2015), Ozveren and Willsky (1990), Sears
and Rudie (2014), Shu, Lin, and Ying (2007) and Yin and Lafortune
(2015a). Recently, the state estimation problem has been studied
systematically in the framework of detectability; see, e.g., Keroglou
and Hadjicostis (2015), Shu and Lin (2013b) and Shu et al. (2007);
Shu, Lin, Ying, and Chen (2008). Particularly, in Shu et al. (2007),
the authors defined four types of detectability in order to capture
different requirements in the current-state estimation problem.
When the original system is not detectable, several approaches
have also been proposed in order to actively enforce detectability,
e.g.,by sensor activations (Shu, Huang, & Lin, 2013; Yin & Lafortune,
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2015b) and by supervisory control (Shu & Lin, 2013a; Yin &
Lafortune, 2016).

One important class of state estimation problems is the initial-
state estimation problem; see, e.g., Li and Hadjicostis (2013), Saboori
and Hadjicostis (2013) and Shu and Lin (2013b). In this problem,
we assume that the initial-state of the system is fully unknown
or only partially known. Then, we want to infer the initial-state of
the system by observing the output of the system. In particular,
in Shu and Lin (2013b), the notion of I-detectability was proposed
to capture whether or not we can always uniquely determine the
initial-state of the system by observing a finite sequence of events.
A polynomial-time algorithm for checking I-detectability was also
provided in Shu and Lin (2013b). In Li and Hadjicostis (2013), an
algorithm for recursively computing the minimum initial-marking
of a Petri net was proposed. In Saboori and Hadjicostis (2013), the
notion of initial-state opacity was investigated. This notion can be
considered as the dual of I-detectability, since it requires that the
intruder, which is modeled as an observer, can never determine the
initial-state of the system.

Although the initial-state estimation problem and the notion
of I-detectability have been studied in the literature, several
important issues still remain. First, the notion of I-detectability
is defined for logical DES. Specifically, it requires that we can
always uniquely determine the initial-state of the system based
on an arbitrarily long observation. However, this requirement
sometimes is too strong when stochastic dynamic of the system
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is considered. For example, it is possible that the probability of
detecting the initial-state of the system becomes arbitrarily close
to one as we observe more and more events. Such an asymptomatic
property is also very useful in practice, but I-detectability fails to
capture this feature. Another issue is that, in all of the existing
works on detectability, it is assumed that each observable event
can be reliably observed. However, this assumption may not hold
in practice, since sensors for observable events may fail. This leads
to observation uncertainties and one has to handle this issue.

In order to address the above discussed issues, in this paper,
we study the initial-state estimation problem for stochastic
DES with probabilistic sensor failures. Specifically, this paper
has the following contributions. First, we extend the initial-
state estimation problem from logical DES to the stochastic
setting. We consider a DES modeled by a probabilistic finite-state
automaton in order to describe the stochastic dynamic of the
system. Moreover, we model the observation of the system by
a probabilistic projection function in order to address the issue
of sensor failures. Namely, we assume that the occurrence of an
observable event may not be observed with a given probability
if its associated sensor is not reliable. Then, we define the
notion of stochastic initial-state detectability (SI-detectability)
with probabilistic sensor failures in order to capture whether or
not the probability of detecting the initial-state goes to one. This
notion is strictly weaker than logical I-detectability by taking the
stochastic dynamic of the system into account. Then, we provide
an approach to verify SI-detectability. This is based on the structure
of robust initial-state estimator proposed in the paper. Finally, we
also investigate the precise complexity of deciding SI-detectability.
We show that, unlike I-detectability, which can be verified in
polynomial-time, checking SI-detectability is PSPACE-complete.

Our work is related to several works in the literature; we
discuss the differences between our work and these works.
Property analysis of stochastic DES has been considered in many
different works in the literature; see, e.g., Bertrand, Haddad, and
Lefaucheux (2014), Chen and Kumar (2015a,b), Chen, Ibrahim, and
Kumar (2016); Chen, Keroglou, Hadjicostis, and Kumar (2017),
Keroglou and Hadjicostis (2013, 2015), Lunze and Schroder (2001),
Saboori and Hadjicostis (2014), Shu et al. (2008) and Thorsley
and Teneketzis (2005). The current-state detection problem in
stochastic DES was studied in Keroglou and Hadjicostis (2015)
and Shu et al. (2008) under the assumption that all sensors are
reliable. In particular, the notion of A-detectability was proposed in
Keroglou and Hadjicostis (2015). Our definition of SI-detectability
is similar to A-detectability; both of them require to detect the
(initial or current) state of the system for sure with probability
one. However, we investigate the initial-state detection problem,
which is different from the current-state detection problem.
Moreover, we consider probabilistic sensor failures, which is
also not considered in Keroglou and Hadjicostis (2015) and Shu
et al. (2008). In Keroglou and Hadjicostis (2013), the notion of
initial-state opacity was investigated in the stochastic setting.
However, initial-state opacity and initial-state detectability are
clearly incomparable; the former is an always property, while the
latter is an eventually property. Moreover, Keroglou and Hadjicostis
(2013) also assumes that the observation is always reliable.
Regarding works on unreliable observations, Athanasopoulou, Li,
and Hadjicostis (2010), Carvalho, Basilio, and Moreira (2012),
Takai and Ushio (2012) and Thorsley, Yoo, and Garcia (2008)
studied the sensor reliability issue in the fault diagnosis problem.
In particular, Carvalho et al. (2012) and Takai and Ushio (2012)
investigated the effect of intermittent sensor failure, which is
stronger than the probabilistic sensor failure considered in this
paper. The models used in Athanasopoulou et al. (2010) and
Thorsley et al. (2008) are more related to our setting. Specifically,
they also consider both stochastic dynamic of the system and

probabilistic sensor failures. However, diagnosability is more
related to the current-state estimation problem rather than the
initial-state estimation problem. As a consequence, the verification
procedure we propose in this paper is also very different from the
approaches in Athanasopoulou et al. (2010) and Thorsley et al.
(2008). Overall, all of the above mentioned works are clearly
different from the problem considered in this paper. Our work
provides a systematic study of the initial-state estimation problem
under a fully stochastic framework with both stochastic system
dynamic and probabilistic sensor outputs.

2. Initial-state detection with probabilistic sensor failures

2.1. System model

Let X be a finite set of events. A string is a finite sequence of
events and X* denotes the set of all finite strings over X, including
the empty string €. A language L is subset of X*. For any string
s € X*, |s| denotes its length, where |¢| = 0. We denote by s the
set of prefixes of s,i.e,s = {t € X*: Jv € X*s.t.tv = s}.

A nondeterministic finite-state automaton (NFA) is a 4-tuple

G=(X, X6, Xo) (1)

where X is the finite set of states, X' is the finite set of events,
8 : Xx ¥ — 2Xisthe partial nondeterministic transition function,
and Xj is the set of initial-states. The transition function § is also
extended to X x X* in the usual manner; see, e.g., Cassandras and
Lafortune (2008). The language generated by G from state x € X is
L(G,x) ={s € X*: §(x,5)!}, where “!” means “is defined”. Then,
the language generated by G is £(G) = Uxex, L(G, X).
A probabilistic finite-state automaton (PFA) is a 6-tuple

9»: (szﬁgaXOvHOvp) (2)

where (X, X, §, Xo) is a NFA and we call this NFA the support of
§. Hereafter, we use G to denote the support of §. Also,
Xo — [0, 1] is the initial-states distribution vector such that
> xex, To(®) = 1 and each element of 7y is nonnegative, and
p: X x X xX — [0, 1] is the state transition probability function.
Forany x,x € X,o € X, we write p(X', o | x) as the probability
that event o occurs from state x and leads to state x'. We assume
that p satisfies the following requirements

1.Vx, ¥ eX,0 e X :xX €éx,0) < pX,o|x)>0;
2.VxeX: Y s> ux P&, 0 |x)=1

Note that these two requirements together also implicitly implies
that the system is live, i.e, VX' € X,30 € ¥ : §(x, o)!. Function
p is also extended to X x X* x X inductively as follows: for any
se X* o € X,wehave

p(X,so | x) = Zp(x”, s|XpX,o | X").

X'eX

Then, the probability that string s € X* occurs from state x € X is
p(s|x) =Y oy P(X, s | x) and the probability that strings € X*
occurs from any initial-state is p(s) = Zxoexo p(s | X0)mo(xp). We
also write £(4) = £(G) and £(4,x) = £L(G, x), where NFA G is
the support of PFA §.

2.2. Observation model

In this paper, we consider a probabilistic observation model.
Specifically, the observation is specified by a probabilistic projection
function M : ¥ — [0, 1], where M (o) denotes the probability
of observing event o when it occurs. Note that this observation
probability is independent from the probability that o occurs at
some state. For any event o € X, we say that o is (1) unobservable,
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if M(o) = 0; and (2) reliable, if M(o) = 1; and (3) unreliable,
if0 < M(o) < 1. We denote by X,,, X\, and X, the sets of
unobservable, reliable and unreliable events, respectively. We also
define ¥, = X'\ X}, = X, U X;;. Clearly, this observation model
is more general than the standard natural projection (Cassandras
& Lafortune, 2008) that is widely used in logical DES, where each
event is either unobservable or reliable.

Lets = 010, - - -0y € L(§) beastring. Let] = {iy, i, ..., ik} be
asetofintegerssuchthat1 <i; < --- < i, < n.Wesaythatlisa
realization index set for s (w.r.t. M) if, foranyi € {1, ..., n},we have
(1)M(o;)) =1=1ie€l;and (2) M(o;) = 0 = i & I. We denote by
Iy (s) the set of realization index sets for string s w.r.t. M. Then, for
any string s = 0103 - - -0, € L(§), we say that ;, 0y, - - - 0j, is an
output realization of s under M, if {iy, ..., ik} € Iy(s). We denote
by Pr(oy, 01, - - -0y, | ) the probability of this output realization
given the occurrence of string s. Note that two different output
realizations may yield the same observation. For example, for string
abb, wherea € X, and b € X, abe and aeb are two different
output realizations which have the same observation ab. (We use
€ to denote that the corresponding observation at that place is lost.)
Then, the probability that € X is observed given the occurrence
of sis

Pr(a|s) = >

{i1,.es ik}ElM(S):(Ti1 Oiy 0 =

PT(O‘,'lfsz s Oy | S).

We define a mapping 0 : X* — 2% by, foranys € X*,
a € 0(s) & Pr(e | s) > 0. Mapping O is also extended to O :
2% — 2% by,foranylC ¥*: O(l) = {e € £ : Iselstae
0(s)}. Therefore, O(£(4)) is the set of all possible observations of
the system. Note that mapping O is essentially equivalent to the
language dilation operator defined in Carvalho et al. (2012) or the
communication loss operator defined in Lin (2014) if we do not
consider the observation probability Pr(« | s). Finally, we denote
by Pr(c | x) the probability that o« € X is observed starting from
state x € X.

2.3. Initial-state detection problem

In this paper, we investigate the initial-state detection problem.
Initially, our knowledge about the initial-state distribution is given
by mo. However, this knowledge can be improved by observing
more events generated by the system. Specifically, the posterior
probability that the initial-state of the system is x € Xp given
a € X} observed is

Pr(o | X)mo(x)
> Pr(a | xo)mo(xo)
X0€Xo
We say that the initial-state of the system is detected after
observinga € XFifIx € Xo : Ao(x | o) = 1, ie, forall
x € X\ {x}: Ao(x' | @) = 0. We define a detectability function
D: ¥y — {0,1} by, foranyo € X}

(3)

To(x | &) =

)1 ifIxeXo: x| ) =1
Dle) = {O otherwise (4)

i.e, the initial-state is detected after observing @ € X if and only
if D(a) = 1.

3. Stochastic initial-state detectability with probabilistic sen-
sor failures

In Shu and Lin (2013b), the notion of I-detectability was
introduced for logical (non-stochastic) DES in order to capture
whether or not the initial-state of the system can be detected
within a finite delay. Let G = (X, X', §, Xo) be a NFA and suppose
that all observable events are reliable, i.e., ¥ = X,,UX,,. First, we
recall the definition of I-detectability.

Definition 1 (I-Detectability Shu & Lin, 2013b). NFA G = (X, X,
8, Xp) is said to be I-detectable w.r.t. X, C X if

(3n € N)(Vx € Xo) (Yo € P(L(G, %)) : || = n)[| In(e)| = 1]

where In(a) = {x € Xy : Is € L(G,x)s.t.Pe(s) = a} and
P : X* — X is the natural projection.

Intuitively, I-detectability requires that there do not exist two
arbitrarily long strings starting from two distinct initial-states such
that the observations of these two strings are equivalent. The
following example illustrates I-detectability and its drawback in
the stochastic setting.

Example 1. Let us consider NFA Gy, which is the support of PFA g4
shown in Fig. 1(a). The initial-states are Xo = {1, 2}. Suppose that
Y = X = {a, b}, i.e., all events can be reliably observed. Then,
we know that G; is not I-detectable, since string (ba)" is defined
at both initial-states 1 and 2 for any n € N. Now, let us assume
that the transition probability function p for 4 is specified by the
number associated with each transition in Fig. 1(a), e.g., we have
p(2,a | 1) = 0.1. We also assume that (1) = 79(2) = 0.5.
Then, we know that the probability that string (ba)" occurs is
p((ba)") = p((ba)" | )mo(1) + p((ba)" | 2)7o(2) = 0.5 x (0.9 x
D"+ 0.5 x (1 x 0.9)" = 0.9", which goes to zero as n increases.
Once two a (respectively, two b) are observed in succession, we
know immediately that the initial-state of the system is state 1
(respectively, state 2). In other words, the probability of detecting
the initial-state of §, goes to one when the system executes infinite
number of steps. O

The above example illustrates that I-detectability for logical
DES may not be adequate for the initial-state detection problem
in the stochastic setting even without considering the issue
of probabilistic sensor failures. In order to resolve this issue,
we introduce the notion of stochastic initial-state detectability
(SI-detectability) with probabilistic sensor failures.

Definition 2 (SI-Detectability). Let ¢ = (X, X, §, Xo, 7o, p) be a
PFAand M : X — [0, 1] be a probabilistic projection function.
We say that § is SI-detectable w.r.t. M if

VA >0)FneN) stPriseL($4): NDA|s|]=n]< A

where we have Pr[s € £(§) : NDAIs| = n] = 3" e g2 Dweots)
(1 = D(er))Pr(a | s)p(s).

We make several comments on SI-detectability.

Remark 1. Intuitively, SI-detectability requires that the probabil-
ity of detecting the initial-state of the system will converge to
one as the length of the string generated by the system increases.
One can easily verify that Sl-detectability for a PFA is strictly
weaker than I-detectability for its support even without consid-
ering probabilistic observations. For example, we have shown in
Example 1 that PFA 4, is Sl-detectable although its support G; is
not [-detectable. O

Remark 2. In Keroglou and Hadjicostis (2015), the notion of
A-detectability is defined for the current-state detection problem.
Specifically, under the assumption that all sensors are reliable,
A-detectability requires VA > 0,AN € N : Pr({s € X* : |s]
> N, |R(Xp, O(s))| > 1}) < A, where R(Xp, O(s)) is the current-
state estimate of the system. Comparing Sl-detectability with
A-detectability, one can easily verify that these two notions are in-
comparable; none of them implies the other. On the other hand,
these two notions do bear some similarities, since in both of these
two problems, we need to know the (current or initial) state of the
system for sure with probability one. Similar criteria in the form of
VYA > 0,3N € N are also used in the fault diagnosis (Thorsley &
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(@) §1.

Fig. 1. Examples for stochastic initial-state detectability. The number associated with each transition denotes the probability of this transition rather than the observation

probability.

Teneketzis, 2005) and the fault prognosis (Chen & Kumar, 2015b) of
stochastic DES. However, our definition focuses on the initial-state
detection problem rather than the current-state detection prob-
lem. Moreover, we consider the issue of observation uncertainty,
which is not considered in Keroglou and Hadjicostis (2015).

Remark 3. We note that I-detectability is defined in terms of the
length of the observed string, while our SI-detectability is defined
in terms of the length of the generated string. The reason why we
choose the generated string to defined SI-detectability is that, for
any string s, the length of its observation may not be unique under
the probabilistic projection function.

Remark 4. The probabilistic sensor failure model we use in this
paper is also different from the intermittent sensor failure model
used in Carvalho et al. (2012) and Takai and Ushio (2012).
Specifically, in the intermittent sensor model, we need to consider
the worst-case where failure always occurs in each unreliable
sensor. However, such a worst-case analysis may be too strong in
practice. For example, let us consider PFA G, shown in Fig. 1(b) and
assume that (1) = m9(2) = 0.5,M(a) = M(b) =1, M(c) = 0.5
and M(d) = 0. By using the intermittent sensor failure model,
we need to consider the case where we always cannot observe
the occurrence of event c. Therefore, we cannot detect the initial
state since string b" can be observed from both initial-states 1 and
2 for any n € N. However, g, is SI-detectable, since the probability
that the sensor for ¢ always fails goes to zero as the length of the
string increases. Specifically, for initial-state 1, reliable event a will
eventually occur due to the stochastic dynamic of the system and
its occurrence will reveal this initial-state. For initial-state 2, we
know that ¢ will eventually be observed and its occurrence will
also reveal this initial-state. This example also illustrates that the
stochastic dynamic of the system and the probabilistic observation
play different roles in our problem.

4. Verification of SI-detectability

4.1. Robust initial-state estimator

In order to check Sl-detectability, the first question is how to
determine whether or not D(«) = 1 after observing o € O(L(4)).
Note that this cannot be done by directly using the initial-state
estimator proposed in Saboori and Hadjicostis (2013) and Shu
and Lin (2013b) since we also need to consider the observation
uncertainties. To resolve this issue, we propose the structure of
robust initial-state estimator that estimates all possible initial-
states in the presence of unreliable sensors. First, we introduce
some necessary definitions.

Mapping & : X} — 2XX is defined by: for any o € X%,

@) ={(xx)e2¥¥ . Ise T*st.a € 0(s) AX € 8(x,5)).

Composition operator o : 2X*X x 2XXX _ 2XxX j5 defined by: for
any qi, qz € 2%, we have q; o gz = {(x1,%3) € 2% : Ix, €
X s.t. (x1,X2) € q1 A (X2, X3) € q2}. We are now ready to introduce
the robust initial-state estimator.

Definition 3 (Robust Initial-State Estimator). Let § be a PFA and M
be a probabilistic projection function. Let G be the support of §
and ¥ = ¥,UX,UX, Then, the robust initial-state estimator
for ¢ and M is the deterministic finite-state automaton (DFA)
Gobs = (Qobs» X0, Sobs Qobs,0), Where Qups < 2%X is the set of
states, Sops : Qops X Xy — Qqps is the transition function such that,
Yq € Qups, 0 € X, ¢ Sops(q, 0) = q o (o) and the initial-state is
defined by qops,0 = & (€) N (Xo x X). For the sake of simplicity, we
only consider the reachable part of G,ps.

Remark 5. For each (x,x') € 2% we call x the starting state
and call x' the ending state. Intuitively, Gops tracks all possible
pairs of starting state and ending state that are consistent with
the observation. The difference between the robust initial-state
estimator and the initial-state estimator without observation
uncertainty (Saboori & Hadjicostis, 2013; Shu & Lin, 2013b) is that,
here we need to treat an unreliable event ¢ as both observable
event and unobservable event. Specifically, the possibility that the
sensors for events in X, failis considered in = (o), where mapping
0 is used. On the other hand, the transition function 8, is defined
for all events in XU X,,. This essentially allows us to “encode” the
sensor reliability issue into the plant model. A similar feature also
exists in the stochastic fault diagnosis problem; see, e.g., Thorsley
et al. (2008).

In order to compute E(o), we construct a new NFA G =
X, >, S,Xo) as follows. The event set is & = X U ﬁur, where
2‘.1, = {6 : o € X, }isasetof new events. The transition function
§ is obtained as follows. First, we copy all transitions in §. Then,
forany o € X, and any X' € 8(x, o), we add a new transition
X € 8(x,6). We define Re : ¥ — X as the function that renames
events in & back to X, i.e, Re(6) = o if§ € 5, andRe(c) = &
ifo € X.We denote by P, : S X the natural projection.
Then, we have Vs € £(6) : Py(s) € O(Re(s)). This is because that
the possibility that an unreliable event ¢ € X may fail has been
taken care by the corresponding event & € 5., which is added in
parallel with o. Then, for any x, we have

¥ eX:3seXst.aec0s) AX €8(x,5))
=X eX:3se T st.aePy(s) AX €8(x,5)).

Therefore, Z (o) can be computed by taking the standard unob-
servable reach in G under natural projection P,. Similar construc-
tions are also used in Carvalho et al. (2012) and Lin (2014) for
different purposes.

Example 2. Let us consider PFA §, shown in Fig. 1(b), where 7y(1)
= mo(2) = 0.5. Suppose that the projection function M is de-
fined by M(a) = M() = 1and M(c) = M(d) = 05, ie,
Y = {a,b} and X,, = {c, d}. Then, the robust initial-state es-
timator G, is shown in Fig. 2. Initially, since all events defined
at Xp are reliable, we have that qops0 = Z(e) N Xo X X) =
{(1, 1), (2, 2)}. Once event b is observed, we know that Z(b) =
{(]7 1)’ (13 3)7 (2» 2)5 (27 4)} and we haVe SObS(qObS,Ov b) = {(15 1)’
(2,2)} o {(1,1),(1,3),(2,2), 2,9} = {(1,1),(1,3),(2,2),
2,4}. O
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Fig. 2. The robust initial-state estimator Gy for §,. For each q € 2X**, we connect
state x on the LHS with state x’ on the RHS to denote that (x, x') € q.

For any state ¢ € Qups, we denote by S(q) the set of starting
states in g, i.e., S(q) = {x; € X : Ix; € Xs.t. (x1,X2) € q}. By
definition, we know that £(Gys) = 0(£L(4)), i.e., any potential
observation is defined in G,ps. The following result reveals that G
correctly estimates the initial-state of the system.

Proposition 1. For any o € 0(L(4)), we have

S((Sobs(QObs,Oa 05)) = {X € XO : ﬁO(X | Ol) > 0} (5)

4.2. Verification algorithm

Let Gobs = (Qobs, X, Sobs> Gobs,0) be the robust initial-state es-
timator. We construct the DFA @Obs = (Qops, >, Sobs, Qobs,0) by
adding a self-loop at each state in Q,p for each event in Sur U D
Next, we construct the product of G and &obs denoted by Ggye =
(Qaug » 3, Saug> Qaug,0) = G x Qbs, where “x” is the usual prod-
uct composition operation of automata; see, e.g., Cassandras and
Lafortune (2008). The product automaton G, has the following
property. Suppose that a string s € £(Gqyg) leads to (x, q) € Qqug.
Then, it implies that the string generated by the system is Re(s),
which leads to x in G, and the observation of Re(s) is P,(s), which
leads to q in Gops. We call a state (X, q) € Qqug in Ggyg a certain state
if S(q) is a singleton; otherwise, we call it an uncertain state. We
denote by Qcer S Quyg the set of certain states, i.e., Qer = {(X, q) €
Qaug : |5(Q)| = 1}-

A strongly connected component (SCC) in Ggyg is @ maximal set
of states v C Qg such that Vq;,q, € v,3s € S q €
Saug (41, 5). We denote by {v, ..., v} the set of SCCs in Ggye. Then,
we construct a new NFA

T=V,2%, 68, Vo) (6)
where
o V ={vy,..., vy} isthe set of SCCs in Ggyg;

e dr: Vx 3 — 2Vis the nondeterministic transition function
defined by: for any v, v, € V, 0 € X, we have v, € 6r(vy,0)
if
g1 € v1,3q2 € v2 : [G2 € Saug(q1, 0)] A [v1 # v2].

e The set of initial-states Vj is the set of SCCs in G, that contain
a state in Qgug 0, 1.€., Vo = {v € V : v N Quug,0 # 9}.

Moreover, for each SCCv € V, we say that

e v isacertain SCC, if v C Q, and we denote by V., C V the set
of certain SCCs.

e v is an uncertain SCC if, v € Qcr, and we denote by V;;,,c € V
the set of uncertain SCCs. .

e v isaterminal SCC if, Vo € X : §r(v, o)—!, where “—!” means
“is not defined”, and we denote by Vi, C V the set of terminal
SCCs.

Example 3. We still consider PFA §, shown in Fig. 1(b) and func-
tion M defined in Example 2. The robust initial-state estimator Gops
has been shown in Fig. 2. The corresponding G, @obs are shown in
Fig. 3(a) and (b), respectively. Specifically, G is obtained by adding
new transitions labeled with ¢ and d to G in parallel with transi-
tions label with unreliable events c and d, respectively. The prod-
uct NFA Gy is also shown in Fig. 3(c), which has seven SCCs; each
set of states in a dashed rectangular in Fig. 3(c) represents a SCC.
Then, NFA T is just the NFA by considering each dashed rectan-
gular in Fig. 3(c) as a single state. For example, we know that state
(4, q2) € Guyg isnota certain state, since S(q,) = {1, 2}. Therefore,
SCC vz is an uncertain SCC. However, SCCs vg and vy are certain and
both of them are also terminal SCCs. [

Remark 6. Note that NFA T is acyclic, i.e., there is no cycle in T,
since states in the same cycle are merged into the same SCC. We
also note that, if a SCC v € V contains one certain state (respec-
tively, uncertain state), then we know that all states in this SCC are
certain (respectively, uncertain). Namely, V = VrUVypc, and, for
each SCCv € V,v € Qr and v N Qe = @ are equivalent. This
is because that, once we detect the initial-state, we will detect the
initial-state forever. O

Based on NFA T, we are now ready to present the main result to
verify SI-detectability.

Theorem 1. Let § be a PFA and M be a probabilistic projection

function. Let T be the acyclic NFA constructed from Gaug = G X Gops.
Then, § is SI-detectable w.r.t. M, if and only if, Vier N\Vyne = 9, i.e., any
terminal SCC is certain.

The following example illustrates how to use Theorem 1 to
verify Sl-detectability.

Example 4. Let us still consider PFA ¢, shown in Fig. 1(b), where
7o(1) = me(2) = 0.5 and M is defined by M(a) = M(b) = 1 and
M(c) = M(d) = 0.5. The NFA T has been shown in Fig. 3(c). Since
the only two terminal SCCs vg and v7 are certain, by Theorem 1, §,
is Sl-detectable w.r.t. M. O

Remark 7. In Keroglou and Hadjicostis (2015), a Markov-
chain-based approach was proposed for the verification of
A-detectability. Specifically, the approach in Keroglou and Had-
jicostis (2015) evaluates some properties on the set of recurrent
states in a Markov-chain. Moreover, the trellis-based initial-state
estimation is also related to the approach in Shu and Lin (2013b)
that augments the system model by tracking the initial states; both
of them essentially require to record a pair of states. One may
also use similar ideas to verify SI-detectability by constructing a
Markov-chain based on G4, and estimating the initial-states based
on the augmented model. In fact, computing all recurrent statesin a
Markov-chain is equivalent to computing the set of terminal SCCs.
Hence, this alternative approach should be equivalent to our ap-
proach, which verifies SI-detectability directly based on the struc-
tural analysis of Gyg.

Remark 8. Theorem 1 also reveals a structural property of SI-
detectability. In particular, we see that SI-detectability does not
depend on the specific transition probability of § or the specific
value of M. Instead, it only depends on the support of 4, i.e., G, and
the partition on X' induced by M, i.e., which events are reliable,
unreliable or unobservable. In other words, given a threshold A,
without changing the support of ¢ and the partition on X induced
by M, modifying the values of p and M will only affect the value
of the corresponding integer n. However, it will not affect the
existence of such an integer. Namely, the probability of detecting
the initial-state will still converge to one but with a different
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rate of convergence. This structural property is very useful in
practice, since in many cases, we only know that a transition or
an observation is possible, but it may be very hard to obtain the
precise value of p or M.

We conclude this section by discussing the complexity of the
proposed approach for verifying SI-detectability. First, we need to
construct G,ps, which has 2%/l states and | X | 2%/ *IXI transitions
in the worst-case. Constructing Gand 601,5 are linear in the sizes of G
and G,ps, respectively. Therefore, in the worst case, Ggyg = G x ﬁobs
has |X|2%o/*’I states and | X| [X|2¥o*XI transitions. Computing
all SCCs for G,ps is linear in the size of G,ps. Therefore, the overall
complexity is O(| X| |X|2%o!*X) which is exponential in the size
of g. However, we will show later that this exponential complexity
is unavoidable.

5. The complexity of SI-detectability

So far, we have provided an approach for verifying SI-
detectability. However, the complexity of our approach is expo-
nential in the size of §. It was shown in Shu and Lin (2013b)
that, for logical DES, the notion of I-detectability can be checked
in polynomial-time. Unfortunately, we show in this section that
checking SI-detectability is PSPACE-complete, which means that
it is highly unlikely that such a polynomial-time algorithm ex-
ists. Note that, in Keroglou and Hadjicostis (2015), the authors also
show that verifying A-detectability is PSPACE-hard by reducing
the Universality Problem for NFA to the A-detectability verification
problem. However, the universality problem is more related to the
current-state estimation problem rather than the initial-state es-
timation problem. Hereafter, we provide a different approach for
establishing the complexity result.

It is well-known that the Language Equivalence Problem for NFAs
are PSPACE-complete, which is stated as follows.

Theorem 2 (Stockmeyer & Meyer, 1973). Let A and B be two NFAs
with unique initial-states x5 o and xg o, respectively. Deciding whether
or not L(A) = £L(B) is PSPACE-complete.

We will not directly use the language equivalence problem
for NFAs to prove the PSPACE-hardness of the Sl-detectability
verification problem. Instead, we consider a variation of this
problem. Note that, to test whether or not £L(A) = £(B), it suffices
to test whether or not £(A) € £(B) and £(B) C L£(A). First, we
have the following corollary.

Corollary 1. Let A and B be two NFAs with unique initial-states x, o
and xg o, respectively. Deciding whether or not £L(A) < L(B) is
PSPACE-hard.

For any two languages L1, L, € X*, we say that L; and L, are
comparableif L; C L, or L, C L;. Then, we also have the following
result.

Fig. 4. Conceptual illustration of how to construct § from A and B.

Corollary 2. Let A and B be two NFAs with unique initial-states x4 o
and xp o, respectively. Deciding whether or not L(A) and £L(B) are
comparable is PSPACE-hard.

Proof. We reduce the language inclusion problem to the lan-
guage comparison problem. Let A and B be two NFAs, where
L(A), L(B) € X* and x4 and x¢ g are the unique initial-states of
A and B, respectively. We construct a new NFA B’ by adding a self-
loop transition labeled with # at the initial-state x  in B, where
# ¢ X is a new event. Then, we claim that £L(A) € £(B) if and
only if £(A) and .£(B’) are comparable.

(=) By construction, we have that £(B) C J£(B’). Therefore,
L(A) C L(B) implies that £(A) C £(B'), which means that .£(A)
and £(B') are comparable.

(<) Suppose that £(A) and £(B) are comparable, i.e., L(B") C
L(A) or L(A) C L(B).Since #° € L(B) \ L(A), we know that
the only possibility is £(A) < £(B'). This implies that £L(A) C
LBYNXZ*=L(MB). O

Using the above corollary, we are now ready to show that
checking SI-detectability is PSPACE-complete.

Theorem 3. Let § be a PFA and M be a probabilistic projection func-
tion. Deciding whether or not § is SI-detectable w.r.t. M is PSPACE-
complete.

Proof. It is in PSPACE, since we can check the condition in Theo-
rem 1 by constructing Gq,g and T on the fly in a nondeterministic
manner, which only requires polynomial space. Then, by the Sav-
itch’s theorem (Savitch, 1970), we know that it is in PSPACE.

Next, we show that this problem is PSPACE-hard by reducing
the language comparison problem to the SI-detectability verifica-
tion problem. Let A = (Xa, X, 64, X0.4) and B = (Xp, X, 05, X0.8)
be two NFAs with unique initial-states x4 o and x o, respectively.
We assume that A and B are both live. Otherwise, we can add a
self-loop with a new symbol at each state in A and B; this will not
affect the result. We constructa PFA § = (X, X U{#}, 8, Xo, 7o, D),
where # ¢ X is a new event. Its support G = (X, X U {#}, 8, Xp)
is obtained as follows. First, we take the union of A and B, i.e., X =
Xa U Xg, Xo = {Xa,0, Xp,0} and & is consistent with §4 and §p. Then,
we add a transition labeled with # from each state in X4 \ {40}
(respectively, Xp \ {xp0}) to initial-state x4 o (respectively, Xz o). A
conceptual illustration of this construction is shown in Fig. 4. The
initial-state distribution is mo(x40) = mo(X40) = 0.5. We set
the transition probability by uniform distribution at each state, i.e.,
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Vx,x €eX,0 €e ZU{{#}: p(X,0 |x) = m,where Tran(x) =
{(x,0,x) e X x (X U{#}) x X : X € §(x,0)}is the set of tran-
sitions defined at x. The projection function M is defined by Yo €
Y U{#}: M(o) = 1,i.e,all events are reliable. Note that the size of
g is linear in the sizes of A and B. Hereafter, we show that .£(A) and
£L(B) are comparable if and only if 4 is not SI-detectable w.r.t. M.

(=) Suppose that £(A) and £(B) are comparable. We assume
without loss of generality that L£L(A) € £(B). Then, we know that,
forany n € N, we have Zse,e(g, A0): |s\:n(1 —D(s))Pr(s | xa0) = 1.
This is because, for any s € £($, Xa0), there exists s € £($, Xp,0)-
Therefore, by choosing A = my(x4,0) — €, where ¢ is an arbitrarily
small number, we know that § is not SI-detectable w.r.t. M.

(<) By contraposition. Suppose that £(A) and £(B’) are not
comparable,i.e., L(B) ¢ L(A)or L(A) ¢ L(B).Lets € L(A)\L(B)
and t € £L(B) \ £L(A). Clearly, whenever s or w#s occurs, where
w € (X U {#})*, we know immediately that the initial-state is
Xa.0; similarly, whenever t or w#t occurs, where w € (X U {#})*,
we know immediately that the initial-state is xg . Due to the pres-
ence of event #, we can always reset to initial-states infinite of-
ten. Therefore, if the system starts from initial-state x, o, then the
probability that string s or w#s occurs goes to one as the length of
the generated string increases. Similarly, if the system starts from
initial-state xp o, then the probability that string t or w#t occurs
goes to one as the length of the generated string increases. There-
fore, the probability of detecting the initial-state goes to one, i.e., §
is SI-detectable w.r.t. M. O

6. Conclusion

In this paper, we investigated the initial-state detectability
problem in the stochastic setting. Both stochastic dynamic of
the system and probabilistic sensor failures were considered.
The notion of SI-detectability was introduced in order to capture
whether or not the probability of detecting the initial-state con-
verges to one. An algorithm for the verification of SI-detectability
was provided. Finally, we proved that checking SI-detectability is
PSPACE-complete.

Appendix. Proofs not contained in main body

Proof of Proposition 1. First, we claim that

80bs(Q0bs,07 05) = {(Xl, XZ) € ZXXX :

Ax; € Xp, % €X,Is € X st.a € 0(s) Axy € 8(xq,5)). (A1)

We prove this claim by induction on the length of @ € X;.

For x| = 0, i.e, « = €, we know that Eq. (A.1) holds by the
definition of q,ps 0. Let us assume that Eq. (A.1) holds for || = k.
Then, we need to show that Eq. (A.1) still holds for &’ = ao, where
|| = kand o € X,. We have that

aobs(QObs,Oa 05(7) = Sobs(qobs,Os 0‘) o E(G)
={(x1,%) € 2% : Ix; € Xp, %, € X,Is € X*
st.a € O(s) A Xy € 8(x1,5)}
o {(xg,x3) € 2X% . Is € T*s.t.o € O(s) Ax3 € 8(x2,5)}
={(x1,%3) € 2% : Ix; € Xp,x3 € X, Is € X*
s.t.ao € 0(s) Ax3 € 8(xq,9)}.
Therefore, we know that Eq. (A.1) always holds. Then, by the defini-
tion of 7o (x | o), we know that 7y(x | @) > 0iff Pr(e | x) > 0 and
mo(x) > 0. Moreover, Pr(« | x) > 0iff3s € L(§,x) : a € 0(s).
Therefore, {x € Xp : To(x | &) > 0} = {x € Xp : Is € L(§, X) s.t.
o e O(S)} = S(BObS(qObS,()? O{)) U

Proof of Theorem 1. (=) By contraposition. Suppose that there
exists an uncertain terminal SCCin T; say v € V. Let (x,q) € v be
an uncertain state in v and let s € £(Ggq,g) be a string that reaches
(%, ) in Ggug. We define sg = Re(s) and o = P,(s). Then, we know
that x € &(Xo, Sr), Sobs(Gobs.0, @) = qand o € O(sg). We choose
A = Pr(a | sg)p(sg) and we claim that, for any integer n € N,
we have that Pr[s € £(%) : ND A |s| = n] > A.To see this, we
consider the following two cases for n.

Case 1: n < |sg|. Since (x, q) is uncertain, we know that D(«) =
0, which implies that, for any prefix 8 € &, we have D(8) = 0.
Therefore, for any n < |sg|, we can choose t € 35 such that
|t| = n. Then, we know that Pr[s € £(4) : ND A |s| = n] =
Z;ex(g);mzn Zaeo(s)(l — D(a))Pr(a | s)p(s) = Zﬂeapr(ﬁ | t)
p(t) = Pr(a | sp)p(sg) = A

Case 2: n > |w]|. Since (x,q) € Vir N Vyne, we know that
vVt € L(G,x),V8 € 0O(t) : D(B) = 0. Therefore, for any
n > |w|, Then, we know that Pr[s € £(4) : NDA |s| = n] =
Zse,@(g): |s|=n Zan(s)(l —D(Ot))PT(O[ | 5)p(5) > Zthex(g): sgtl=n Pr
(a | sp)Pr(sgt) = Pr(a | sp)p(sg) = A.

(«<=) Suppose s € £L(G) is generated and o € O(s) is observed.
Let x € 6(Xo,S) and g = 8obs(Gobs.0, ). We know that (x,q) €
Qaug- We denote by p(x, q) the probability that the initial-state
can be detected in the future given that the current state is x
and the current estimator state is q. Note that p(x, q) is non-
zero, since Vir N Ve = @ and (x, g) can always reach a certain
state, i.e.,, (3t € L(G,x))3B € O0))[ISBops(q, B))| = 1]. We
denote by tmin(x, q) the shortest t satisfying the above condition
and define npin (X, @) = |tmin(x, ¢)|. Then, we know that, given x
and q, the probability that the initial-state is detected in the next
Nmin (X, q)-steps is non-zero and we denote by pp(x, q) > 0 this
probability. Then, we define npax = MaXyex,geqyy, Mmin (X, q) and
Pmin = MiNyex geq,y Po(X, @). We know that, for any instant, the
probability that the initial-state can be detected in the next ny,x-
steps is greater than or equal to ppn. Therefore, for any k € N, we
have that Pr[s € £(9) : ND A |s| = kimax] < (1 — pmin)®. Then,
for any A > 0, by taking n € N such that n > np«[log ﬁl,
where [k] denotes the smallest integer greater than or equal to
k, we have that Pr[s € £(4) : NDA|s| = n] < A, ie, §is
Sl-detectable w.r.t. M. O
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