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Abstract: We investigate the problem of synthesizing dynamic masks that preserve infinite-step
opacity in the context of discrete-event systems. A system equipped with a dynamic mask, which
acquires information dynamically by turning sensors on/off, is said to be infinite-step opaque
if an outside intruder that can access all information acquired can never infer that the system
was at some secret state for some specific previous instant. Existing works on the dynamic mask
synthesis problem only consider current-state opacity. However, synthesizing dynamic masks for
infinite-step opacity, a notion stronger than current-state opacity, is much more challenging.
The main reason is that delayed information is involved in this problem and whether or not a
current secret will be revealed depends on sensing decisions to be synthesized in the future. In
this paper, a new type of information state is proposed to capture all delayed information in
the infinite-step opacity problem. An effective algorithm is then presented to solve the synthesis
problem. Our result extends existing dynamic mask synthesis techniques from current-state
opacity to infinite-step opacity.
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1. INTRODUCTION

In this paper, we investigate an information-flow property
called opacity in the context of Discrete-Event Systems
(DES) Cassandras and Lafortune [2008]. Opacity is a con-
fidentiality property that captures the plausible deniability
of the system’s “secret behavior”, i.e., the secret of the
system should can never be revealed to a passive observer
(intruder) that is potentially malicious. In the context
of DES, opacity has drawn considerable attention in the
past decade; see, e.g., Badouel et al. [2007], Bryans et al.
[2008], Lin [2011], Saboori and Hadjicostis [2012], Chédor
et al. [2015], Yin and Lafortune [2017], Tong et al. [2017].
The reader is referred to Jacob et al. [2016] for a more
comprehensive literature review.

When the original system is not opaque, one important
problem in opacity is to synthesize an opaque system.
This problem has recently been widely studied in the
literature and several different synthesis mechanisms have
been investigated. For example, in Takai and Oka [2008],
Dubreil et al. [2010], Yin and Lafortune [2015b, 2016b],
the authors investigated how to synthesize a supervisory
controller such that the closed-loop system is opaque. In
Wu and Lafortune [2014], the problem of synthesizing an
insertion function that enforces opacity was studied. In
Falcone and Marchand [2014], runtime mechanism is used
to enforce opacity.

In this paper, we consider the problem of synthesizing
dynamic masks that preserve opacity. Dynamic mask is
an information acquisition mechanism that acquires infor-
mation from the system by dynamically turning on/off the
associated sensors. The dynamic mask synthesis problem
is also referred to as the dynamic sensor activation prob-

lem in the DES literature; see, e.g., Cassez and Tripakis
[2008], Shu et al. [2013], Yin and Lafortune [2015a], Zhang
et al. [2015], Sears and Rudie [2016]. In particular, in
Cassez et al. [2012], the authors investigated the problem
of synthesizing dynamic masks that preserve current-state
opacity, where an algorithm with exponential complexity
was provided. Note that current-state opacity only requires
that the intruder should never know that the system is
currently at a secret state. As a stronger security re-
quirement, infinite-step opacity Saboori and Hadjicostis
[2012] requires that the intruder should never know that
the system was at a secret state for any specific previous
instant.

We tackle the problem of synthesizing dynamic masks for
infinite-step opacity by addressing the above mentioned
key difficulty. Specifically, the main contributions of this
paper are as follows. First, we propose a new type of
information state in order to capture all possible delayed
information in this problem. The proposed information
state is general than the subset-based information state
that is widely used in partially-observed synthesis prob-
lems related to current information. Based on the novel in-
formation state proposed, an effectively algorithm is then
presented to solve the dynamic mask synthesis problem.

2. PRELIMINARY

2.1 System Model

Let Σ be a finite set of events; a string s = σ1 . . . σn, σi ∈ Σ
is a finite sequence of events, where |s| denotes its length.
We denote by Σ∗ the set of all strings over Σ including
the empty string ε. A language L ⊆ Σ∗ is a set of strings;
L = {s∈Σ∗ : ∃t∈Σ∗ s.t. st∈L} denotes its prefix-closure.

14th IFAC Workshop on Discrete Event Systems
May 30 - June 1, 2018. Sorrento Coast, Italy

Copyright © 2018 IFAC 343

Synthesis of Dynamic Masks for
Infinite-Step Opacity

Xiang Yin ∗ Shaoyuan Li ∗

∗ Department of Automation, Shanghai Jiao Tong University,
Shanghai, China. (e-mail: yinxiang@sjtu.edu.cn, syli@sjtu.edu.cn)

Abstract: We investigate the problem of synthesizing dynamic masks that preserve infinite-step
opacity in the context of discrete-event systems. A system equipped with a dynamic mask, which
acquires information dynamically by turning sensors on/off, is said to be infinite-step opaque
if an outside intruder that can access all information acquired can never infer that the system
was at some secret state for some specific previous instant. Existing works on the dynamic mask
synthesis problem only consider current-state opacity. However, synthesizing dynamic masks for
infinite-step opacity, a notion stronger than current-state opacity, is much more challenging.
The main reason is that delayed information is involved in this problem and whether or not a
current secret will be revealed depends on sensing decisions to be synthesized in the future. In
this paper, a new type of information state is proposed to capture all delayed information in
the infinite-step opacity problem. An effective algorithm is then presented to solve the synthesis
problem. Our result extends existing dynamic mask synthesis techniques from current-state
opacity to infinite-step opacity.

Keywords: Discrete Event Systems; Supervisory Control and Automata; Partial Observation.

1. INTRODUCTION

In this paper, we investigate an information-flow property
called opacity in the context of Discrete-Event Systems
(DES) Cassandras and Lafortune [2008]. Opacity is a con-
fidentiality property that captures the plausible deniability
of the system’s “secret behavior”, i.e., the secret of the
system should can never be revealed to a passive observer
(intruder) that is potentially malicious. In the context
of DES, opacity has drawn considerable attention in the
past decade; see, e.g., Badouel et al. [2007], Bryans et al.
[2008], Lin [2011], Saboori and Hadjicostis [2012], Chédor
et al. [2015], Yin and Lafortune [2017], Tong et al. [2017].
The reader is referred to Jacob et al. [2016] for a more
comprehensive literature review.

When the original system is not opaque, one important
problem in opacity is to synthesize an opaque system.
This problem has recently been widely studied in the
literature and several different synthesis mechanisms have
been investigated. For example, in Takai and Oka [2008],
Dubreil et al. [2010], Yin and Lafortune [2015b, 2016b],
the authors investigated how to synthesize a supervisory
controller such that the closed-loop system is opaque. In
Wu and Lafortune [2014], the problem of synthesizing an
insertion function that enforces opacity was studied. In
Falcone and Marchand [2014], runtime mechanism is used
to enforce opacity.

In this paper, we consider the problem of synthesizing
dynamic masks that preserve opacity. Dynamic mask is
an information acquisition mechanism that acquires infor-
mation from the system by dynamically turning on/off the
associated sensors. The dynamic mask synthesis problem
is also referred to as the dynamic sensor activation prob-

lem in the DES literature; see, e.g., Cassez and Tripakis
[2008], Shu et al. [2013], Yin and Lafortune [2015a], Zhang
et al. [2015], Sears and Rudie [2016]. In particular, in
Cassez et al. [2012], the authors investigated the problem
of synthesizing dynamic masks that preserve current-state
opacity, where an algorithm with exponential complexity
was provided. Note that current-state opacity only requires
that the intruder should never know that the system is
currently at a secret state. As a stronger security re-
quirement, infinite-step opacity Saboori and Hadjicostis
[2012] requires that the intruder should never know that
the system was at a secret state for any specific previous
instant.

We tackle the problem of synthesizing dynamic masks for
infinite-step opacity by addressing the above mentioned
key difficulty. Specifically, the main contributions of this
paper are as follows. First, we propose a new type of
information state in order to capture all possible delayed
information in this problem. The proposed information
state is general than the subset-based information state
that is widely used in partially-observed synthesis prob-
lems related to current information. Based on the novel in-
formation state proposed, an effectively algorithm is then
presented to solve the dynamic mask synthesis problem.

2. PRELIMINARY

2.1 System Model

Let Σ be a finite set of events; a string s = σ1 . . . σn, σi ∈ Σ
is a finite sequence of events, where |s| denotes its length.
We denote by Σ∗ the set of all strings over Σ including
the empty string ε. A language L ⊆ Σ∗ is a set of strings;
L = {s∈Σ∗ : ∃t∈Σ∗ s.t. st∈L} denotes its prefix-closure.

14th IFAC Workshop on Discrete Event Systems
May 30 - June 1, 2018. Sorrento Coast, Italy

Copyright © 2018 IFAC 343

Synthesis of Dynamic Masks for
Infinite-Step Opacity

Xiang Yin ∗ Shaoyuan Li ∗

∗ Department of Automation, Shanghai Jiao Tong University,
Shanghai, China. (e-mail: yinxiang@sjtu.edu.cn, syli@sjtu.edu.cn)

Abstract: We investigate the problem of synthesizing dynamic masks that preserve infinite-step
opacity in the context of discrete-event systems. A system equipped with a dynamic mask, which
acquires information dynamically by turning sensors on/off, is said to be infinite-step opaque
if an outside intruder that can access all information acquired can never infer that the system
was at some secret state for some specific previous instant. Existing works on the dynamic mask
synthesis problem only consider current-state opacity. However, synthesizing dynamic masks for
infinite-step opacity, a notion stronger than current-state opacity, is much more challenging.
The main reason is that delayed information is involved in this problem and whether or not a
current secret will be revealed depends on sensing decisions to be synthesized in the future. In
this paper, a new type of information state is proposed to capture all delayed information in
the infinite-step opacity problem. An effective algorithm is then presented to solve the synthesis
problem. Our result extends existing dynamic mask synthesis techniques from current-state
opacity to infinite-step opacity.

Keywords: Discrete Event Systems; Supervisory Control and Automata; Partial Observation.

1. INTRODUCTION

In this paper, we investigate an information-flow property
called opacity in the context of Discrete-Event Systems
(DES) Cassandras and Lafortune [2008]. Opacity is a con-
fidentiality property that captures the plausible deniability
of the system’s “secret behavior”, i.e., the secret of the
system should can never be revealed to a passive observer
(intruder) that is potentially malicious. In the context
of DES, opacity has drawn considerable attention in the
past decade; see, e.g., Badouel et al. [2007], Bryans et al.
[2008], Lin [2011], Saboori and Hadjicostis [2012], Chédor
et al. [2015], Yin and Lafortune [2017], Tong et al. [2017].
The reader is referred to Jacob et al. [2016] for a more
comprehensive literature review.

When the original system is not opaque, one important
problem in opacity is to synthesize an opaque system.
This problem has recently been widely studied in the
literature and several different synthesis mechanisms have
been investigated. For example, in Takai and Oka [2008],
Dubreil et al. [2010], Yin and Lafortune [2015b, 2016b],
the authors investigated how to synthesize a supervisory
controller such that the closed-loop system is opaque. In
Wu and Lafortune [2014], the problem of synthesizing an
insertion function that enforces opacity was studied. In
Falcone and Marchand [2014], runtime mechanism is used
to enforce opacity.

In this paper, we consider the problem of synthesizing
dynamic masks that preserve opacity. Dynamic mask is
an information acquisition mechanism that acquires infor-
mation from the system by dynamically turning on/off the
associated sensors. The dynamic mask synthesis problem
is also referred to as the dynamic sensor activation prob-

lem in the DES literature; see, e.g., Cassez and Tripakis
[2008], Shu et al. [2013], Yin and Lafortune [2015a], Zhang
et al. [2015], Sears and Rudie [2016]. In particular, in
Cassez et al. [2012], the authors investigated the problem
of synthesizing dynamic masks that preserve current-state
opacity, where an algorithm with exponential complexity
was provided. Note that current-state opacity only requires
that the intruder should never know that the system is
currently at a secret state. As a stronger security re-
quirement, infinite-step opacity Saboori and Hadjicostis
[2012] requires that the intruder should never know that
the system was at a secret state for any specific previous
instant.

We tackle the problem of synthesizing dynamic masks for
infinite-step opacity by addressing the above mentioned
key difficulty. Specifically, the main contributions of this
paper are as follows. First, we propose a new type of
information state in order to capture all possible delayed
information in this problem. The proposed information
state is general than the subset-based information state
that is widely used in partially-observed synthesis prob-
lems related to current information. Based on the novel in-
formation state proposed, an effectively algorithm is then
presented to solve the dynamic mask synthesis problem.

2. PRELIMINARY

2.1 System Model

Let Σ be a finite set of events; a string s = σ1 . . . σn, σi ∈ Σ
is a finite sequence of events, where |s| denotes its length.
We denote by Σ∗ the set of all strings over Σ including
the empty string ε. A language L ⊆ Σ∗ is a set of strings;
L = {s∈Σ∗ : ∃t∈Σ∗ s.t. st∈L} denotes its prefix-closure.

14th IFAC Workshop on Discrete Event Systems
May 30 - June 1, 2018. Sorrento Coast, Italy

Copyright © 2018 IFAC 343

Synthesis of Dynamic Masks for
Infinite-Step Opacity

Xiang Yin ∗ Shaoyuan Li ∗

∗ Department of Automation, Shanghai Jiao Tong University,
Shanghai, China. (e-mail: yinxiang@sjtu.edu.cn, syli@sjtu.edu.cn)

Abstract: We investigate the problem of synthesizing dynamic masks that preserve infinite-step
opacity in the context of discrete-event systems. A system equipped with a dynamic mask, which
acquires information dynamically by turning sensors on/off, is said to be infinite-step opaque
if an outside intruder that can access all information acquired can never infer that the system
was at some secret state for some specific previous instant. Existing works on the dynamic mask
synthesis problem only consider current-state opacity. However, synthesizing dynamic masks for
infinite-step opacity, a notion stronger than current-state opacity, is much more challenging.
The main reason is that delayed information is involved in this problem and whether or not a
current secret will be revealed depends on sensing decisions to be synthesized in the future. In
this paper, a new type of information state is proposed to capture all delayed information in
the infinite-step opacity problem. An effective algorithm is then presented to solve the synthesis
problem. Our result extends existing dynamic mask synthesis techniques from current-state
opacity to infinite-step opacity.

Keywords: Discrete Event Systems; Supervisory Control and Automata; Partial Observation.

1. INTRODUCTION

In this paper, we investigate an information-flow property
called opacity in the context of Discrete-Event Systems
(DES) Cassandras and Lafortune [2008]. Opacity is a con-
fidentiality property that captures the plausible deniability
of the system’s “secret behavior”, i.e., the secret of the
system should can never be revealed to a passive observer
(intruder) that is potentially malicious. In the context
of DES, opacity has drawn considerable attention in the
past decade; see, e.g., Badouel et al. [2007], Bryans et al.
[2008], Lin [2011], Saboori and Hadjicostis [2012], Chédor
et al. [2015], Yin and Lafortune [2017], Tong et al. [2017].
The reader is referred to Jacob et al. [2016] for a more
comprehensive literature review.

When the original system is not opaque, one important
problem in opacity is to synthesize an opaque system.
This problem has recently been widely studied in the
literature and several different synthesis mechanisms have
been investigated. For example, in Takai and Oka [2008],
Dubreil et al. [2010], Yin and Lafortune [2015b, 2016b],
the authors investigated how to synthesize a supervisory
controller such that the closed-loop system is opaque. In
Wu and Lafortune [2014], the problem of synthesizing an
insertion function that enforces opacity was studied. In
Falcone and Marchand [2014], runtime mechanism is used
to enforce opacity.

In this paper, we consider the problem of synthesizing
dynamic masks that preserve opacity. Dynamic mask is
an information acquisition mechanism that acquires infor-
mation from the system by dynamically turning on/off the
associated sensors. The dynamic mask synthesis problem
is also referred to as the dynamic sensor activation prob-

lem in the DES literature; see, e.g., Cassez and Tripakis
[2008], Shu et al. [2013], Yin and Lafortune [2015a], Zhang
et al. [2015], Sears and Rudie [2016]. In particular, in
Cassez et al. [2012], the authors investigated the problem
of synthesizing dynamic masks that preserve current-state
opacity, where an algorithm with exponential complexity
was provided. Note that current-state opacity only requires
that the intruder should never know that the system is
currently at a secret state. As a stronger security re-
quirement, infinite-step opacity Saboori and Hadjicostis
[2012] requires that the intruder should never know that
the system was at a secret state for any specific previous
instant.

We tackle the problem of synthesizing dynamic masks for
infinite-step opacity by addressing the above mentioned
key difficulty. Specifically, the main contributions of this
paper are as follows. First, we propose a new type of
information state in order to capture all possible delayed
information in this problem. The proposed information
state is general than the subset-based information state
that is widely used in partially-observed synthesis prob-
lems related to current information. Based on the novel in-
formation state proposed, an effectively algorithm is then
presented to solve the dynamic mask synthesis problem.

2. PRELIMINARY

2.1 System Model

Let Σ be a finite set of events; a string s = σ1 . . . σn, σi ∈ Σ
is a finite sequence of events, where |s| denotes its length.
We denote by Σ∗ the set of all strings over Σ including
the empty string ε. A language L ⊆ Σ∗ is a set of strings;
L = {s∈Σ∗ : ∃t∈Σ∗ s.t. st∈L} denotes its prefix-closure.

14th IFAC Workshop on Discrete Event Systems
May 30 - June 1, 2018. Sorrento Coast, Italy

Copyright © 2018 IFAC 343

Synthesis of Dynamic Masks for
Infinite-Step Opacity

Xiang Yin ∗ Shaoyuan Li ∗

∗ Department of Automation, Shanghai Jiao Tong University,
Shanghai, China. (e-mail: yinxiang@sjtu.edu.cn, syli@sjtu.edu.cn)

Abstract: We investigate the problem of synthesizing dynamic masks that preserve infinite-step
opacity in the context of discrete-event systems. A system equipped with a dynamic mask, which
acquires information dynamically by turning sensors on/off, is said to be infinite-step opaque
if an outside intruder that can access all information acquired can never infer that the system
was at some secret state for some specific previous instant. Existing works on the dynamic mask
synthesis problem only consider current-state opacity. However, synthesizing dynamic masks for
infinite-step opacity, a notion stronger than current-state opacity, is much more challenging.
The main reason is that delayed information is involved in this problem and whether or not a
current secret will be revealed depends on sensing decisions to be synthesized in the future. In
this paper, a new type of information state is proposed to capture all delayed information in
the infinite-step opacity problem. An effective algorithm is then presented to solve the synthesis
problem. Our result extends existing dynamic mask synthesis techniques from current-state
opacity to infinite-step opacity.

Keywords: Discrete Event Systems; Supervisory Control and Automata; Partial Observation.

1. INTRODUCTION

In this paper, we investigate an information-flow property
called opacity in the context of Discrete-Event Systems
(DES) Cassandras and Lafortune [2008]. Opacity is a con-
fidentiality property that captures the plausible deniability
of the system’s “secret behavior”, i.e., the secret of the
system should can never be revealed to a passive observer
(intruder) that is potentially malicious. In the context
of DES, opacity has drawn considerable attention in the
past decade; see, e.g., Badouel et al. [2007], Bryans et al.
[2008], Lin [2011], Saboori and Hadjicostis [2012], Chédor
et al. [2015], Yin and Lafortune [2017], Tong et al. [2017].
The reader is referred to Jacob et al. [2016] for a more
comprehensive literature review.

When the original system is not opaque, one important
problem in opacity is to synthesize an opaque system.
This problem has recently been widely studied in the
literature and several different synthesis mechanisms have
been investigated. For example, in Takai and Oka [2008],
Dubreil et al. [2010], Yin and Lafortune [2015b, 2016b],
the authors investigated how to synthesize a supervisory
controller such that the closed-loop system is opaque. In
Wu and Lafortune [2014], the problem of synthesizing an
insertion function that enforces opacity was studied. In
Falcone and Marchand [2014], runtime mechanism is used
to enforce opacity.

In this paper, we consider the problem of synthesizing
dynamic masks that preserve opacity. Dynamic mask is
an information acquisition mechanism that acquires infor-
mation from the system by dynamically turning on/off the
associated sensors. The dynamic mask synthesis problem
is also referred to as the dynamic sensor activation prob-

lem in the DES literature; see, e.g., Cassez and Tripakis
[2008], Shu et al. [2013], Yin and Lafortune [2015a], Zhang
et al. [2015], Sears and Rudie [2016]. In particular, in
Cassez et al. [2012], the authors investigated the problem
of synthesizing dynamic masks that preserve current-state
opacity, where an algorithm with exponential complexity
was provided. Note that current-state opacity only requires
that the intruder should never know that the system is
currently at a secret state. As a stronger security re-
quirement, infinite-step opacity Saboori and Hadjicostis
[2012] requires that the intruder should never know that
the system was at a secret state for any specific previous
instant.

We tackle the problem of synthesizing dynamic masks for
infinite-step opacity by addressing the above mentioned
key difficulty. Specifically, the main contributions of this
paper are as follows. First, we propose a new type of
information state in order to capture all possible delayed
information in this problem. The proposed information
state is general than the subset-based information state
that is widely used in partially-observed synthesis prob-
lems related to current information. Based on the novel in-
formation state proposed, an effectively algorithm is then
presented to solve the dynamic mask synthesis problem.

2. PRELIMINARY

2.1 System Model

Let Σ be a finite set of events; a string s = σ1 . . . σn, σi ∈ Σ
is a finite sequence of events, where |s| denotes its length.
We denote by Σ∗ the set of all strings over Σ including
the empty string ε. A language L ⊆ Σ∗ is a set of strings;
L = {s∈Σ∗ : ∃t∈Σ∗ s.t. st∈L} denotes its prefix-closure.

14th IFAC Workshop on Discrete Event Systems
May 30 - June 1, 2018. Sorrento Coast, Italy

Copyright © 2018 IFAC 343

Synthesis of Dynamic Masks for
Infinite-Step Opacity

Xiang Yin ∗ Shaoyuan Li ∗

∗ Department of Automation, Shanghai Jiao Tong University,
Shanghai, China. (e-mail: yinxiang@sjtu.edu.cn, syli@sjtu.edu.cn)

Abstract: We investigate the problem of synthesizing dynamic masks that preserve infinite-step
opacity in the context of discrete-event systems. A system equipped with a dynamic mask, which
acquires information dynamically by turning sensors on/off, is said to be infinite-step opaque
if an outside intruder that can access all information acquired can never infer that the system
was at some secret state for some specific previous instant. Existing works on the dynamic mask
synthesis problem only consider current-state opacity. However, synthesizing dynamic masks for
infinite-step opacity, a notion stronger than current-state opacity, is much more challenging.
The main reason is that delayed information is involved in this problem and whether or not a
current secret will be revealed depends on sensing decisions to be synthesized in the future. In
this paper, a new type of information state is proposed to capture all delayed information in
the infinite-step opacity problem. An effective algorithm is then presented to solve the synthesis
problem. Our result extends existing dynamic mask synthesis techniques from current-state
opacity to infinite-step opacity.

Keywords: Discrete Event Systems; Supervisory Control and Automata; Partial Observation.

1. INTRODUCTION

In this paper, we investigate an information-flow property
called opacity in the context of Discrete-Event Systems
(DES) Cassandras and Lafortune [2008]. Opacity is a con-
fidentiality property that captures the plausible deniability
of the system’s “secret behavior”, i.e., the secret of the
system should can never be revealed to a passive observer
(intruder) that is potentially malicious. In the context
of DES, opacity has drawn considerable attention in the
past decade; see, e.g., Badouel et al. [2007], Bryans et al.
[2008], Lin [2011], Saboori and Hadjicostis [2012], Chédor
et al. [2015], Yin and Lafortune [2017], Tong et al. [2017].
The reader is referred to Jacob et al. [2016] for a more
comprehensive literature review.

When the original system is not opaque, one important
problem in opacity is to synthesize an opaque system.
This problem has recently been widely studied in the
literature and several different synthesis mechanisms have
been investigated. For example, in Takai and Oka [2008],
Dubreil et al. [2010], Yin and Lafortune [2015b, 2016b],
the authors investigated how to synthesize a supervisory
controller such that the closed-loop system is opaque. In
Wu and Lafortune [2014], the problem of synthesizing an
insertion function that enforces opacity was studied. In
Falcone and Marchand [2014], runtime mechanism is used
to enforce opacity.

In this paper, we consider the problem of synthesizing
dynamic masks that preserve opacity. Dynamic mask is
an information acquisition mechanism that acquires infor-
mation from the system by dynamically turning on/off the
associated sensors. The dynamic mask synthesis problem
is also referred to as the dynamic sensor activation prob-

lem in the DES literature; see, e.g., Cassez and Tripakis
[2008], Shu et al. [2013], Yin and Lafortune [2015a], Zhang
et al. [2015], Sears and Rudie [2016]. In particular, in
Cassez et al. [2012], the authors investigated the problem
of synthesizing dynamic masks that preserve current-state
opacity, where an algorithm with exponential complexity
was provided. Note that current-state opacity only requires
that the intruder should never know that the system is
currently at a secret state. As a stronger security re-
quirement, infinite-step opacity Saboori and Hadjicostis
[2012] requires that the intruder should never know that
the system was at a secret state for any specific previous
instant.

We tackle the problem of synthesizing dynamic masks for
infinite-step opacity by addressing the above mentioned
key difficulty. Specifically, the main contributions of this
paper are as follows. First, we propose a new type of
information state in order to capture all possible delayed
information in this problem. The proposed information
state is general than the subset-based information state
that is widely used in partially-observed synthesis prob-
lems related to current information. Based on the novel in-
formation state proposed, an effectively algorithm is then
presented to solve the dynamic mask synthesis problem.

2. PRELIMINARY

2.1 System Model

Let Σ be a finite set of events; a string s = σ1 . . . σn, σi ∈ Σ
is a finite sequence of events, where |s| denotes its length.
We denote by Σ∗ the set of all strings over Σ including
the empty string ε. A language L ⊆ Σ∗ is a set of strings;
L = {s∈Σ∗ : ∃t∈Σ∗ s.t. st∈L} denotes its prefix-closure.

14th IFAC Workshop on Discrete Event Systems
May 30 - June 1, 2018. Sorrento Coast, Italy

Copyright © 2018 IFAC 343



344 Xiang Yin  et al. / IFAC PapersOnLine 51-7 (2018) 343–348

A DES is modeled as a finite-state automaton (FSA)
G = (X,Σ, δ,X0), where X is the set of states, Σ is the
set of events, δ : X×Σ → X is the transition function and
X0 ⊆ X is the set of initial states. Transition function δ is
also extended to X×Σ∗ in the usual manner. For any state
x ∈ X, we denote by L(G, x) = {s ∈ Σ∗ : δ(x, s)!} the set
of all strings defined from x, where “!” means “is defined”.
We denote by L(G) = ∪x0∈X0

L(G, x0) the language
generated by G. We denote by Acc(G) the accessible
part of G; see, e.g., Cassandras and Lafortune [2008].
Let G1 = (X1,Σ, δ1, X0,1) and G2 = (X2,Σ, δ2, X0,2) be
two FSAs. We say that G1 is a sub-automaton of G2,
denoted by G1 � G2, if X1 ⊆ X2, X0,1 ⊆ X0,2 and
∀x0 ∈ X0,1, ∀s ∈ L(G1, x0) : δ2(x0, s) = δ1(x0, s).

In general, not all behaviors generated by G can be
perfectly observed. In this paper, we consider a general
dynamic observation mechanism. Specifically, we assume
that the event set is partitioned as Σ = Σo∪̇Σuo∪̇Σs, where

• Σo is the set of events whose occurrences can always
be observed; and

• Σuo is the set of events whose occurrences never be
observed; and

• Σs is the set of events whose occurrences can poten-
tially be observed. Whether or not the occurrence of
an event in Σs can be observed depends on whether or
not it is monitored, e.g., by turning on its associated
sensor.

A sensing decision θ, where Σo ⊆ θ ⊆ Σo ∪ Σs, is a set
of events that determines which events are monitored. We
denote by O := {θ ∈ 2Σ : Σo ⊆ θ ⊆ Σo ∪ Σs} the set of
sensing decisions.

The observation of the system is then controlled by a
dynamic mask Ω = (R,Θ), where R = (AR,Σ, δR, {a0,R})
is a deterministic automaton such that L(R) = Σ∗ and
Θ : AR → O is a mapping that determines the sensing
decision of each state. Furthermore, we require that

(∀a, a′∈AR, σ∈Σ:δR(a, σ)=a′)[a �=a′⇒σ∈Θ(a)]

This condition essentially says that the sensing decision
can be updated (by updating the state of R) only when
a monitored event occurs. In other words, events that are
not monitored are defined as self-loops in R. Then for any
s ∈ L(G), Θ(δR(a0, s)) is the set of currently observable
(monitored) events; for the sake of simplicity, we also write
Θ(δR(a0, s)) by Ω(s). The projection induced by dynamic
mask Ω = (R,Θ) is a mapping PΩ : L(G) → (Σo ∪ Σs)

∗

defined recursively by: ∀s ∈ Σ∗, σ ∈ Σ

PΩ(ε) = ε, PΩ(sσ) =

{
PΩ(s)σ if σ ∈ Ω(s)
PΩ(s) if σ �∈ Ω(s)

For any L ⊆ Σ∗, we define PΩ(L) = {PΩ(s) : s∈L}. Note
that, for any s ∈ L(G), we have Ω(s) = Ω(PΩ(s)) since its
string PΩ(s) that triggers state changes in Ω. Therefore,
Ω(α) also represents the current sensing decision upon the
occurrence of any string s such that PΩ(s) = α.

Let Ω = (R,Θ) and Ω′ = (R′,Θ′) be two dynamic masks.
We write that Ω′ ≤ Ω if ∀s ∈ L(G) : Ω′(s) ⊆ Ω(s) and
write that Ω′ < Ω if Ω′ ≤Ω and ∃s∈L(G) : Ω′(s) �=Ω(s).
Therefore, Ω′ < Ω implies that Ω acquires strictly more
information than Ω′.
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(b) Ω = (R,Ω)

Fig. 1. For G, we have Σo = {a},Σuo = {u},Σs = {e}.
The observation mapping Ω : AR → O is specified by
each sensing decision associated with each state in R.

2.2 Infinite-Step Opacity

Let Ω be a dynamic mask and αβ ∈ PΩ(L(G)) be an
observable string. We define

X̂Ω(α | αβ) :=

{
x ∈ X :

∃x0 ∈ X0, ∃st ∈ L(G, x0)
s.t. x = δ(x0, s)∧

PΩ(s)=α ∧ PΩ(st)=αβ

}

Intuitively, X̂Ω(α | αβ) is the delayed state estimate that
captures the set of all possible states the system could
be in at the instant when α is observed given the entire
observation αβ, where β is a future information for the
instant of α. We define X̂Ω(α) := X̂Ω(α | α) as the current
state estimate upon the occurrence of α ∈ PΩ(L(G)).

The information acquired by the dynamic mask is usually
transmitted to other modules for different purposes, e.g.,
for the purpose of supervisory control or for the purpose
of fault diagnosis. However, the transmission channel be-
tween the dynamic mask and the utility module may be
unreliable and could be “listened” by a passive intruder
that is potentially malicious. In the context of opacity, we
assume that the system has a “secret” which is modeled
as a set of secret states XS ⊂ X. We want that the
secret should never be revealed to the intruder that can
access the information acquired by the dynamic mask. In
particular, infinite-step opacity requires that the intruder
should never know that the system was at a secret state for
some specific instant, which is formally defined as follows.

Definition 2.1. System G is said to be infinite-step opaque
w.r.t. XS and Ω if ∀αβ ∈ PΩ(L(G)) : X̂Ω(α | αβ) �⊆ XS .

Example 1. Let us consider system G shown in Figure 1(a)
with Σo = {a},Σuo = {u} and Σs = {e}. Let us consider
dynamic mask Ω shown in Figure 1(b). Assume that state
5 is the unique secret state, i.e., XS = {5}. Then G is
not infinite-step opaque w.r.t. Ω and XS . To see this, we
consider string eaae ∈ L(G) with PΩ(eaae) = aae. Note
that the first occurrence of event e is not observable since
the sensing decision at state 1 in R is {a}, while the second
occurrence of e is observable since the dynamic mask is
then at state 2. Then we know that X̂G(a | aae) = {5} ⊆
XS , i.e., the system is not infinite-step opaque. Intuitively,
this says that when string aae is observed, we know for sure
that the system was at a secret two steps ago.

Given a system G, algorithms have been proposed in
Saboori and Hadjicostis [2012], Yin and Lafortune [2017]
for the verification of infinite-step opaque for the case of
static observation; the algorithms can be easily modified
for the case of dynamic observation when Ω is given. In
this paper, we consider the synthesis problem, i.e. we
want to synthesize a dynamic mask that controls the
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information acquisition process such that the entire system
is infinite-step opaque. We also want that the dynamic
mask monitors as many events as possible when the
opacity constraint is satisfied. To this end, we formulate
the optimal dynamic mask synthesis problem that we solve
in this paper.

Problem 1. Given system G and a set of secret states
XS ⊂ X, synthesize a dynamic mask Ω such that

(i) G is infinite-step opaque w.r.t. XS and Ω; and
(ii) For any Ω′ satisfying (i), we have Ω �< Ω′.

Finally, we introduce several operators that will be used
in the paper. Let q ∈ 2X be a set of states, θ ∈ O be a
sensing decision and σ ∈ Σo ∪ Σs be an event. We define:

URθ(q) = {x∈X : ∃x′∈q, ∃w∈(Σ \ θ)∗ s.t. x=δ(x′, w)}
NXσ(q) = {x∈X : ∃x′∈q s.t. x=δ(x′, σ)}
Similarly, let ρ ∈ 2X×X be a set of state pairs, θ ∈ O be a
sensing decision and σ ∈ Σo ∪ Σs be an event. We define:

ŨRθ(ρ)=

{
(x1, x3)∈X×X :

∃(x1, x2)∈ρ, w∈(Σ \ θ)∗
s.t. x3=δ(x2, w)

}

ÑXσ(ρ)={(x1, x3)∈X×X :∃(x1, x2)∈ρ, x3=δ(x2, σ)}
Still, let q ∈ 2X be a set of states. We define:

�θ(q) =

{
(x, x′) ∈ X ×X :

∃x ∈ q, ∃w ∈ (Σ \ θ)∗
s.t. δ(x,w) = x′

}

3. INFORMATION STATE FOR INFINITE-STEP
OPACITY

In this section, we discuss how to select suitable infor-
mation state for infinite-step opacity and describe the
information evolution of a dynamic mask.

3.1 Choice of Information State

Given a dynamic mask Ω = (R,Θ), it works as follows.
Initially, it provides an initial sensing decision Ω(ε). Then,
only some feasible and monitored event σ ∈ Ω(ε) can be
observed. Upon the occurrence of σ, the transition function
of R is triggered and it changes its sensing decision to
Ω(σ) and waits for the occurrence of the next monitored
event, and so forth. Let α = σ1σ2 . . . σn ∈ PΩ(L(G)) be
an observable string. Then the information available upon
the occurrence of α is an alternating sequence, called a
run, defined by

RΩ(α) := Ω(ε)σ1Ω(σ1)σ2 . . . σnΩ(σ1 . . . σn) (1)

Although a run contains the complete information avail-
able, it requires infinite memory when the length of the
observed string goes to infinite. In order to efficiently solve
the synthesis problem, we need more compact way to sum-
marize the information available; this is usually referred
to as information state in the systems theory. Roughly
speaking, information states are (mostly finite) sufficient
statistics that contain all useful (potentially infinite) in-
formation. The choice of information states is problem
dependent. For example, in many synthesis problems for
partially-observed DES, 2X is a suitable set of information
states when only current-state-type properties are consid-
ered; see, e.g., the supervisory control problem Yin and
Lafortune [2016b,a] and the sensor activation problems for

current-state opacity Cassez et al. [2012]. However, 2X is
not sufficient for our purpose, since infinite-step opacity
not only requires that the secret is not revealed currently,
but also requires that the secret will not be revealed at
any instant in the future.

In this paper, we propose to use

I := 2X × 22
X×X

×O
as the set of information states. That is, each information
state ı ∈ I is in the form of ı = (C(ı), D(ı), O(ı)).
Intuitively, the first component C(ı) ∈ 2X is a set of states
representing the current state estimate of the system, and

the second component D(ı) ∈ 22
X×X

is a set of state-pair-
sets representing all possible delayed state estimates for
all previous instants, and the third component O(ı) ∈
O is a sensing decision representing the set of events
being monitored currently. More specifically, each element
ρ ∈ D(ı) is a set of state pairs in the form of ρ =
{(x1, x

′
1), . . . , (x|ρ|, x

′
|ρ|)} ∈ 2X×X , where xi represents a

state the system could be in at some previous instant and
x′
i represents a state the system could be in currently from

xi; and set D(ı) contains all possible such ρ for all previous
instants. It worth noting that, although the number of
previous instants is infinite in general, D(ı) is always finite
since there are only finite state-configurations.

3.2 Information State Evolution

Next, we describe how information states evolve. Now,
suppose that we are at information-state

ı = (C(ı), D(ı), O(ı)) ∈ 2X × 22
X×X

×O
and suppose that a monitored event σ ∈ O(ı) is observed
and a new sensing decision θ ∈ O is made immediately
after the occurrence of σ. Then we moved to a new
information state ı′ = (C(ı′), D(ı′), O(ı′)) which is defined
by




C(ı′) = URθ(NXσ(C(ı)))

D(ı′) = {ŨRθ(ÑXσ(ρ))∈2X×X : ρ ∈ D(ı)}
∪{�θ(C(ı′))}

O(ı′) = θ

(2)

Equation (2) is the key of this paper and it is also referred
to as the information state updating rule and we denote

by ı
(σ,θ)−−−→ ı′ if ı, ı′ and (σ, θ) satisfy this rule. Intuitively,

C(ı′) is the updated current state estimate upon the
observation of σ and the issue of new sensing decision
θ. In D(ı′), the first part essentially updates the delayed
state estimates for all previous instants and the second
part adds the current state estimate which will become
delayed state estimate for future instants. Finally, O(ı′)
simply remembers the latest sensing decision θ.

Now, let Ω be a dynamic mask and α = σ1 . . . σn ∈
PΩ(L(G)) be an observable string. Then run RΩ(α) in-
duces the following information states evolution

ı0
(σ1,Ω(σ1))−−−−−−−→ ı1

(σ1,Ω(σ1σ2))−−−−−−−−→ · · · (σn,Ω(σ1...σn))−−−−−−−−−−→ ın

where ı0 = (URΩ(ε)(X0), {�Ω(ε)(URΩ(ε)(X0))},Ω(ε)). We
denote by IΩ(α) the information state reached by the run
of α, i.e., IΩ(α) = ın.
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information acquisition process such that the entire system
is infinite-step opaque. We also want that the dynamic
mask monitors as many events as possible when the
opacity constraint is satisfied. To this end, we formulate
the optimal dynamic mask synthesis problem that we solve
in this paper.

Problem 1. Given system G and a set of secret states
XS ⊂ X, synthesize a dynamic mask Ω such that

(i) G is infinite-step opaque w.r.t. XS and Ω; and
(ii) For any Ω′ satisfying (i), we have Ω �< Ω′.

Finally, we introduce several operators that will be used
in the paper. Let q ∈ 2X be a set of states, θ ∈ O be a
sensing decision and σ ∈ Σo ∪ Σs be an event. We define:

URθ(q) = {x∈X : ∃x′∈q, ∃w∈(Σ \ θ)∗ s.t. x=δ(x′, w)}
NXσ(q) = {x∈X : ∃x′∈q s.t. x=δ(x′, σ)}
Similarly, let ρ ∈ 2X×X be a set of state pairs, θ ∈ O be a
sensing decision and σ ∈ Σo ∪ Σs be an event. We define:

ŨRθ(ρ)=

{
(x1, x3)∈X×X :

∃(x1, x2)∈ρ, w∈(Σ \ θ)∗
s.t. x3=δ(x2, w)

}

ÑXσ(ρ)={(x1, x3)∈X×X :∃(x1, x2)∈ρ, x3=δ(x2, σ)}
Still, let q ∈ 2X be a set of states. We define:

�θ(q) =

{
(x, x′) ∈ X ×X :

∃x ∈ q, ∃w ∈ (Σ \ θ)∗
s.t. δ(x,w) = x′

}

3. INFORMATION STATE FOR INFINITE-STEP
OPACITY

In this section, we discuss how to select suitable infor-
mation state for infinite-step opacity and describe the
information evolution of a dynamic mask.

3.1 Choice of Information State

Given a dynamic mask Ω = (R,Θ), it works as follows.
Initially, it provides an initial sensing decision Ω(ε). Then,
only some feasible and monitored event σ ∈ Ω(ε) can be
observed. Upon the occurrence of σ, the transition function
of R is triggered and it changes its sensing decision to
Ω(σ) and waits for the occurrence of the next monitored
event, and so forth. Let α = σ1σ2 . . . σn ∈ PΩ(L(G)) be
an observable string. Then the information available upon
the occurrence of α is an alternating sequence, called a
run, defined by

RΩ(α) := Ω(ε)σ1Ω(σ1)σ2 . . . σnΩ(σ1 . . . σn) (1)

Although a run contains the complete information avail-
able, it requires infinite memory when the length of the
observed string goes to infinite. In order to efficiently solve
the synthesis problem, we need more compact way to sum-
marize the information available; this is usually referred
to as information state in the systems theory. Roughly
speaking, information states are (mostly finite) sufficient
statistics that contain all useful (potentially infinite) in-
formation. The choice of information states is problem
dependent. For example, in many synthesis problems for
partially-observed DES, 2X is a suitable set of information
states when only current-state-type properties are consid-
ered; see, e.g., the supervisory control problem Yin and
Lafortune [2016b,a] and the sensor activation problems for

current-state opacity Cassez et al. [2012]. However, 2X is
not sufficient for our purpose, since infinite-step opacity
not only requires that the secret is not revealed currently,
but also requires that the secret will not be revealed at
any instant in the future.

In this paper, we propose to use

I := 2X × 22
X×X

×O
as the set of information states. That is, each information
state ı ∈ I is in the form of ı = (C(ı), D(ı), O(ı)).
Intuitively, the first component C(ı) ∈ 2X is a set of states
representing the current state estimate of the system, and

the second component D(ı) ∈ 22
X×X

is a set of state-pair-
sets representing all possible delayed state estimates for
all previous instants, and the third component O(ı) ∈
O is a sensing decision representing the set of events
being monitored currently. More specifically, each element
ρ ∈ D(ı) is a set of state pairs in the form of ρ =
{(x1, x

′
1), . . . , (x|ρ|, x

′
|ρ|)} ∈ 2X×X , where xi represents a

state the system could be in at some previous instant and
x′
i represents a state the system could be in currently from

xi; and set D(ı) contains all possible such ρ for all previous
instants. It worth noting that, although the number of
previous instants is infinite in general, D(ı) is always finite
since there are only finite state-configurations.

3.2 Information State Evolution

Next, we describe how information states evolve. Now,
suppose that we are at information-state

ı = (C(ı), D(ı), O(ı)) ∈ 2X × 22
X×X

×O
and suppose that a monitored event σ ∈ O(ı) is observed
and a new sensing decision θ ∈ O is made immediately
after the occurrence of σ. Then we moved to a new
information state ı′ = (C(ı′), D(ı′), O(ı′)) which is defined
by




C(ı′) = URθ(NXσ(C(ı)))

D(ı′) = {ŨRθ(ÑXσ(ρ))∈2X×X : ρ ∈ D(ı)}
∪{�θ(C(ı′))}

O(ı′) = θ

(2)

Equation (2) is the key of this paper and it is also referred
to as the information state updating rule and we denote

by ı
(σ,θ)−−−→ ı′ if ı, ı′ and (σ, θ) satisfy this rule. Intuitively,

C(ı′) is the updated current state estimate upon the
observation of σ and the issue of new sensing decision
θ. In D(ı′), the first part essentially updates the delayed
state estimates for all previous instants and the second
part adds the current state estimate which will become
delayed state estimate for future instants. Finally, O(ı′)
simply remembers the latest sensing decision θ.

Now, let Ω be a dynamic mask and α = σ1 . . . σn ∈
PΩ(L(G)) be an observable string. Then run RΩ(α) in-
duces the following information states evolution

ı0
(σ1,Ω(σ1))−−−−−−−→ ı1

(σ1,Ω(σ1σ2))−−−−−−−−→ · · · (σn,Ω(σ1...σn))−−−−−−−−−−→ ın

where ı0 = (URΩ(ε)(X0), {�Ω(ε)(URΩ(ε)(X0))},Ω(ε)). We
denote by IΩ(α) the information state reached by the run
of α, i.e., IΩ(α) = ın.
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Example 2. Again, let us consider system G in Figure 1(a)
and dynamic mask Ω in Figure 1(b). Let us consider
observable string aa ∈ PΩ(L(G)). Initially, we have

IΩ(ε) =(URΩ(ε)(X0), {�Ω(ε)(URΩ(ε)(X0))},Ω(ε))
=({0, 4}, {{(0, 0), (4, 4)}}, {a})

Once a is observed and new sensing decision Ω(a) =
{e, a} is made, the information state is updated to
IΩ(a) = ({1, 5}, {{(0, 1), (4, 5)}, {(1, 1), (5, 5)}}, {e, a}).
Similarly, we have IΩ(aa) = ({2, 3, 6}, {{(0, 2), (0, 3), (4, 6)},
{(1, 2), (1, 3), (5, 6)}, {(2, 2), (2, 3), (3, 3), (6, 6)}}, {e, a}).

Next, we show that the information states selected and the
updating rule defined in Equation (2) indeed capture all
relevant information in the infinite-step opacity problem.
First, we characterize each component in IΩ(α).
Proposition 1. Let Ω be a dynamic mask, α ∈ PΩ(L(G))
be an observable string and IΩ(α) be the information state
reached. Then we have

(i) C(IΩ(α)) = X̂Ω(α); and

(ii) D(IΩ(α)) = {ρβ,α ∈ 2X×X : β ∈ {α}}, where

ρβ,α=

{
(x, x′) ∈ X×X :

∃x0∈X0, st∈L(G, x0) s.t.
PΩ(s) = β ∧ PΩ(st) = α∧
δ(x0, s) = x ∧ δ(x0, st) = x′

}
.

Recall that, each information state ı is in the form of
ı = (C(ı), D(ı), O(ı)), where D(ı) is a set of state-pair-
sets. Then we define

D1(ı) := {{x ∈ X : (x, x′) ∈ ρ} : ρ ∈ D(ı)}
which consists of the first component of each state pairs in
D(ı). For example, for ı = ({1, 5}, {{(0, 1), (4, 5)}, {(1, 1),
(5, 5)}}, {e, a}), we have D1(ı) = {{0, 4}, {1, 5}}. Then we
have the following corollary.

Corollary 2. Let Ω be a dynamic mask, α ∈ PΩ(L(G)) be
an observable string and IΩ(α) be the information state
reached. Then we have

D1(IΩ(α)) = {X̂G(β | α)∈2X : β ∈ {α}}

Corollary 2 has the following important implication. Es-
sentially, it tells that, using the proposed updating rule,
D1(IΩ(α)) can capture all possible delayed state estimates
for all possible previous instants. Let us define

Ibad = {ı ∈ I : ∃q ∈ D1(ı) s.t. q ⊆ XS}
as the set of information states in which infinite-step
opacity is violated for some previous instant. Then, to
check whether or not a given dynamic mask Ω is infinite-
step opaque, it suffices to check whether or not Ω can reach
some information state in Ibad.

4. SYNTHESIS PROCEDURE

As we discussed earlier, to synthesize a dynamic mask Ω
satisfying the infinite-step opacity requirement, it suffices
to guarantee, by construction, that any run induced will
not reach a bad information state in Ibad.

To this end, first, we define a FSA

T = (AT,ΣT, δT, A0,T)

that captures all possible runs and all possible reachable
information states. Specifically,

• AT = I = 2X × 22
X×X ×O is the set of states;

• ΣT = (Σo ∪ Σs)×O is the set of events;
• δT : AT × ΣT → AT is the transition function defined

by: for any ı, ı′ ∈ AT, (σ, θ) ∈ ΣT, δT(ı, (σ, θ)) = ı′ if

σ ∈ O(ı) and ı
(σ,θ)−−−→ ı′;

• A0,T is the set of initial states defined by

A0,T = {(URθ(X0), {�θ(URθ(X0))}, θ)∈AT : θ∈O}
Intuitively, T captures all possible information state evo-
lutions since its transition function is defined for any
information states that satisfy the updating rule. The
initial states of T are not unique in order to capture all
possible initial sensing decisions. Automaton T will serve
as the basis for synthesizing a dynamic mask satisfying
infinite-step opacity. This structure will not be constructed
explicitly. Instead, we will construct a sub-automaton of
T as a solution to Problem 1. First, we introduce some
necessary notations and concepts.

Let T � T be a sub-automaton of T, where T =
(AT ,ΣT , δT , A0,T ). For each state ı ∈ AT , we define

Σsucc
T (ı) := {σ ∈ O(ı) : ∃θ ∈ O s.t. δT (ı, (σ, θ))!}

as the set of observable events defined at ı. For each
observable event σ ∈ Σsucc

T (ı), we define

ΘT (σ, ı) := {θ ∈ O : δT (ı, (σ, θ))!}
as the set of sensing decisions associated with σ at state ı.
Note that, since the transition function of T is defined for
all events satisfying the updating rule, Σsucc

T (ı) is the set
of all possible events that can be observed from ı. We say
that sub-automaton T � T is

• safe, if AT ∩ Ibad = ∅;
• observation consistent, if ∀ı∈AT ,Σ

succ
T (ı)=Σsucc

T (ı);
• decision deterministic, if |A0,T | = 1 and ∀ı ∈
AT , ∀σ ∈ Σsucc

T (ı) : |ΘT (σ, ı)| = 1.

Intuitively, observation consistency says that any feasible
observation should be defined at each state in T . Deci-
sion determinism says that, upon the occurrence of any
observable event, the sensing decision is always unique.
Therefore, any safe, observation consistent and decision
deterministic sub-automaton T � T can be modified as a
dynamic mask that satisfies infinite-step opacity.

Based on the above discussion, Algorithm 1 is proposed to
solve Problem 1. Let us explain how Algorithm 1 works.
Lines 1-4 aim to explore the entire reachable space of
I \ Ibad represented by automaton T which is a sub-
automaton of T. Specifically, line 1 defines the initial con-
figuration of T with initial states representing all possible
initial sensing decisions that do not violate infinite-step
opacity initially. Then procedure Expand in lines 24-34
simply traverses the entire reachable space of I \ Ibad by a
depth-first-search implemented recursively. Note that the
resulting automaton T after line 4 may not be observation
consistent since some event σ may lead to states in Ibad no
matter what θ it associated with. Therefore, the while-loop
in lines 5-7 mainly removes states that violate observation
consistency from AT . Note that removing one state from
T may destroy the observation consistency of other states;
hence, the while-loop may execute at most |AT | times and
the resulting T is the largest safe and observation consis-
tent sub-automaton of T. In the worst case, all initial states
in T can be removed. This implies that opacity cannot be
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satisfied by any sensing strategy; this is implemented by
lines 8-10.

Lines 11-18 aim to find a decision deterministic sub-
automaton of T since T may still not be decision deter-
ministic. Specifically, lines 11 and 12 select a single initial
state from A0,T and, similarly, lines 13-18 select a single
sensing decision for each observable event at each state
in AT . We select sensing decisions that are local maxi-
mal ; this guarantees that no sensing decision can improve
the selected one. By removing transitions from T , some
states may not be reachable anymore and line 19 takes
the accessible part of T . After line 19, we have obtained
a safe, observation consistent and decision deterministic
sub-automaton of T, i.e., T . Then lines 20-22 modify it as
a dynamic mask. Finally, we define the output mapping
Θ by the last component of each state in T and return
Ω := (T,Θ) as the desired dynamic mask.

Algorithm 1 Synthesize Dynamic Mask Ω = (T,Θ)

1: Define a FSA T = (AT ,ΣT , δT , A0,T ) with AT =
A0,T = {(URθ(X0), {�θ(URθ(X0))}, θ)∈XT : θ∈O}∩
Ibad and δT is undefined for any transition

2: for ı0 ∈ A0,T do
3: Expand(ı0, T )
4: end for
5: while ∃ı ∈ AT : Σsucc

T (ı) �=Σsucc
T (ı) do

6: Remove ı from AT and remove its associated tran-
sitions from δT

7: end while
8: if A0,T = ∅ then
9: return “No Solution”

10: end if
11: Find ı0 ∈ A0,T such that ∀ı′0 ∈ A0,T : O(ı0) �⊂ O(ı′0)
12: Re-define initial states of T by A0,T ← {ı0}
13: for ı ∈ AT do
14: for σ ∈ Σsucc

T (ı) do
15: Find θ ∈ ΘT (σ, ı) s.t. ∀θ′ ∈ ΘT (σ, ı) : θ �⊂ θ′

16: At state ı, remove all transitions labeled with
(σ, θ′), θ′ �= θ

17: end for
18: end for
19: T ← Acc(T )
20: Redefine ΣT = Σ and rename each event (σ, θ) by σ
21: Make the transition function of T total by adding self-

loops for undefined events
22: Define mapping Θ : AT →O by ∀ı∈AT : Θ(ı)=O(ı)
23: return Ω = (T,Θ)

24: procedure Expand(ı, T )
25: for (σ, θ) ∈ (Σo ∪ Σs)×O : δT(ı, (σ, θ)) = ı′ do
26: if ı′ /∈ Ibad then
27: add transition δT (ı, (σ, θ)) = ı′ to T
28: if ı′ �∈ AT then
29: AT ← AT ∪ {ı′}
30: Expand(ı′, T )
31: end if
32: end if
33: end for
34: end procedure

In the next section, we will formally show the properties of
Algorithm 1 and prove its correctness. First, we illustrate
Algorithm 1 by the following example.

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  
𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑒𝑒, 𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  
*2,3+, 𝑒𝑒, 𝑎𝑎 ,

0,2 , 0,3
1,2 , 1,3

2,2 , 2,3 , 3,2 , 3,3
* 2,2 , 2,3 , (3,3)+

 

*7+, 𝑒𝑒, 𝑎𝑎 ,
4,7
5,7
6,7

*(7,7)+

 

*2,3,6+, 𝑒𝑒, 𝑎𝑎 ,
0,2 , 0,3 , 4,6
1,2 , 1,3 , 5,6

* 2,2 , 2,3 , 3,3 , (6,6)+
 

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

*1,5+, 𝑒𝑒, 𝑎𝑎 ,
0,1 , 4,5  

* 1,1 , 5,5 +
 

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

*2,3,6,7+, 𝑎𝑎 ,
0,2 , 0,3 , 4,6 , (4,7)
1,2 , 1,3 , 5,6 , (5,7)

2,2 , 2,3 3,2 , 3,3 , 6,6  , 6,7 , 7,6 , (7,7)
* 2,2 , 2,3 , 3,3 , 6,6 , 6,7 , (7,7)+

 

𝑎𝑎, 𝑎𝑎  

𝑎𝑎 

𝑎𝑎 

𝑎𝑎 

𝑢𝑢 

𝑒𝑒 

𝑎𝑎 
𝑎𝑎 

𝑎𝑎 

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑒𝑒 

𝑒𝑒 

0,4 , 𝑒𝑒, 𝑎𝑎 ,
0,0 , 4,4  0,4 , 𝑎𝑎 ,

0,0 , 4,4  

*1,5+, 𝑒𝑒, 𝑎𝑎 ,
0,1 , 4,5
1,1 , 5,5

2,1 , 3,1 , 6,5 , 7,5
 

*2,3,6,7+, 𝑎𝑎 ,
0,2 , 0,3 , 4,6 , 4,7
1,2 , 1,3 , 5,6 , (5,7)

* 2,2 , 2,3 , 3,3 , 6,6 , 6,7 , (7,7)+
 

*2,3,6+, 𝑒𝑒, 𝑎𝑎 ,
0,2 , 0,3 , 4,6
1,2 , 1,3 , 5,6

2,2 , 2,3 3,2 , 3,3 , 6,6  , 7,6
* 2,2 , 2,3 , 3,3 , (6,6)+

 

*1+, 𝑒𝑒, 𝑎𝑎 ,
0,1

*(1,1)+
2,1 , (3,1)

 

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑒𝑒, 𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑺𝑺𝟏𝟏 

𝑺𝑺𝟐𝟐 𝑺𝑺𝟑𝟑 

𝑺𝑺𝟒𝟒 𝑺𝑺𝟓𝟓 𝑺𝑺𝟔𝟔 𝑺𝑺𝟕𝟕 

𝑺𝑺𝟖𝟖 𝑺𝑺𝟗𝟗 𝑺𝑺𝟏𝟏𝟏𝟏 

 𝑆𝑆1  𝑆𝑆3  𝑆𝑆4  𝑆𝑆5  𝑆𝑆6 
𝑎𝑎 𝑎𝑎 𝑎𝑎 

𝑎𝑎 
𝑎𝑎 

*𝑒𝑒, 𝑎𝑎+ *𝑒𝑒, 𝑎𝑎+ *𝑎𝑎+ *𝑒𝑒, 𝑎𝑎+ *𝑎𝑎+ 

𝑒𝑒, 𝑢𝑢 𝑒𝑒, 𝑢𝑢 𝑒𝑒, 𝑢𝑢 𝑒𝑒, 𝑢𝑢 𝑒𝑒, 𝑢𝑢 

 1  2 𝑎𝑎 

*𝑎𝑎+ *𝑒𝑒, 𝑎𝑎+ 

𝑒𝑒, 𝑢𝑢 𝑎𝑎, 𝑒𝑒, 𝑢𝑢 
在此处键入公式。 

在此处键入公式。 

Automaton 𝑻𝑻 after line 7  (𝑻𝑻𝟏𝟏) 

Automaton 𝑻𝑻 after line 19  (𝑻𝑻𝟐𝟐) 

Fig. 3. Solution Ω = (T,Θ).

Example 3. Again, let us consider system G in Figure 1(a)
with Σo = {a},Σuo = {u},Σs = {e} and XS = {5}. We
want to synthesize a dynamic mask Ω satisfying infinite-
step opacity. Note that O = {{a}, {e, a}}, i.e., there are
two choices for sensing decision, monitor event e or not.
We apply Algorithm 1 to this system. Specifically, after
the execution of line 4, we obtain T shown in the box
marked with blue-dashed lines in Figure 2. For the sake of
clarity, we denote this intermediate automaton by T1 and
we rename each state in T1 by S1, . . . , S10 as shown in the
figure. At state S7, if we take transition (a, {e, a}), then
state ı′ = ({7}, {{(4, 7)}, {(5, 7)}, {(6, 7)}, {(7, 7)}}, {e, a})
is reached. However, since D1(ı

′) = {{4}, {5}, {6}, {7}}
and {5} ⊆ XS , we know that ı′ ∈ Ibad. This is why transi-
tion (a, {e, a}) is not added to T1 at state S7 according to
line 26; the same reason for state S10. Then we execute the
while-loop in lines 5-7. Specifically, for state S7, we have
Σsucc

T1
(S7) = {a} �= Σsucc

T (S7) = {e, a}, i.e., feasible observ-
able event e is not defined at this state. Therefore, state S7

needs to be removed. Similarly, we need to remove state
S10 for the same reason and the while-loop terminates.
This results in T (accessible part) shown in the box marked
with red-dashed lines in Figure 2; for the sake of clarity,
we denote this intermediate automaton by T2. Note that,
for state S3 in T2, although the transition to state S7 is
removed, it does not violate observation consistency since
(σ, {a}) is defined and event e is not a feasible observation
at this state. Then we proceed to lines 11-19 to find a
decision deterministic sub-automaton of T2. Initially, we
choose initial state S1 and remove S2 from initial states,
since {a} = O(S2) ⊂ O(S2) = {e, a}. Then at state S1,
for event e ∈ Σsucc

T (S1), we choose transition (e, {e, a})
and remove (e, {a}); for event a ∈ Σsucc

T (S1), the choice
is unique, i.e., (a, {e, a}). Then for states S3, S4, S5 and
S6, only event a is feasible and at each state the sensing
decision associated with a is unique. This gives automaton
T shown as the part highlighted in red in Figure 2. Finally,
by adding self-loops and renaming event names, we obtain
dynamic mask Ω = (T,Θ) shown in Figure 3, which is a
solution to Problem 1.

Next, we discuss the properties of the proposed synthesis
algorithm. We use Ω = (T,Θ) to denote the dynamic mask
returned by Algorithm 1.

Lemma 3. G is infinite-step opaque w.r.t. XS and Ω.

Lemma 4. For any Ω′ such that G is infinite-step opaque
w.r.t. XS and Ω′, we have Ω �< Ω′.

Lemma 5. Algorithm 1 will not return “No Solution”
when a solution to Problem 1 exists.

By Lemmas 3, 4 and 5, we have the following theorem.

Theorem 6. Algorithm 1 correctly solves Problem 1.

We conclude this section by discussing the complexity of
Algorithm 1. In the worst case, automaton T contains at

most 2|X| · 22|X| · 2|Σs| states and |Σ| · 2|X| · 22|X| · 4|Σs|

transitions. The running time of procedure Expand is
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satisfied by any sensing strategy; this is implemented by
lines 8-10.

Lines 11-18 aim to find a decision deterministic sub-
automaton of T since T may still not be decision deter-
ministic. Specifically, lines 11 and 12 select a single initial
state from A0,T and, similarly, lines 13-18 select a single
sensing decision for each observable event at each state
in AT . We select sensing decisions that are local maxi-
mal ; this guarantees that no sensing decision can improve
the selected one. By removing transitions from T , some
states may not be reachable anymore and line 19 takes
the accessible part of T . After line 19, we have obtained
a safe, observation consistent and decision deterministic
sub-automaton of T, i.e., T . Then lines 20-22 modify it as
a dynamic mask. Finally, we define the output mapping
Θ by the last component of each state in T and return
Ω := (T,Θ) as the desired dynamic mask.

Algorithm 1 Synthesize Dynamic Mask Ω = (T,Θ)

1: Define a FSA T = (AT ,ΣT , δT , A0,T ) with AT =
A0,T = {(URθ(X0), {�θ(URθ(X0))}, θ)∈XT : θ∈O}∩
Ibad and δT is undefined for any transition

2: for ı0 ∈ A0,T do
3: Expand(ı0, T )
4: end for
5: while ∃ı ∈ AT : Σsucc

T (ı) �=Σsucc
T (ı) do

6: Remove ı from AT and remove its associated tran-
sitions from δT

7: end while
8: if A0,T = ∅ then
9: return “No Solution”

10: end if
11: Find ı0 ∈ A0,T such that ∀ı′0 ∈ A0,T : O(ı0) �⊂ O(ı′0)
12: Re-define initial states of T by A0,T ← {ı0}
13: for ı ∈ AT do
14: for σ ∈ Σsucc

T (ı) do
15: Find θ ∈ ΘT (σ, ı) s.t. ∀θ′ ∈ ΘT (σ, ı) : θ �⊂ θ′

16: At state ı, remove all transitions labeled with
(σ, θ′), θ′ �= θ

17: end for
18: end for
19: T ← Acc(T )
20: Redefine ΣT = Σ and rename each event (σ, θ) by σ
21: Make the transition function of T total by adding self-

loops for undefined events
22: Define mapping Θ : AT →O by ∀ı∈AT : Θ(ı)=O(ı)
23: return Ω = (T,Θ)

24: procedure Expand(ı, T )
25: for (σ, θ) ∈ (Σo ∪ Σs)×O : δT(ı, (σ, θ)) = ı′ do
26: if ı′ /∈ Ibad then
27: add transition δT (ı, (σ, θ)) = ı′ to T
28: if ı′ �∈ AT then
29: AT ← AT ∪ {ı′}
30: Expand(ı′, T )
31: end if
32: end if
33: end for
34: end procedure

In the next section, we will formally show the properties of
Algorithm 1 and prove its correctness. First, we illustrate
Algorithm 1 by the following example.

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  
𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑒𝑒, 𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  
*2,3+, 𝑒𝑒, 𝑎𝑎 ,
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*7+, 𝑒𝑒, 𝑎𝑎 ,
4,7
5,7
6,7

*(7,7)+

 

*2,3,6+, 𝑒𝑒, 𝑎𝑎 ,
0,2 , 0,3 , 4,6
1,2 , 1,3 , 5,6

* 2,2 , 2,3 , 3,3 , (6,6)+
 

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

*1,5+, 𝑒𝑒, 𝑎𝑎 ,
0,1 , 4,5  
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𝑎𝑎, 𝑒𝑒, 𝑎𝑎  
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0,2 , 0,3 , 4,6 , (4,7)
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* 2,2 , 2,3 , 3,3 , 6,6 , 6,7 , (7,7)+

 

𝑎𝑎, 𝑎𝑎  

𝑎𝑎 

𝑎𝑎 

𝑎𝑎 

𝑢𝑢 

𝑒𝑒 

𝑎𝑎 
𝑎𝑎 

𝑎𝑎 

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑒𝑒 

𝑒𝑒 
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0,1 , 4,5
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*2,3,6+, 𝑒𝑒, 𝑎𝑎 ,
0,2 , 0,3 , 4,6
1,2 , 1,3 , 5,6

2,2 , 2,3 3,2 , 3,3 , 6,6  , 7,6
* 2,2 , 2,3 , 3,3 , (6,6)+

 

*1+, 𝑒𝑒, 𝑎𝑎 ,
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*(1,1)+
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𝑺𝑺𝟏𝟏 
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𝑒𝑒, 𝑢𝑢 𝑒𝑒, 𝑢𝑢 𝑒𝑒, 𝑢𝑢 𝑒𝑒, 𝑢𝑢 𝑒𝑒, 𝑢𝑢 
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Automaton 𝑻𝑻 after line 7  (𝑻𝑻𝟏𝟏) 

Automaton 𝑻𝑻 after line 19  (𝑻𝑻𝟐𝟐) 

Fig. 3. Solution Ω = (T,Θ).

Example 3. Again, let us consider system G in Figure 1(a)
with Σo = {a},Σuo = {u},Σs = {e} and XS = {5}. We
want to synthesize a dynamic mask Ω satisfying infinite-
step opacity. Note that O = {{a}, {e, a}}, i.e., there are
two choices for sensing decision, monitor event e or not.
We apply Algorithm 1 to this system. Specifically, after
the execution of line 4, we obtain T shown in the box
marked with blue-dashed lines in Figure 2. For the sake of
clarity, we denote this intermediate automaton by T1 and
we rename each state in T1 by S1, . . . , S10 as shown in the
figure. At state S7, if we take transition (a, {e, a}), then
state ı′ = ({7}, {{(4, 7)}, {(5, 7)}, {(6, 7)}, {(7, 7)}}, {e, a})
is reached. However, since D1(ı

′) = {{4}, {5}, {6}, {7}}
and {5} ⊆ XS , we know that ı′ ∈ Ibad. This is why transi-
tion (a, {e, a}) is not added to T1 at state S7 according to
line 26; the same reason for state S10. Then we execute the
while-loop in lines 5-7. Specifically, for state S7, we have
Σsucc

T1
(S7) = {a} �= Σsucc

T (S7) = {e, a}, i.e., feasible observ-
able event e is not defined at this state. Therefore, state S7

needs to be removed. Similarly, we need to remove state
S10 for the same reason and the while-loop terminates.
This results in T (accessible part) shown in the box marked
with red-dashed lines in Figure 2; for the sake of clarity,
we denote this intermediate automaton by T2. Note that,
for state S3 in T2, although the transition to state S7 is
removed, it does not violate observation consistency since
(σ, {a}) is defined and event e is not a feasible observation
at this state. Then we proceed to lines 11-19 to find a
decision deterministic sub-automaton of T2. Initially, we
choose initial state S1 and remove S2 from initial states,
since {a} = O(S2) ⊂ O(S2) = {e, a}. Then at state S1,
for event e ∈ Σsucc

T (S1), we choose transition (e, {e, a})
and remove (e, {a}); for event a ∈ Σsucc

T (S1), the choice
is unique, i.e., (a, {e, a}). Then for states S3, S4, S5 and
S6, only event a is feasible and at each state the sensing
decision associated with a is unique. This gives automaton
T shown as the part highlighted in red in Figure 2. Finally,
by adding self-loops and renaming event names, we obtain
dynamic mask Ω = (T,Θ) shown in Figure 3, which is a
solution to Problem 1.

Next, we discuss the properties of the proposed synthesis
algorithm. We use Ω = (T,Θ) to denote the dynamic mask
returned by Algorithm 1.

Lemma 3. G is infinite-step opaque w.r.t. XS and Ω.

Lemma 4. For any Ω′ such that G is infinite-step opaque
w.r.t. XS and Ω′, we have Ω �< Ω′.

Lemma 5. Algorithm 1 will not return “No Solution”
when a solution to Problem 1 exists.

By Lemmas 3, 4 and 5, we have the following theorem.

Theorem 6. Algorithm 1 correctly solves Problem 1.

We conclude this section by discussing the complexity of
Algorithm 1. In the worst case, automaton T contains at

most 2|X| · 22|X| · 2|Σs| states and |Σ| · 2|X| · 22|X| · 4|Σs|

transitions. The running time of procedure Expand is
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𝑎𝑎, 𝑒𝑒, 𝑎𝑎  
𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑒𝑒, 𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  
*2,3+, 𝑒𝑒, 𝑎𝑎 ,

0,2 , 0,3
1,2 , 1,3

2,2 , 2,3 , 3,2 , 3,3
* 2,2 , 2,3 , (3,3)+

 

*7+, 𝑒𝑒, 𝑎𝑎 ,
4,7
5,7
6,7

*(7,7)+

 

*2,3,6+, 𝑒𝑒, 𝑎𝑎 ,
0,2 , 0,3 , 4,6
1,2 , 1,3 , 5,6

* 2,2 , 2,3 , 3,3 , (6,6)+
 

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

*1,5+, 𝑒𝑒, 𝑎𝑎 ,
0,1 , 4,5  

* 1,1 , 5,5 +
 

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

*2,3,6,7+, 𝑎𝑎 ,
0,2 , 0,3 , 4,6 , (4,7)
1,2 , 1,3 , 5,6 , (5,7)

2,2 , 2,3 3,2 , 3,3 , 6,6  , 6,7 , 7,6 , (7,7)
* 2,2 , 2,3 , 3,3 , 6,6 , 6,7 , (7,7)+

 

𝑎𝑎, 𝑎𝑎  

𝑎𝑎 

𝑎𝑎 

𝑎𝑎 

𝑢𝑢 

𝑒𝑒 

𝑎𝑎 
𝑎𝑎 

𝑎𝑎 

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑒𝑒 

𝑒𝑒 

0,4 , 𝑒𝑒, 𝑎𝑎 ,
0,0 , 4,4  0,4 , 𝑎𝑎 ,

0,0 , 4,4  

*1,5+, 𝑒𝑒, 𝑎𝑎 ,
0,1 , 4,5
1,1 , 5,5

2,1 , 3,1 , 6,5 , 7,5
 

*2,3,6,7+, 𝑎𝑎 ,
0,2 , 0,3 , 4,6 , 4,7
1,2 , 1,3 , 5,6 , (5,7)

* 2,2 , 2,3 , 3,3 , 6,6 , 6,7 , (7,7)+
 

*2,3,6+, 𝑒𝑒, 𝑎𝑎 ,
0,2 , 0,3 , 4,6
1,2 , 1,3 , 5,6

2,2 , 2,3 3,2 , 3,3 , 6,6  , 7,6
* 2,2 , 2,3 , 3,3 , (6,6)+

 

*1+, 𝑒𝑒, 𝑎𝑎 ,
0,1

*(1,1)+
2,1 , (3,1)

 

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑒𝑒, 𝑒𝑒, 𝑎𝑎  

𝑎𝑎, 𝑒𝑒, 𝑎𝑎  

𝑺𝑺𝟏𝟏 

𝑺𝑺𝟐𝟐 𝑺𝑺𝟑𝟑 

𝑺𝑺𝟒𝟒 𝑺𝑺𝟓𝟓 𝑺𝑺𝟔𝟔 𝑺𝑺𝟕𝟕 
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 𝑆𝑆1  𝑆𝑆3  𝑆𝑆4  𝑆𝑆5  𝑆𝑆6 
𝑎𝑎 𝑎𝑎 𝑎𝑎 

𝑎𝑎 
𝑎𝑎 

*𝑒𝑒, 𝑎𝑎+ *𝑒𝑒, 𝑎𝑎+ *𝑎𝑎+ *𝑒𝑒, 𝑎𝑎+ *𝑎𝑎+ 

𝑒𝑒, 𝑢𝑢 𝑒𝑒, 𝑢𝑢 𝑒𝑒, 𝑢𝑢 𝑒𝑒, 𝑢𝑢 𝑒𝑒, 𝑢𝑢 

 1  2 𝑎𝑎 

*𝑎𝑎+ *𝑒𝑒, 𝑎𝑎+ 

𝑒𝑒, 𝑢𝑢 𝑎𝑎, 𝑒𝑒, 𝑢𝑢 
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Automaton 𝑻𝑻 after line 7  (𝑻𝑻𝟐𝟐) 

Automaton 𝑻𝑻 after line 4  (𝑻𝑻𝟏𝟏) 

Fig. 2. For the sake of clarity, we put the sensing decision as the second component of each state in the figure.

linear in the number of transitions in T and the running
time of the while-loop is quadratic in the number of
states in T . Therefore, the overall complexity is is doubly-
exponential in the number of states of G and exponential
in the number of events.

5. CONCLUSION

We investigated the problem of synthesizing dynamic
masks that preserve infinite-step opacity while maximizing
the information acquired. A new type of information state
was proposed to capture all delayed information for all
previous instants. An effective algorithm was provided to
solve the synthesis problem. Our result extends previous
work on the synthesis of dynamic masks from current-state
opacity to infinite-step opacity. We believe that the new
type of information state proposed in this paper can also
be applied to the supervisor synthesis problem and the
insertion function synthesis problem for the purpose of
enforcing infinite-step opacity.
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