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Abstraction-Based Synthesis of Opacity-Enforcing Controllers using
Alternating Simulation Relations

Junyao Hou, Xiang Yin, Shaoyuan Li and Majid Zamani

Abstract— Opacity is an important information-flow security
property that captures the plausible deniability for some “se-
cret” of a system. In this paper, we investigate the problem
of synthesizing controllers that enforce opacity for labeled
transition systems (LTS). Most of the existing works on
synthesis of opacity-enforcing controllers are based on the
original system model, which may contain a large number of
states. To mitigate the complexity of the controller synthesis
procedure, we propose an abstraction-based approach for
controller synthesis. Specifically, we propose notion of opacity-
preserving alternating (bi)simulation relation for the purpose of
abstraction. We show that, if the abstract system is opacity-
preserving alternatingly simulated by the original system which
may be significantly smaller, then we can synthesize an opacity-
enforcing controller based on the abstract system and then
refine it back to a controller enforcing opacity of the original
system. We investigate both initial-state opacity and infinite-
step opacity. We also show the effectiveness of the proposed
approach by a set of examples.

I. INTRODUCTION

Opacity is an information-flow property arising in the
security analysis of cyber-physical systems. As a confiden-
tiality property, opacity describes the plausible deniability of
the system’s secret in the presence of an intruder, modeled
as a passive observer, that is potentially malicious. The
concept of opacity was originally introduced in the computer
science literature [1]; later it was extended to discrete-event
systems (DES) modeled by transition systems [2]. Due to its
importance, opacity has drawn considerable attention in the
DES literature in the past years; see, e.g., [3]-[11].

In many situations, the original system may not be opaque
directly. Therefore, it is desirable to design a controller
(or a supervisor) that restricts the behavior of the system
such that the closed-loop system under control is opaque.
This problem is referred to as the opacity-enforcing control
synthesis problem and has also drawn many attentions in
the literature [12]-[15]. For example, in [12], the authors
investigated the scenario where the intruder’s observation is
a subset of the controller’s observation. In [15], the authors
dropped the assumption on the observation of the intruder but
assumed that the intruder does not know the implementation
of the controller.
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Most of the existing works on opacity-enforcing controller
synthesis are based on the original model of the system.
However, in many real-world applications, the size of the
system is very large, which makes synthesizing controller-
s using original models computationally very challenging.
Therefore, one must look into finite abstractions of such
systems to mitigate the synthesis complexity. In the context
of DES, several abstraction-based techniques have been
proposed very recently for the purpose of verifying opacity;
see, e.g., [16]-[21]. However, these abstraction techniques
are not directly applicable for the purpose of synthesis. In
[16], the authors proposed an abstraction-based approach for
synthesizing edit functions to enforce opacity. However, an
edit function can only change the external behavior of the
system, while a controller can restrict the internal behavior
of the system,

In this paper, we investigate the abstraction-based syn-
thesis of opacity-enforcing controllers. Specifically, we use
labeled transitions systems (LTSs), which is a fundamental
model for the verification and control of hybrid systems, as
the underlying model of the system. We employ the notion
of alternating (bi)simulation relation to connect original
systems with abstract ones. This notion has been shown to
be very suitable for computing symbolic models of control
systems [22], [23]. However, the standard definition of
alternating (bi)simulation relation does not preserve opacity.

We propose a new concept of opacity-preserving alter-
nating (bi)simulation relation. In particular, we show that,
if there exists an opacity-preserving alternating simulation
relation from the abstract system to the original one, then
we can synthesize an opacity-enforcing controller based on
the abstraction first and then refine it back to the original
system to enforce opacity. We investigate this notion for both
initial-state opacity and infinite-step opacity. Furthermore,
we show that if there exists an opacity-preserving alternating
bisimulation relation between the abstract system and the
original one, then the opacity synthesis problem is solvable
for the original system if and only if it is solvable for the
abstract one.

II. SYSTEM MODEL AND OPACITY

A. Preliminaries

In this paper, we consider a system modeled by a labeled
transition system (LTS)

(X7X07U7 - aKH)7

where X is a finite set of states, Xo C X is the set of initial
states, U is a finite set of inputs, —— C X x U x X
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is a transition relation, Y is a finite set of outputs, and H :
X — Y is an output mapping. For the sake of simplicity,
we also denote a transition (z,u,z’) € —» by z — 2/,
where we say that 2’ is a u-successor, or simply successor,
of x. Note that the u-successor is not unique in general as the
transition relation is non-deterministic. For each state x € X,
we denote by U(z) the set of all inputs defined at z, i.e.,
Ux) = {u e U :3a' € X st. x —— 2'}. We denote
by U™ the set of all finite sequences of inputs including the
empty sequence €; sets X* and Y* are defined analogously.
We assume that the system investigated in this paper is non-
blocking, i.e., Vz € X : U(z) # 0.

A (finite) internal behavior generated from state z € X
under input sequence uj---u, € U* is a sequence of
transition 2y —> 77 —2> .. —"% 2. where zg = .
Note that the internal behavior generated may not be unique
under the same input as the system is non-deterministic in
general. Then the external behavior of the above internal
behavior is a sequence of outputs H (z¢)H (z1) - - H(zy,) €
Y*. We only consider finite behaviors throughout the paper.

Let T, = (Xa,Xa0,Uq, —0 JY,H,) and T}, =
(X, X0, U, — ,Y, Hy) be two LTSs with the same
output set. Let Z C X, x X x U, x Uy be an interconnection
relation such that V(x,,2p) € 7x(Z) : H(z,) = H(xp),
where 7x(-) denotes the projection to X, x X3. The com-
position of T, and T} with interconnection relation Z is a
new LTS

To xz Ty = (Xab, Xavo; Uab, —> Y, Hap),

where Xop = 7x(Z), Xavo = Xap N (Xao X Xbo)s
Uab = U X Ub, H ((,Tml‘b)) = Ha(l'a) = Hb(acb)

(eam) -y and (ii)

and (x4, p) —

. Uq
av‘rb) if (4) zq T’ x;;

T % p; and (iii) (#q, T, ua, up) € Z. The subscript 7
will be dropped when it is clear from the context.

B. Opacity

In this paper, we consider internal behaviors as the infor-
mation available to the system, while external behaviors are
considered as the information available to the outside of the
system (for example, an intruder). That is, the information of
the system is released by the output mapping H : X — Y.

In many applications, the system may have some “secret”
that does not want to be revealed via the external behavior.
We adopt a state-based formulation of secret. Specifically, we
assume that S C X is a set of secret states, and hereafter,
we write an LTS in the form of (X, X, S,U, — ,Y, H).
Then opacity captures the plausible deniability of the sys-
tem’s secret under the information leakage. In this paper,
we discuss two important types of opacity called initial-state
opacity and infinite-step opacity.

Definition 1: Let T = (X, Xy, S,U,—,Y,H) be an
LTS with secret states. We say that T is

o Iinitial-state opaque 1f for any xo € Xo NS and

Un

finite sequence. Zo -1y - -2,
there exist z;, € Xy \ S and a finite sequence

(b) Ty

(c) T, for Ty

Fig. 1. T1 jgosp T>. Both 77 and T are not initial-state opaque, but
both can be enforced to be opaque.

S / up .
xOHxIH N

H(x}),Vi=0,1,.
o infinite-step opaque 1f for any g € X, and finite

u,, ’
Ly

such that H(x;) =

Un

.. > mn such that
n, there exist z(, € X, and

uy
sequence g - I
x, € S for some k=0,...

finite sequence z), — > x} —2» ... —"s g/ such
that H(x;) = H(z}),Vi=0,1,...,n and z ¢ S.

Intuitively, initial-state opacity requires that the intruder
can never determine that the system was initialized from a
secret state based on the external behavior, while infinite-
step opacity requires that the intruder can never determine
that the system was at a secret state at any specific instant.
Clearly, infinite-step opacity is strictly stronger than initial-
state opacity.

Example 1: Let us consider LTS T} =
(Xl,Xl,Q,Sl,Ul, 1 aKHl) shown in Flg l(b),
where X, {z1,0,211, 212,213}, U1 {a,b,c} and

Y = {1,2}. The output mapping is specified by the value
associated with each state. An initial state is marked by a
sourceless arrow and we mark a secret state by red color,
i.e., Xl,O = {Il,o,l‘l,g} and Sl = {ILo}.

Clearly, system 77 is not initial-state opaque. For example,
if output 1 occurs twice successively, then the intruder knows
immediately that the system must start from secret state 1 g.
Therefore, T} is also not infinite-step opaque. [ ]

III. OPACITY-ENFORCING CONTROLLERS
A. Feedback Composition

When an LTS T does not satisfy some property, e.g.,
opacity, we can synthesize a controller for 7' such that the
closed-loop system meets the specification. There are several
(equivalent) definitions for controllers in the literature. In this
paper, we adopt the definition of controller in [24], in which
a controller is considered also as a system that is composable
to the original one with alternating simulation relation.

Definition 2: (Alternating Simulation Relation) Let T, =
(Xaa Xa0,Ua,s T’ ,Y, Ha) and Tj, = (Xba Xv0, Upy ——
Y, Hy) be two LTSs with the same output set. A relation
R C X, x X} is said to be an alternating simulation relation
from T, to Ty if the following conditions hold:

1) Yaq0 € Xao, 320 € Xpo 1 (%0, Too) € R;

7654



2) Y(zq,2p) € R: Ho(xg) = Hp(xp);
3) Y(za,xp) € R,Vu, € Uy(xy), Jup € Up(xp) such that
Vap —s xy, Jzq N xl, : (xh,x;) € R.
We say that T, is alternatingly simulated by T} (or Ty
alternatingly simulates 7}), denoted by T, <gs Ty, if there
exists an alternating simulation relation from 7, to T5.
An alternating simulation relation R C X, x X; from

T, to T} can also be extended to an interconnection relation
Re C X, xXpxU, xU, defined by: (x4, xp, tq, up) € R if

(i) (xq,2p) € R; and

(i) uq € Ug(xq), up € Up(xp); and

(iti) Vap —> x), 3y —> 2/, : (2, 2}) € R.
Intuitively, R¢ explicitly specifies which inputs we need
to choose in order to maintain the alternating simulation
relation.

If T, <as Ty, then we can consider T, as a controller
for Tp, if T, =g Tp. Specifically, assume that T, x T is at
state (x4, 2p) € R. First, controller T, offers an input u, €
Ua(2,); this input is then transferred to 7, as a matching
input u;, € Up(xp) via the interconnection relation R¢. Due
to the non-determinism, 73 may go to any successor of .
Once T} measures the successor state, 7, will update its
state by matching the successor in 7}, and then offer a new
input, and so forth. The above discussion is summarize by
the following definition.

Definition 3: (Feedback Composition) An LTS T, is said
to be feedback composable with an LTS T if there exists an
alternating simulation relation R from 7, to T. When T, is
feedback composable with 7', the feedback composition of
T, and T is given by

T xzgT=(X.xX,XooxX,U.xU, — VY H),

where the interconnection relation F = R°® is the extended
alternating simulation relation. For the sake of simplicity,
we still denote the output mapping by H as we always have
Hy (2, 2)) = H(x).

Therefore, we refer to 1. as a controller for T if it is
feedback composable. Furthermore, we require that 7. X r
T should also be non-blocking. In this paper, our interest
is to design a controller 7, for T such that T, xz T is
opaque. More specifically, we say that T, enforces initial-
state opacity for T if for any (z.0,x0) € Xeo X (Xo N S)
and any finite sequence
(u2e,u2)

(Uncytn)
lec’ xl) > .. -

Fa F (xncaxn)v

(u1e,u1)
(Toe; o) —F (

there exist z(, € X \ S and a finite sequence

;ow ;U u
on%lH . e

such that H (x;) = H(z}),¥i =0,1,...,n. That T, enforces
infinite-step opacity is defined analogously. Then the Opacity

Enforcing Control Problem requires to synthesize a controller
T, for T that enforces (initial-state or infinite-step) opacity.

B. Abstraction and Controller Refinement

The opacity-enforcing control problem considered has
already been solved in the literature [12]-[15]; the reader
is referred to these works for detailed synthesis algorithms.
However, the computation complexity is still a big burden
when the size of the original system is very large. To mitigate
complexity, a natural approach is to construct an abstract
system for the purpose of synthesis.

It is well-known that alternating simulation relations can
serve as an abstraction relation for control synthesis by
capturing control non-determinism [22]. This is formalized
by the following result.

Proposition 1: [24] Let T, T> and T, be systems with
the same output set. Suppose that 7T, is feedback composable
with T} under alternating simulation relation R,y C X x Xj.
If there exists an alternating simulation relation R12 C X X
Xo from T; to T, then T, x x T} is feedback composable
with 75 under alternating simulation relation defined by:

R _ ((IC,I1)7$2) ($07x1) € Rcl
€2=1 ¢ ( and (z1,72) € Ri2
|y

Xc x X 1) X X2
Proposition 1 essentially says that, if 77 <45 75, then any
controller T, designed for T} can be refined to a controller
for T>. We denote by T}..; = T x 7T the refined controller
with the interconnection relation defined in Equation (1). In
particular, the refined controller has the following property

Traf X T2 jS Tc X T17 (2)

where <g denotes the standard simulation relation [24].
Therefore, we say that T} is an abstraction of Ts, if T} <ag
T5. Throughout the paper, we denote the original system by
T5 and the abstract system is denoted by T7.

However, alternating simulation relation does not neces-
sarily preserve the enforcement of opacity. Therefore, we
are interested in finding a new type of opacity preserving
alternating simulation relation, so that it can be applied to
the opacity-enforcing control problem.

IV. INITIAL-STATE OPACITY PRESERVING ALTERNATING
SIMULATION RELATION

In this section, we propose the initial-state opacity pre-
serving (InitSOP) alternating simulation relation. Specifical-
ly, we want that the new relation from 7} to 75 satisfies the
followings requirements:

o it is still an alternating simulation relation, so that con-

trol non-determinism can be captured in the abstraction;

« enforcing opacity for 77 implies the enforcement of

opacity for T5 after controller refinement.

To this end, we propose the following definition.

Definition 4: (InitSOP Alternating Simulation
Relation) Let Ty, T be two LTSs, where T; =
(Xi7Xi707Si,U7;, ,Y, Hq),?} = 1,2 A relation

R C X; x X, is said to be an InitSOP alternating
simulation relation from 73 to 715 if
D a) Vo9 € Xi,0,3220 € Xo0: (21,0,72,0) € R;
b) Va1,0€X1,0\S1,3r20€ X020\ 521 (T1,0,22,0) ER;

7655



c) VI’270€X270052,31‘170 EXl,oﬂSl :
2) Y(z1,22) € R: Hi(x1) = Ha(z2);
3) for any (x1,z2) € R, we have

(x1,0,2,0) €ER;

a) Yuy €Uy (x1), Jus € Us(x2), V$2£>$,27 Elxll»x’l
such that (z},z5) € R;

b) V&, —> &, 3y —=» ), such that (z},2}) € R.
We say that 77 is InitSOP alternatingly simulated by 75 (or
T> InitSOP alternatingly simulates 77), denoted by 77 <12F
T5, if there exists an InitSOP alternating simulation relation
from 7} to T5.

Note that an InitSOP alternating simulation relation is still
an alternating simulation relation, which makes controller
refinement still possible. The main differences between Init-
SOP alternating simulation relation and the standard alter-
nating simulation relation are:

(i) We further specify explicitly what initial states can be
related in terms of secret states; and

(i) Another simulation type condition for the other direc-
tion, i.e., condition 3)-b), is added in addition to the
original alternating simulation type condition.

The following result shows that InitSOP alternating sim-
ulation relation indeed satisfies the requirements for the
purpose of opacity-enforcing control synthesis.

Theorem 1: Let T7 and 15 be two LTSs, where T; =
(Xi, Xi0,5:, Ui, — ,Y,H;),i = 1,2, and suppose that

T jg%P T5. Then for any controller T that enforces initial-
state opacity for the abstract system 77, the refined controller
Trey = T. x 7 Ty also enforces initial-state opacity for the
original system 75.

In essence, the role of InitSOP alternating simulation
relation is to build a “bridge” between the abstract system
and the original one. The fact that it is still an alternating
simulation relation ensures that any control input in the
abstract system can be refined to the original system by
matching an input pair in the relation. Moreover, Theorem 1
shows that the refined controller 7.,y can still enforce
opacity for the original system if 7, enforces opacity for
the abstract system.

Example 2: Let us consider LTSs 77 and T» shown in
Figures 1(b) and 1(a), respectively, where both 77 and 75 are
not initial-state opaque. We consider the following InitSOP
alternating simulation relation from 77 to 15

Riz = {(1,0,72,0), (¥1,2,72,2), (T1,1,%2,1), (T1,3, T2,3) }-

To enforce opacity for 7%, we can design a controller
T. shown in Figure 1(c) that is feedback compos-
able to 77 with alternating simulation relation R, =
{(@e,0,21,0)s (Te1,21,1), (Te,2,21,2), (o3, 21,3)}.  Clearly,
we see that internal behavior zqgx;0--- that reveals the
secret is excluded under the control of 7,.. The composed
system 1.y = 1. x Ty is isomorphic (by renaming state
names) to 7. By Theorem 1, we can use T’ ¢ as the refined
controller to enforce initial-state opacity for the original
system 75. Intuitively, the refined controller will exclude both

.. (& C .
transitions £o 0 — 2,0 and g 9 — X2 4 in Th. |

2 1 2 1 2 1 2
(d) Ty (b> T
b
1 2 1 2

(c) controller T for T,

Fig. 2. Ty jl{‘osp To, where 17 cannot be enforced to be initial-state
opaque but 75 can be enforced to be initial-state opaque.

InitSOP alternating simulation relation ensures that, if
there exists a controller 7, enforcing opacity for 77, then it
can be refined to enforce opacity for 7. However, we cannot
conclude that the original system cannot be enforced to be
opaque if the opacity enforcement problem is unsolvable for
the abstract system as illustrated by the following example.

Example 3: Let us consider LTSs 77 and T shown in
Figure 2(b) and 2(a), respectively, where T3 =127 T,
and both T} and 75 are not initial-state opaque. Clearly,
for T3, there exists no controller that can enforce initial-
state opacity as the control choice at each state in unique.
However, we can still design a controller 7" shown in
Figure 2(c), which is feedback composable to 75 under
relation R = {(1‘6, 132,0), (l‘ll, I271), (13/2, 1‘272), (xg, .132,3)}, to
enforce initial-state opacity for 75 . [ ]

The above example reveals that 77 may excessively ab-
stract 75 so that some information of the original system
is lost. Therefore, a stronger and symmetric version of
Definition 4 is proposed as follows.

Definition 5: (InitSOP Alternating Bisimulation
Relation) Let Ty, T be two LTSs, where T, =
(Xi7Xi707Siana Y, Hi),i = 1,2. A relation

7
R C X; x Xy is said to be an InitSOP alternating
bisimulation relation between 77 and 715 if

1)a) V33170€X170\Sl,§|$270 6X270\SQ : (1‘170,58270)61‘2
b) VQSL()EXl’QmSl,E'J?Q’o EXQ,OQSQ : ($170,$270)ER;
c) V$270€X270\52,3$1,0 EXLQ\Sl : ( )ER
d) Vl‘zoEXQQﬁSQ,Hxl)oeXl}oﬂsl : ( )ER

2) V(S(}l,l'g) cR: Hl(l‘l) = HQ(:L'Q);

3) for any (x1,z2) € R, we have

21,0, 22,0
21,0, 22,0

a) Vul S U1 (1[,’1), E"LLQ S UQ(SEQ), VSEQ&LL‘Q, E'l’ll'l'/l
such that (z}, %) € R;
b) V’U,g S UQ(J?Q), H’U,l clU; (1‘1), Vl‘llhﬁll, 3$2£>$/2
such that (z},z}) € R;
¢) Va, —» !, 3wy —» 2 such that (z,25) € R;
d) Voy —2» f), 321 —» &/ such that (2}, 25) € R.
We say that 77 is InitSOP alternatingly bisimular to 7%, de-
noted by T3 %QOSP T5, if there exists an InitSOP alternating
bisimulation relation between 77 and T5.

Then we have the following result that follows directly
from Theorem 1. It shows that, if T} 21]4%13 T5, then the
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(b) Ty

Fig. 3. T %I{‘OSP To, where both T7 and T can be enforced to be
initial-state opaque.

opacity enforcing control problem is solvable for 75 if and
only if it is solvable for T7.

Theorem 2: Let 17 and 15 be two LTSs, where T, =
(Xi, Xi0,5:, U, — , Y H;),i = 1,2, and suppose that
T, =LQF T,. Then there exists a controller 7, that enforces
initial-state opacity for 73, if and only if, there exists a
controller 77 that enforces initial-state opacity for T5.

We illustrate the notion of InitSOP alternating bisimulation
relation by the following two examples. The first example
shows that, although Definition 5 is a strong condition, it
may still obtain a fairly succinct abstraction.

Example 4: Let us consider LTSs 77 and T shown in
Figures 3(b) and 3(a), respectively, where Ty =27 T, and
both T} and T5 are not initial-state opaque. Specifically, one
can readily verify that the following relation is an InitSOP
alternating bisimulation relation from 73 to 75

(%1,0,72,0), (T1,1,72.1), (1,1, T2.4), (1,1, T2.7),

(xl,Qa x2,2)7 ($1,27 x2,5)7 (x1,27 x278)7 ($1,37 x2,3)7
(21,3, 72,6), (1,3, T2,9), (21,3, 72,10))

For Tj, it is easy to design a controller 7, enforc-

ing initial-state opacity, e.g., by eliminating the transition

Rip=

1,2 . 21,2. Hence, we can refine this controller to
enforce initial-state opacity for the original system 75. Note
that the original system 75 is more complicated with more
states and transitions compared with 77. This example shows,
under the InitSOP alternating bisimulation relation, we may
still earn a succinct abstraction. It also shows that the relation
is effective in the nondeterministic systems that we are
interested in. n
The next example shows that we can conclude that the
opacity enforcing control problem is unsolvable for the
original system if it is unsolvable for the abstract system.
Example 5: Let wus consider LTSs 77 and 75
shown in Figures 4(b) and 4(a), respectively, where
T, =P T, and both Ty and T, are not initial-state
opaque. Specifically, one can readily verify that R, =

2 1 2 1 2 1 2
(@) Tz (b) Th
Fig. 4. T %Q%P Ts, where both 77 and T5 cannot be enforced to be

initial-state opaque.

(a) To (b) Th

Fig.5. Ty %‘{Q%P T>, where both T and T% are not infinite-step opaque,
and arbitrarily one of their controllers cannot be refined to enforce each
other infinite-step opaque.

{(361,0, $2,0), (901,17 362,1)7 (371,07 962,2), (1‘1,1, $2,3)7 (331,1, $2,4)}
is an InitSOP alternating bisimulation relation between T}
and T5. As we have discussed earlier in Example 3, T}
cannot be enforced to be initial-state opaque. Therefore,
by Theorem 2, we know that the original system 75 also
cannot be enforced to be initial-state opaque. [ ]

V. INFINITE OPACITY-PRESERVING RELATION

In the previous section, we have discussed how to modify
the standard alternating (bi)simulation to preserve initial-
state opacity. In this section, we further extend our result
to the case of infinite-step opacity.

First, we show by the following example that InitSOP
alternating (bi)simulation does not preserve infinite-step
opacity enforcement after control refinement.

Example 6: Let us consider LTSs 77 and T shown in
Figures 5(b) and 5(a), respectively. We have Ty =27 T,
under InitSOP alternating bisimulation relation 12 =
{(xl,o, xz,o), (961,17 $2,1), (371,2, 962,2), (1‘1,3, 372,3)7 ($1,4, $2,4),
(I1,5,$2,5)7 (I1,67I2,6), (I1,77l”2,7)}~

Note that neither of them are infinite-step opaque. For
example, if the self-loop transition at state 21 7 occurs more
than once, then we knows for sure that 7) is/was at the
secret state. To enforce infinite-step opacity, we can design a
controller eliminating transition x1 7 —— x1,7 for T;. The
reﬁnem%nt of this controller will then eliminate transition
297 — x2,7 for Ty. However, this does not enforces
infinite-step opacity for 75 as transition x4 LN o4
violates infinite-step opacity in 7. Similarly, we can show
that a controller that enforces infinite-step opacity for T does
not enforce infinite-step opacity for 73 after refinement. M

Therefore, in order to handle infinite-step opacity, we
further strengthen the definition of InitSOP alternating sim-
ulation relation to infinite-step opacity preserving (InfSOP)
alternating simulation relation as follows.
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Definition 6: (InfSOP Alternating Simulation
Relation) Let Ty, T be two LTSs, where T, =
(X%Xi’msi,Ui, ,Y, Hi),i = 1,2 A relation

R C X7 x X5 is said to be an InfSOP alternating simulation
relation from 717 to 15 if

1)a) VZ‘LQ S X170,3$2,0 € XQ,O : (1‘170,.1‘270) € R;

b) Vo10€X1,0\S1,3r20€ X009\ 52 1 (21,0, 72,0) ER;
¢) Vao0€Xp0NS2,3w10€X1,0NS2 & (T1,0,72,0) ER;

2) Y(z1,22) €R : Hi(z1) = Ha(z2);

3) for any (z1,72) ER,

a) Yu; € Ul(l‘l),HUQ S UQ(J}Q),VZ‘Q 2, .%‘/2 € Sy,
Iz, —» ' €8) such that (), z}) € R;
b) Yu; € Ul(xl), Jusy € UQ((EQ) : Voo 2 {,C/Q € Xy \SQ,
Jz; —» x4 € X, \ Sy such that (), z}) € R;
Q) Vo, — s x) € 81,3z, 2, x € Sy such that
(2}, z}) € R;
d) Vo, — 2} e Xy \ Sy, w0 —2» 2he X5\ Sy such
that (2}, z5) € R.
We say that T is InfSOP alternatingly simulated by 75 (or
T, InfSOP alternatingly simulates 71 ), denoted by T} 5114];019
T, if there exists an InfSOP alternating simulation relation
from 717 to T5.

Intuitively, Definition 6 strengthen Definition 4 by fur-
ther specifying what transitions can be matched in the
(alternating) simulation type conditions, i.e., condition 3).
Particularly, conditions 3)-a) and 3)-b) in Definition 6 to-
gether imply condition 3)-a) in Definition 4. Therefore, an
InfSOP alternating simulation relation is still an alternating
simulation relation. Moreover, it further requires that for any
transition that goes to a secret state (resp. non-secret state)
in 73, its matching transition should also go to a secret
state (resp. non-secret state) in 7). The same requirement
for conditions 3)-c) and 3)-d) in Definition 6, which together
imply condition 3)-b) in Definition 4.

The following theorem shows that InfSOP alternating
simulation relation indeed preserves infinite-step opacity.

Theorem 3: Let 11,75 be two LTSs, where T; =
(Xi, Xi0,5:, U, — , Y H;),i = 1,2, and suppose that

T jﬁ{;op T5. Then for any controller 7. that enforces
infinite-step opacity for the abstract system 77, the refined
controller T;..y = Tt x T} also enforces infinite-step opacity
for the original system 75.

Similar to the case of InitSOP alternating bisimulation
relation, we can also define InfSOP alternating bisimulation
relation by symmetrizing Definition 6 to preserve infinite-
step opacity for both directions.

VI. CONCLUSION

In this paper, we investigated abstraction-based synthesis
of opacity-enforcing controllers using alternating simulation
relations for labeled transition systems. We proposed a new
concept called opacity-preserving alternating (bi)simulation
relation that preserves opacity during the abstraction. We
investigated this concept for both initial-state opacity and
infinite-step opacity. Using the proposed approach, one can

first synthesize an opacity-enforcing controller based on the
abstract system and then refine it back to controller enforcing
opacity of the original system.
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