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Enforcing Opacity in Discrete Event Systems via
Delayed Observations
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and Xiang Yin

Abstract—Artificially introducing a delay in the observa-
tions of a system can be an effective mechanism to mask
the system itself, with the goal to increase its opacity and
thus its security. This letter investigates opacity in discrete
event systems with delayed observations. We focus on two
questions: how to verify opacity under delayed observa-
tions, and how to synthesize sensor activation policies
that guarantee opacity under such delayed conditions.
To address these questions, we first introduce the defi-
nition of opacity under delayed observation and develop
a corresponding verification method. We then extend
such analysis tool into a synthesis tool by proposing
an optimization approach for designing sensor activation
policies guaranteeing opacity under delayed observations.
An example is used to illustrate the analysis and synthesis
procedures.

Index Terms—Discrete event systems, opacity, delayed
observations, sensor activation, optimal policy.

[. INTRODUCTION

AINTAINING security and privacy of a system is

important in many scenarios. In the context of partially-
observed discrete event systems (DESs), opacity has been
proposed to guarantee that some secret state of the system
remains hidden to inference from outside [1]. A system is
opaque if, for every execution that reaches a secret state, there
exists another execution with an identical set of observable
events that does not reach a secret state: this way, it is
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not possible to unambiguously determine if the system is
in a secret state. Opacity of DESs has received significant
attention [2], with potential applications spanning several
domains [3]. Despite the various mechanisms to enforce
opacity [4], [5], [6], [7], [8], [9], [10], none of these exploits
the fact that artificially introducing delayed observations (e.g.,
on a system that originally is not opaque) can help to make the
system opaque. In these contexts, a defender may artificially
introduce a delay in the sensors of the system to safeguard
some secret states to an eavesdropper.

This letter aims to cover this gap: we consider opacity from
the perspective of a defender who can artificially introduce a
finite delay K in the observations so as to mask the system
to an eavesdropper. We investigate two problems: i) Analysis:
how to verify opacity when a delay is introduced in its
observations? ii) Synthesis: how to synthesize (and possibly
optimize) a sensor activation policy that guarantees opacity?
To analyze the effect of delayed observations, we extend the
framework in [11], which is based on recording the delay of
key events that help the verification of system properties [12].
To synthesize an opaque system, we extend the dynamic
mask synthesis in [13], also referred to as dynamic sensor
activation, and the framework of most permissive observer
n [14]. The observation is dynamic when the sensors can
be dynamically activated or not depending on the current
observation [15], [16].

Given the above analysis and synthesis problems, this letter
provides the following contributions. We address the analysis
problem by introducing a definition of opacity under delayed
observations, named K-delayed opacity. Building on this defi-
nition, we propose a delay observer structure to capture opacity
under dynamic and delayed observations, and we develop a
corresponding verification method. We address the synthesis
problem by proposing a new container structure tailored to
delayed observations. This container structure encompasses all
sensor activation policies that guarantee K-delayed opacity,
enabling the selection of an optimal policy according to
a criterion defined in this letter. Let us mention that the
proposed K-delayed opacity should not be confused with
K-step opacity [1], a notion that cannot address delayed
observations.

The remainder of this letter is organized as follows.
Section II introduces partially-observed DESs under dynamic
observation. Section III presents the definition of K-delayed
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opacity and the delay observer for verification. Section IV
addresses the synthesis problem. Section V concludes this
letter.

[1. PRELIMINARIES

We start by recalling the basic formalism of automata. The
finite event set £ in DESs is modeled as an alphabet, so
that a finite sequence of events in E can be described as the
concatenation of a string of words in the alphabet. A language
is a set of event strings formed from the alphabet E. Let E*
denote the set of all finite strings over E, also known as Kleene
or star closure [17]. For any string s € E*, the length of s
is denoted by |s|. The empty string is denoted by €, with
le| = 0. The prefix-closure of a language L is defined as L =
{s € E*|3r € E*, s.t. st € L}. A language L is said to be
prefix-closed if L = L. We assume the language L to be live:
Vs € L,3e € E, s.t. se € L. In other words, any string in L
can be extended to arbitrary length.

Automata are a fundamental framework for manipulating
languages. Consider a finite automaton defined as

G=XE a, Xp), (1)

where X is the set of N finite system states, E is the set of
finite events, & : X x E* — 2X is the transition function that
describes the transition of an event string, and Xo C X is the
set of initial states. The language generated by G is denoted
by L(G) = {s € E*|a(xp, s)! Ix € Xp}, where ! means that
the function is defined. For any s € £(G), let us denote for
brevity a(s) = {a(x, s) | x € Xo}. The accessible part of G is
the set of states {x € X | 3s € L(G), s.t.x € a(s)}.

A partially-observed DES is said to have dynamic obser-
vation when the observability of the events can be controlled
by a sensor activation policy that depends on the current
observation. We divide the event set E into the observable
events E, and the unobservable events E,,. A sensor activation
policy is defined by the pair 2 = (R, ®), where R =
(O, E, w, qp) is a deterministic automaton that satisfies L(R) =
E*, with Q the set of policy states and w : Q x E* — Q
the sensing transition function. For each ¢ € Q, ®(q) €
2Fo specifies the sensing decision, which determines the set
of events monitored at ¢g. To ensure that 2 is feasible, the
following feasibility condition [18] must be satisfied:

Vg.d € Q.e€E:w(g.e)=4q ., [qg#4 = ec O] (2

representing that sensing transitions in R occur only upon the
observation of events. This aligns with practical situations in
which unobservable events cannot trigger sensing transitions.

Let us introduce a projection operator to obtain the obser-
vation of an event string: Vse € E*,

_ _ JPa(s)e, if e € O(w(s)),

PQ(G) =€, PQ(Se) - {PQ(S), lf e ¢ @(w(s)) (3)
The projection operator Pg, can also be applied to a language,
that is, VL C E*, Po(L) = {s € E}|35' € L, s.t. s = Pa(s')}. In
other words, for any system trajectory s € £(G), O(w(s)) and
Pq(s) return the current sensing decision and the observation

under €2, respectively. Using Pgq, the feasibility condition (2)
can also be stated as

Vs,s' € L(G), Pa(s) = Pa(s) = o) =w(s), @)

implying that when two system trajectories are indistinguish-
able, they must result in the same sensing decision.

Given Pgq, we consider the operation ¢, : £(G) — L(G)
to handle delayed information: Vs € £L(G),

(5 ={s" €513 €5:15'| = Is| —n,s.tPo(s") = Pa(s)}, (5)

where n € N is the number of delay steps. Intuitively, {Pq(s") |
s" € SA|s'| > |s|—n} represents the set of possible observations
that eavesdroppers may receive with delay after the occurrence
of s, and ¢5(s) collects all prefixes of s that yield the same
observation under 2 as an element in this set.

Example 1: Throughout this letter, we consider the automa-
ton G in Fig. 1(a) describing a simplified location-detection
problem. The state set X = {0,1,2,3} corresponds to
N = 4 locations, while events e; and e denote detection
signals received from sensor 1 and sensor 2, respectively,
with E = E, = {ej,ez}. Consider the sensor activation
policy €2 shown in Fig. 1(b), describing that sensor 2 is kept
continuously active. Given the string ejep, we have ©(0) =
{e2), Palerer) = e, (h(eren) = {erea} and gh(erer) =
{6,61,6162}. [ |

I1l. OPACITY WITH DELAYED OBSERVATIONS

In this section, we propose an opacity concept called
K-delayed opacity, which incorporates artificially introduced
delays as a mechanism for protecting the secret states.

A. K-Delayed Opacity

Let us first recall the notion of opacity.

Definition 1 (Opacity [1]): Given a system model G in (1)
with a set of secret states Xg¢ C X and a sensor activation
policy €2, the live language £(G) is opaque w.r.t. Xg and Pg
if Vs € L(G) : a(s) C Xg,

35’ € L(G) : Pa(s') = Pa(s), st afs') Z Xs. (6)

In other words, an opaque system is such that for any event
string that leads to a secret state, there exists another string
with the same observation leading to a non-secret state.

Example 2: Let the set of secret states of G in Fig. 1(a)
be Xs = {2,3}, representing that the defender wishes to
protect the information of the current location being in
states 2 or 3. Let the sensor activation policy Q2 be as in
Fig. 1(b). Since a(e1e2) = {2} C X5, a(ejeze;) = {3} C
Xs and {s" € L(G) | Pa(s') = Pa(e1e2)} = {e1e2, e1eze1}, we
have that £(G) is not opaque w.r.t. Xs and Pg. Note that the
transition (1, ez, 2) is key to an eavesdropper to know that the
system will be in secret states until the next e; is observed. l

A system lacking opacity may become opaque when
introducing an observation delay, motivating the following
definition.

Definition 2 (K-Delayed Opacity): Given a system model G
in (1) with a set of secret states Xg C X and a sensor activation
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Fig. 1. (a) System model G, with secret states Xg = {2, 3} marked in
blue; (b) Sensor activation policy €2, maintalnm’g sensor 2 continuously

active; (c)-(d) Delay observers OK‘ (G) and (9 (G) with delay K1 = 1
and Ko = 2.

policy 2, the live language £(G) is K-delayed opaque w.r.t.
Xs and Pq if Vs € L(G) : |s| = K A a(s) C Xg,

35’ € L(G) : Pa(s) € Pa(¢5 (). sta(s) £ Xs. ()

If (7) holds, the string s cannot be distinguished from
another string s’ that does not lead to secret states under
delayed observations. Thus, none of the events required to
unambiguously determine if the system is in a secret state can
be received timely by the eavesdropper.

As K increases, the strings that cannot be distinguished from
the string s : a(s) € Xs become more. It can be verified
from (7) that K’-delayed opacity = K-delayed opacity when
K > K, i.e., larger delay increases opacity. Clearly, opacity
implies K-delayed opacity

B. Delay Observer

Similar to opacity, verifying K-delayed opacity cannot be
accomplished by examining all possible string of events of
a system. It is essential to incorporate delay information
in a verification method. We incorporate delay information
via a delay observer: we stress on the fact that existing
delay observers based on recording the delay of at most one
observable event [12] cannot be applied to the scenario under
consideration, where multiple delays within an observation
may need to be recorded. Such difference requires to extend
the delay observer structure.

The following deterministic observer structure is proposed

OK(G) = (Y, E,, B,0), ®)

where Y e 2Xx(ZU{ooh) Q is the observer state space,
with Z the set of integers. For notational convenience, let
us decompose each y € Y as y = (I(y), D(y)). Namely,
I(y) € 2Xx(@Ul>) represents the state estimation set: for
any (x,u) € I(y), the system state x is assigned with
a delay value u counting the maximum number of steps
before receiving the key events (i.e., the observable events
allowing to distinguish the states in Xg from other states).
Meanwhile, D(y) € Q specifies the current sensing decision
O(D(y)) € 2Fe. For a state set ¢ C X and a sensing decision
0 C E,, denote ¢(t,0) = {x € X | I € 1,5 € (E\
0)*, s.t.a(x',s) = x}, representing the set of states that can
be reached unobservably from a state in ¢ under the sensing
decision 6. The transition function 8 : Y x E, — Y and the
initial state yp in (8) are constructed as in Algorithm 1. Two
recording procedures are proposed to handle the transitions

Algorithm 1: Construction of the Delay Observer (’)g (G)

Input: G = (X, E, o, Xp),R=
(0, E, w, q0), ©, K, E,, Xs;

Output: O (G) = (¥, E,, B, y0);
1 yo < (4, q0); ug < oo;
2 if ¢ (Xp, E,) C X5 then
3 ‘ ug < K;
4 for xg € Xp do
s | I(yo) < I(yo) U (x0, up); REC-UNOBS (X0, U0, Y0);
6 Y < {yo}; REC-OBS(y0);
7
8
9

Return O (G);
Procedure REC-UNOBS(x, u, y)
for e € E\ ©O(D(y)) : a(x,e)! do

10 for X' € a(x, e) do

1 if 0 < u < oo then

12 | W —u—1;

13 else

14 N7

15 if (', u’) ¢ I(y) then

16 1(y) < 1(y) U{(, u)};
17 REC-UNOBS(X, i/, y);

18 Procedure REC-0BS(y)

19 1< {xeX|(xu €l ERC « ¢,

20 for e € ©(D(y)) do

21 Fe—{xeX | e, st.xeal,e)l;
2 | if ¢(*, O (D(y), e)) C Xs then

23 | EReC « EReC U (e}

4 | Y < (B, 0Dy),e);

25 for (x,u) € 1(y) do

26 for e € O(D()) : a(x,e)! do

27 if u = 0o A e € ER® then

28 | W < K;

29 else if ¢ ¢ ERC then

30 | oo

31 else

32 | W —u—1;

33 for X' € a(x, e) do

34 if (', u’) ¢ I(y°) then

35 1°) < 10°) U (X, u)};
36 REC-UNOBS(X, i/, y°);
37 for e € ©(D(y)) do

38 Add B(y,e) =y to Oq(G);
39 if y° ¢ Y then
40 | Y < YU{)}; REC-0BS()*);

involving unobservable and observable events, respectively.
Specifically, REC-UNOBS(x, ©, y) appends a delay value to
each system state, storing the result in /(y). Meanwhile,
REC-0BS(y) identifies new transitions and observer states,
where the delay values are appended to the next initial system
states.

Note that for any (x,u) € I(y), there always exists
s € L(G) : x € a(s) such that y = B(Pgq(s)). If there exists
another state (X', u') € I(y), then there exists s € L(G) : X' €
a(s’) such that Pq(s) = Pq(s’). For each s € L(G) : a(s) C
X, the delay observer OX o(G) records the delay of the events
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in E, that help to distinguish s from the system trajectories
s € L(G) : a(s') € Xs. A delay value “0” indicates that the
observation allowing to distinguish the states in Xg from other
states has been received. In line with existing observers [17],
also the observer in Algorithm 1 has worst-case complexity
0(2*), where N is the number of system states.

C. Verification of K-Delayed Opacity

For the delay observer (’)g (G) = (Y, E,, B,y0), define the
verification function v : ¥ — {O, T} as follows: Vy € Y,

0, iftVx,u)el@y),u>0;

Vo) = { T, otherwise, ®)

where O stands for ‘opacity’ and 7 for ‘transparency’.
Verification of K-delayed opacity is along the following result.

Theorem 1: Given a system model G in (1) with secret state
set Xg C X, let 2 be a sensor activation policy and Og (G)
be the delay observer built via Algorithm 1. Then, £(G) is
K-delayed opaque w.r.t. Xg and Pgq if and only if

Vye Y, ¥ () = 0. (10)

Proof (Sufficiency): Suppose that (10) holds. Then, for any
s € L(G) such that |s|] > K, ¥ (B(Pq(s))) = O, that is,
V(x,u) € B(Pq(s)),u > 0. We claim that there exists sy €
S 1 |8] — |Seo] < K such that

Ax, u) € I(B(Pa(5x))), St U = 00. (11)

Suppose on the contrary that such a string s, does not exist.
Then, V¢ € s:|s| — |t| < K,

V(x,u) € B(Pq()),u <K.

According to the recording strategy in Algorithm 1 (cf. lines
11-14 and lines 27-32), the delay value u < oo will be updated
to u—1 at each step and will become O within K steps, resulting
in a contradiction.

Note that the existence of so € § satisfying (11)
implies that there exists a string s € L(G) such that
Pq(s") = Pqo(seo) and a(s”) € Xg (cf. lines 19-23 and lines
29-30). By |s| — |seo|l < K, we have so € gg(s), implying
Pq(s") = Pa(seo) € PE, (Cg(s)). Hence, (7) holds for any s €
L(G) : |s| = K. We conclude that £(G) is K-delayed opaque
w.rt. Xs and Pg,.

(Necessity): Suppose that £(G) is K-delayed opaque w.r.t.
Xg and Pg. We will show that for any s € L(G), x € a(s), the
delay value of x will always be greater than 0.

We first consider the set of string {s € L(G) | |s|] < K}.
In Algorithm 1, the delay value of each initial state is oo or
K. According to the strategy of delay record (cf. lines 11-14
and lines 27-32), the delay value of each state x € a(s) will
remain greater than O within K — 1 steps. We now show that
for any s € L(G), if (6) holds for s = s, then the delay
value of any x € o(se) is 0o. Denote soo = speps; such
that Pg(soeg) = Pq(sw) and egp € O(w(sp)). According to
the recording strategy for state estimation set not contained in
Xs (cf. lines 19-23 and lines 29-30), the delay value of any
x € a(speg) is co. Since Pq(speg) = Pq(sso), We have that
the delay value of any x € a(sx) remains oo (cf. lines 9-14).
Hence, for any so € L£(G) such that (6) holds with s = s,
the delay value of the states in a(s) is oco. Finally, since

L(G) is K-delayed opaque w.r.t. X5 and Pg, (7) holds for any
s € L(G) : |s| = K A a(s) € Xg, implying that there exists
Soo € 5 : || — |Seo| < K such that (6) holds for s = 5. Then,
the delay value of any state xoo € @(Sxo) 1S 00. According to
the strategy of delay record (cf. lines 11-14 and lines 27-32),
the delay value of the states in «(s) will remain greater than
0 starting from (x, 00) within K steps.Hence, for any y € Y
and (x, u) € y, we have u > 0, implying ¥ (y) = O, i.e., (10)
holds.

Example 3: Let us introduce delay K1 = 1 or K = 2
in the observations of system G in Fig. I(a). Algorithm 1
returns the delay observers Olbf; (G) and ng (G) shown in
Fig. 1(c) and Fig. 1(d), where the delays of the key transition
(1, e3,2) are recorded. Usir’1<g (9) in Theorem 1, we have
v({(2,1),(3,0)}) =T for Oy (G) and ¥ (y) = O,Vy € Y, for
ng (G). Hence, L(G) is not K-delayed opaque with K = 1,
but it is K-delayed opaque with K = 2 wurt. X5 and Pg.
Hence, system G originally lacking opacity (cf. Example 2)
exhibits K-delayed opacity with K = 2. ]

IV. SYNTHESIS AND OPTIMIZATION OF SENSOR
ACTIVATION PoLICY

Instead of a given sensor activation policy, it might be
desirable to design the sensor activation policy, e.g., balancing
between acquiring information and preserving secrecy. In this
section, we aim to design a policy that monitors as many
events as possible while guaranteeing opacity of the system.
To formalize this objective, for two sensor activation policies
Q1 = (R1,01), Q2 = (Ry, ®3), we write Q] C Q, if Vs €
E*, ©1(w1(s)) C Oz(wn(s)), and Q) C Q0 if Q) # Q). We
are now in a position to formulate the problem.

Problem 1: Given a system model G in (1) and a delay K,
let X5 C X be the set of secret states. Find a sensor activation
policy  such that

i) L(G) is K-delayed opaque w.r.t. Xg and Pg;

ii) there exists no other policy © such that Q C Q and £(G)
is K-delayed opaque w.r.t. Xg and Pgq.

To solve Problem 1, we leverage the verification function
in (9), extending the delay observer structure to facilitate the
application of Theorem 1 throughout the optimization process.
For the system model G in (1) and the verification function
¥, let us define the following container automaton

05 (G) = (Yy, Eo, By Yy.0),

with state space Yy € 2X*(ZUD x 2Fo Similar to (8), let us
decompose each y € Yy as y = (I(y), Dy (), where 1(y) €
2Xx(ZU{ooD) represents the state estimation set with delay value,
and Dy (y) € 2Fo represents the current sensing decision. The
transition function By : Yy x E, — 2% and the set of initial
states Yy o in (12) are constructed in Algorithm 2. We stress
that, instead of a sensor activation policy, the new structure is
based on the verification function v, that is,

Vye Yy, ¥(y) =0,

where the domain of the verification function ¥ is extended
to include Yy with a slight abuse of notation. Note that (13)
is reflected in lines 9-11 and lines 39-42 of Algorithm 2.
While REC-UNOBS is as in Algorithm 1, a new procedure
REC-0BSy is proposed to traverse the state space and record

12)

(13)
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Algorithm 2: Construction of (’)g(G)

Input: G = (X, E, o, Xp), ¥, K, E,, X5
Output: OF(G) = (Yy, Eo, By, Yy.0)
Yv,’() /K Y]/, /K
for 0 € 2F2 do
5)8 <~ (@,0); ugp < oo;
if ¢ (Xp, 6) C Xg then
‘ uy < K;
for xp € Xy do
1) < 1G) U {(xo, uo)};
REC-UNOBS(x0, 4o, 5);
if () = O then
Yy < Yyo Uik Yy < Yy UGHL
REC-O0BSy (7§);
while 3y € Yy, 1 (x,u) € [(y), e € Dy (y), s.t. [a(x, e)!
and By (y, e) is undefined] do
13 ‘ Yy < Yy \ {y}; Take the accessible part of (9{; (G);
14 Return (’){g (G);

15 Procedure REC-OBSy ()
16 Lt < {xeX|(xuelyl;
17 for 6 € 2F° do

18 ‘ Egec <~ 0

19 for e € Dy (y) do

e X N AN R W N -

-
=

o
[ S

20 e {xeX | e, xeal,e)};
21 | for 6 € 2Fo do

22 if ¢(1*,0) C Xg then

23 ‘ Egec <« EeRec U {e};

24 70 < (@, 0);

25 for (x,u) € I(y) do

26 for e € Dy (y) : a(x,e)! do

27 for 0 € 2E0 do

28 if u =00 Ae e EX then

29 | W <K,

30 else if ¢ ¢ Egec then

31 ‘ u? <« oo;

32 else

33 | W —u—1;

34 for X' € a(x, e) do

35 if (7, u?) ¢ 1(5°7) then

36 1G99 < 1G°°) U{, u));
¥ REC-UNOBS(X, u?, 79%);

38 for e € Dy (y) do

39 | for 6 €2 : (3% =0 do

40 Add By (3, e) =37 to Of(G);

4 if %% ¢ Y, then

4 ‘ Yy < Yy U{5¢%}; REC-0BSy (9);

the delays until state y € Yy is such that ¥ (y) = T. The final
step of Algorithm 2 (cf. lines 12-13) removes states where no
feasible sensing decision exists to enable further transitions.

Note that O{;(G) is a nondeterministic automaton. A deter-
ministic automaton contained in (’)g (G) can be obtained by
choosing one initial state and by making one sensing decision
at each transition. To formalize the reasoning above, we now
establish that Oi (G) collects all possible sensor activation
policies guaranteeing K-delayed opacity.

Algorithm 3: Sensor Activation Policy Optimization
Input: O{Z (G);
Output: Q© = (R, ®) with R = (Q, E, w, q0);
Find yg € Yy o satifying V)_)E) € Yy 0, Dw()_lé)) Z Dy (3o);
i < 0; Yo(o) < i3 ©U) < Dy (yo); qo < i;
ADD(o, 2, 05 (G));
for g € O do
for e e E\{e € E | w(q,e)!} do
| Add w(g,e) =g to R;
Return $;
8 Procedure ADD(Y, Q, Og (G));
9 forecE, : By(y,e)! do

N N AW N -

10 Find y' € By (3, e) satisfying that
Vi € By (3, €), Dy (V') & Dy (7");
1 if ¥o(y) € N then
12 | Add 0(Wo(3), €) = Yio(¥) to R;
13 else
14 i< i+1; Yo(y) < i; O®) < Dy (V);
15 Q < QU {i}; Add w(Yg(y),e) =ito R;
16 ADD(Y, 2, Og(G));

Definition 3: Given a sensor activation policy 2 and a
verification function v, the delay observer Og(G) is said to
be contained in (911; (G) if Vs € L(G),

I(B(Pa(s))), O(w(s))) € By (Pals)). (14)

Lemma 1: The delay observer Og (G) is contained in
Og(G) if and only if (10) holds.

Proof (Necessity): Suppose that Og (G) is contained in
05(G). Then, (14) holds for any s € £(G). By (9) and (13),
we have ¥ (8(Pq(s))) = O, implying that (10) holds.

(Sufficiency): Suppose that (10) holds. Since ¥ (yo) = O,
there exists yo € Yy such that I(yp) = I(yo) and
OMD®(yo)) = Dy(Qo) (cf. lines 1-6 of Algorithm 1 and
lines 2-11 of Algorithm 2). Suppose that (14) holds for a
string s = § € L(G). We now consider an ¢ € E
such that a(s’e)!. In case e ¢ O(w(s")), we directly have
that (14) holds for s = se since Pq(s’) = Pq(s'e) and
w(s') = w(se). In case e € O(w(s)), let us denote
y = ([(B(Pa(s))), O(w(s))) and evaluate REC-OBSy (y) in
Algorithm 2. First, lines 16-24 return (4, ®(w(s’e))). Then,
lines 25-37 return y¢ = (I(B(Pq(s'e))), O(w(s'e))) based on
O(w(s'e)) (cf. lines 25-36 of Algorithm 1). By (9), since
Y (B(Pa(s))) = O, we have ¥ (3°) = O, implying that y¢ is
added in Yy (cf. lines 38-42). Since y° € By (3, ), ¥ will not
be eliminated (cf. lines 13-14). Hence, (14) holds for s'e. By
induction, we conclude that Og(G) is contained in (91’; (G).

To find an optimal policy  based on Og(G), Algorithm 3
applies a greedy strategy at each transition in O’J(G) to
determine the sensing decision. The idea is to maximize the
monitored events while guaranteeing K-delayed opacity. The
following result shows that this greedy strategy returns a policy
that solves Problem 1.

Theorem 2: Algorithm 2 and Algorithm 3 solve Problem 1.

Proof: First, we show that Algorithm 3 will produce a non-
empty output whenever Problem 1 admits a solution. Suppose
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activation policy € in Fig. 2(b). Note that in Fig. 2(a), redun-
{(3,1)}, e ({{Ooo";’}) ez {(21)}, dant sensing decisions (representing that some events being
{es,e2} {es} {es,e2} monitored cannot happen at the current step) are omitted. By
e; Theorem 3, Q2 in Fig. 2(b) solves Problem 1.
€2 V. CONCLUSION
€7 This letter has investigated opacity of discrete event systems

{(0,00)}, €;

{er.ez}

{(1,00)},

{erez}

@ O51(G)

()

Fig. 2. (a) Container (’)‘I;1 (G) (with greedy strategy marked in red),
collecting all possible sensor activation policies guaranteeing K-delayed
opacity with K = Ky; (b) Optimal sensor activation policy €2 built with the
marked container states.

that Problem 1 has a solution Q. Then, Og(G) is contained in
(’)g(G) by Theorem 1 and Lemma 1 since £(G) is K-delayed
opaque w.r.t. Xg and Pg. Hence, Algorithm 2 will produce
a non-empty (9{; (G), which guarantees that Algorithm 3 will
produce a non-empty output, as $2 can be constructed directly
from the states in (’)5 (G) (cf. lines 1 and 10 of Algorithm 3).

Let Q be the output of Algorithm 3. Next, we show that
such € indeed constitutes a solution to Problem 1.

We first check condition i) in Problem 1. Since 2 is built
directly with corresponding states in Og(G) (cf. lines 1-2
and lines 10-15 of Algorithm 3), we have that Og(G) is
contained in (’)g(G). Then, by Theorem 1 and Lemma 1, £(G)
is K-delayed opaque w.r.t. X5 and Pg.

We then check condition ii) in Problem 1. By contradiction,
suppose there exists Q' = (R, ®") with R' = (Q', E, o', q;)
such that Q@ < € and L£(G) is K-delayed opaque
w.rt. Xg and Pg. Then, by Theorem 1 and Lemma I,
086 = (Y E, B,y is contained in Of(G). Since
Q C €, there exist two cases: O(w(€)) C O (' (€))
or O(w(e)) = O ((€)). In the first case, O(w(e€))
cannot be selected in line 1, contradicting the fact that
Q is the output of Algorithm 3. In the second case,
there exists s € L(G) such that O(w(se)) C O'(w'(se))
and for any s € 5 O(w(s)) = O ((s)). Denote
y = U(B(P5(5))), O((5)) = (B (Per(5))), O (' (5))).
Since (’)g(G) and OX,(G) are contained in Og (G), we have
y € By (Pa(s)). Then, since O (w(se)) C O'(w'(se)), we have
that (I(B(Pg(se))), O(w(se))) € By (y,e) cannot be selected
in line 10, contradicting the fact that Q is the output of
Algorithm 3. Hence, there exists no other policy €2 such that
Q c Q and L(G) is K-delayed opaque w.r.t. Xg and Pg. We
conclude that Q is a solution to Problem 1. |

Remark 1 (Non-Uniqueness of Solution): Note that
Problem 1 does not exclude the existence of more Q satisfying
1)-ii), meaning that the solution may be not unique. This
is reflected in the fact that yo and ¥* in lines 1 and 10 of
Algorithm 3 may be not unique.

Example 4: The sensor activation policy in Fig. 1(b) does
not achieve K-delayed opacity with K = K; = 1 (cf.
Example 3). To design a sensor activation policy achieving
this, we obtain (9{;1 (G) in Fig. 2(a) from Algorithm 3. Then, a
greedy strategy is applied (marked in red) to obtain the sensor

under delayed observations. A novel notion of K-delayed
opacity has been introduced along with a delay observer
structure to enable verification. To synthesize and optimize the
sensor activation policy, a new container structure has been
constructed collecting all feasible sensor activation policies
that preserve K-delayed opacity. The perspective adopted in
this letter is the one of a defender trying to mask the system
to an eavesdropper. An interesting point for future work is to
adopt the perspective of the eavesdropper.
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