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On Approximate Opacity of Stochastic Control
Systems
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Abstraci—This article investigates an important class
of information-flow security property called opacity for
stochastic control systems. Opacity captures whether a
system’s secretbehavior (a subset of the system’s behavior
that is considered to be critical) can be kept from outside
observers. Existing works on opacity for control systems
only provide a binary characterization of the system’s se-
curity level by determining whether the system is opaque
or not. In this work, we introduce a quantifiable measure of
opacity that considers the likelihood of satisfying opacity
for stochastic control systems modeled as general Markov
decision processes (JMDPs). We also propose verification
methods tailored to the new notions of opacity for finite
gMDPs by using value iteration techniques. Then, a new no-
tion called approximate opacity-preserving stochastic sim-
ulation relation is proposed, which captures the distance
between two systems’ behaviors in terms of preserving
opacity. Based on this new system relation, we show that
one can verify opacity for stochastic control systems us-
ing their abstractions (modeled as finite gMDPs). We also
discuss how to construct such abstractions for a class of
dgMDPs under certain stability conditions.

Index Terms—Approximate simulation relations, finite
abstractions, general Markov decision process (gMDP),
opacity, stochastic control systems.

[. INTRODUCTION

HE analysis and synthesis of security for cyber-physical
systems (CPS) have attracted considerable attentions over
the past decades due to the increasing information exchange
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in modern CPS. Various notions of security properties were
considered in the literature for the protection of CPS against
different types of attacks, which are typically classified into three
categories along the CIA mnemonic: confidentiality, integrity,
and availability [1], [2], [3].

This article is concerned with a confidentiality property called
opacity. In this problem, we assume that the system is monitored
by an outside eavesdropper (malicious intruder) that is modeled
as a passive observer. Opacity essentially characterizes the sys-
tem’s capability to conceal its secrets information from being
inferred by malicious intruders through the information flow [4],
[5]. The concept of opacity is known to be originally introduced
in [6] in the computer science literature to analyze security and
privacy performances of cryptographic protocols. Since then,
opacity has attracted extensive attentions in the discrete-event
systems (DES) community. Depending on how the systems are
modeled and what kind of secret the systems want to hide,
different opacity notions have been proposed in the context
of DES, including language-based notions [7] and state-based
notions [4], [8]. Building on the various notions, verification
and synthesis approaches were extensively developed for DES
modeled as finite-state automata [9], [10], labeled transition
systems [11], or Petri nets [12]. The applications of opacity can
be found in many real-world scenarios, including location-based
services, mobile robot systems, and web services; see [5] and
[13] for more details on the historic developments of opacity.

In more recent years, there has been a growing interest in
the analysis of opacity for dynamical systems with continuous
state spaces [3], [14], [15], [16]. Particularly, different from
the concepts of opacity appeared in DES literature, new no-
tions of approximate opacity were proposed in [14], which
are more applicable to continuous-space CPS whose outputs
are physical signals. This new concept provides a quantitative
evaluation of a system’s security level by taking into account
the imperfect measurements of external observations. After that,
various approaches have been proposed for the verification or
synthesis of controllers with respect to approximate opacity
for continuous-space control systems [14], [17], [18], [19]. In
all the aforementioned works, the definitions of opacity for
dynamical systems only provide a binary characterization by
simply reporting if the system is opaque or not. However, in
many security-critical real-world applications, such as air traffic
networks, infrastructure systems, robotic manufacturing, and
biological systems, the systems inherently exhibit stochastic
behavior due to the uncertainties and randomness in their opera-
tions and environments [20], [21]. Consequently, a binary char-
acterization of whether a desired property is satisfied becomes
inadequate and impractical. Given that the uncertainty affect-
ing system evolution results in varying likelihoods of different
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system trajectories, it is more reasonable to evaluate the proba-
bility of a system being opaque. In fact, in many real-world sce-
narios, a small likelihood of violating opacity may be tolerable.
Typical examples include the quantitative analysis of security
in cloud computing systems [22] and applications addressing
location privacy issues [23], both of which rely on probabilistic
quantification of opacity properties. In addition, when a system
is not secure in a nonstochastic sense, introducing a quantitative
notion of opacity and developing corresponding probabilistic
verification techniques allow us to assess the degree of satisfac-
tion or violation of the security property of interest. This ap-
proach can be instrumental in the early stages of system design.

Our contribution: In this article, we propose a new concept of
approximate opacity for stochastic control systems modeled as
general Markov decision processes (gMDPs) over continuous
state spaces. This new notion defines appropriate measures to
quantify opacity in a probabilistic setting. We consider two
basic types of opacity: initial-state and current-state opacity. In
particular, a notion of approximate initial-state opacity (resp.,
approximate current-state opacity) is proposed for gMDPs that
requires that any state run of the system should not violate initial-
state opacity (resp., current-state opacity) with a probability
greater than a threshold. Intuitively, the proposed new notions
of opacity can be regarded as the probabilistic counterparts of
the (qualitative) opacity notions in [14], which allows us to
quantitatively evaluate opacity for gMDPs. Based on these new
notions of opacity, we further propose a verification approach
for gMDPs using abstraction-based techniques. In particular,
new notions of opacity-preserving simulation relations are in-
troduced to capture the distance between two gMDPs in terms
of preserving approximate opacity. We show that one can verify
approximate opacity of a (infinite) gMDP by using its finite
abstractions (modeled as finite gMDPs) based on these relations.
In addition, we provide an approach to construct such finite
abstractions for a class of discrete-time gMDPs. For the finite
abstractions (finite gMDPs), we show that the verification of
approximate opacity can be effectively achieved by using value
iteration techniques.

Related works: In the setting of stochastic DES, there have
been several results in the literature that consider how to quanti-
tatively evaluate opacity by using probabilistic models [24], [25],
[26], [27], [28]. For example, different probabilistic notions of
current-state opacity were introduced in [24] for probabilistic
finite-state automata; this approach has been extended to handle
infinite-step and K-step opacity in [28]. In [26], a Jensen-
Shannon divergence-based measure was adopted to quantify
secrecy loss in partially observed stochastic DES. Probabilistic
measurement of opacity are also studied in [25] and [27] for
(partially observed) Markov decision processes. Nevertheless,
all the aforementioned works are restricted to stochastic DES
that evolves over discrete (finite) state spaces. In real-world
applications, however, the gMDPs are equipped with contin-
uous, and thus infinite, state sets. A suitably defined notion of
opacity together with efficient verification techniques are indeed
desirable in order to quantitatively evaluate the security level of
general stochastic control systems.

There has been an attempt to extend the notion of opacity to
stochastic control systems in [29]. Our results here differ from
those in [29] in the following directions. First and foremost,
the notion of opacity presented in [29] still provides a binary
(qualitative) characterization of opacity, whereas the one pro-
posedin this article is a quantitative probabilistic notion. Second,
we develop abstraction-based verification approaches for both

initial-state and current-state opacity here, whereas [29] only
investigates initial-state opacity. Finally, effective verification
algorithms are proposed here to verify different notions of
opacity for finite gMDPs, which was not investigated in [29].
Organization: The rest of this article is organized as follows.
In Section II, we introduce notations and necessary preliminaries
on gMDPs. In Section III, we propose new notions of approx-
imate opacity for gMDPs. Verification approaches tailored to
approximate opacity for finite gMDPs are presented in Sec-
tion I'V. Section V introduces new notions of opacity-preserving
stochastic simulation relations and discuss their properties. In
Section VI, we describe how to construct finite abstractions for
a class of stochastic control systems. A numerical case study
is provided in Section VII to illustrate the effectiveness of the
proposed results. Finally, Section VIII concludes this article.

Il. PRELIMINARIES

Notations: In this article, a probability space is written as
(Q, Fa,Pq), where (2 is the sample space, Fgq is a sigma-
algebra on (2 representing the set of events, and Pg : Fq —
[0, 1] is a probability measure that assigns probabilities to events.
It is assumed that the random variables discussed in this ar-
ticle are measurable functions of the form X : (Q, Fq) —
(Sx,Fx). Any random variable X induces a probability
measure on its measurable space (Sx,Fyx) as Prob{A} =
Po{X 1(A)} for any A € Fx. For brevity, we often directly
discuss the probability measure on (S, Fx ) without explicitly
mentioning the underlying probability space and the function X
itself. We further denote the set of all probability measures for
a given measurable pair (Sx, Fx) as P(Sx, Fx). We denote
by R and N the set of real numbers and nonnegative integers,
respectively. These symbols are annotated with subscripts to
restrict them in the usual way, e.g., R~ denotes the positive
real numbers. For a,b€ N and a <b, we use [a; b] to denote the
corresponding intervals in N. We use ||z|| to denote the infinity
normof avector x € R™. Givenany a € R, |a|denotes the abso-
lute value of a. The composition of functions f and g is denoted
by f og. We use notations K and X to denote the different
classes of comparison functions, as follows: K={7:R>¢—Rx¢:
~y is continuous, strictly increasing and v(0) =0}; K.={y€K:
lim, _,oy(r) =00} For a,v€ Ky, we write o<y if a(s) <
v(s) for all s>0, and Z,; € K., denotes the identity function.
Given sets X and Y with X CY, the complement of X with
respectto Yisdefinedas Y\ X={z €Y :x¢ X}.

A. General Markov Decision Processes

In this article, we focus on a class of discrete-time stochastic
control systems, which can be formally modeled as gMDPs [30],
[31].

Definition 2.1: A gMDP is a tuple

Y=(X,U,T,Y,h) (1)
where X CR™, U CR™, and Y C RY are Borel spaces
denoting the state, external input, and output sets of the system,
respectively. We use (X)) to denote the Borel sigma algebra
on the state set X, thus (X, B(X)) denotes the corresponding
measurable space. We use 7" : B(X)x X xU — [0, 1] to denote
a conditional stochastic kernel that assigns to any state z € X
and any input u € U, a probability measure T'(-|x,u) over the
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measurable space (X, B(X)) so that for any set A € B(X)
P(z' € Alz,u) = / T(da' |z, u). (2)
A

The measurable function /& : X — Y is the output map.

A system X with a finite state set X and finite input set U is
said to be a finite gMDP. The dynamical evolution of a gMDP
can be equivalently described by

. (k+1):f(§(k)7y(k)7<(k))>
> E(k) = h(g(k)),

where £(-): N —- X, ¢():N—=Y,and v(-): N — U are
the state, output, and input signals, respectively. In the probabil-
ity space (€2, Fo,P), we use ¢ = (¢(0),5(1),...) to denote
a sequence of independent and identically distributed (i.i.d.)
random variables from () to the measurable set V, where
s(k): Q — Vi, k € N.Weuse U to denote the collections of in-
putsequences v(-) : N — U, where v(k) is independent of ¢(¢)
forany k,te Nand t > k. Themap f: X xUxV, = X
is a measurable function serving as the state transition relation.
Note that any gMDP endowed with the stochastic kernel 7" as
in Definition 2.1 can be equivalently represented by a gMDP
as in (3) with pair (f,<) [32]. Throughout this article, the
system is assumed to be fotal, i.e., for all z € X, and for
all weU, f(x,u,q) is defined. As described in Definition
2.1, a gMDP operates over continuous or uncountable state
sets, thereby extending an MDP by incorporating a metric
output set where properties of interest are defined [30]. This
modeling approach is sufficiently versatile to include specific
cases such as discrete-time stochastic control systems [33],
labeled Markov processes [34], discrete-time stochastic hybrid
games [35], stochastic switched systems [36], and other types
of stochastic hybrid systems.

Given any initial state xo and input sequence v(-) € U, the
random sequences &g, ¢ 2 X N — Xand (5, : 2 XN =Y
satisfying (3) are, respectively, called the state trajectory and
output trajectory of ¥ under input sequence v from zg.
Given an input sequence v = (vo,V1,...,V_1) over finite
time horizon L € N, &, = (zo,21,...,2L) is a finite state
trajectory of length [, | = L after initialization. For any
Evor = (T, @1, .. T4y ..., ), Weuse &y, (1) = x; to denote
the ith state of &,,,, and by &,,,[0;7] := (zo,21,...,2;) the
prefix of &;,, with length 4. In addition, we drop the subscripts
of &, and denote by & astate trajectory of the system when the
initial state x( and input sequence v are not of interest in some
contexts. In this article, we are interested in the state trajectories
within a finite time horizon n € N. Thus, let us define £" :=
{€:]¢] =n}and H™ := {C : || = n}, respectively, as the set
of all finite state trajectories and output trajectories of length
n € N. We also denote by U™ := {v(-) : [0;n — 1] — U} the
set of all input sequences over time horizon n € N.

keN (3

[ll. APPROXIMATE OPACITY FOR GMDPSs

In this section, we introduce new notions of (bounded-
horizon) approximate opacity quantifying the probability of a
eMDP preserving security within a given time horizon n € N.
Throughout this article, we adopt a state-based formulation
of secrets, i.e., the “secrets” of the system as a set of states
X C X. Hereafter, we slightly modify the formulation in Def-
inition 2.1 to accommodate for initial states and secret states, as
Y =(X,Xo,Xs,U,T,Y,h), where Xy C X is a set of initial
states and X g C X is a set of secret states.

Here, we consider a passive intruder (outside observer) who
knows the dynamics of the system and can observe the output
sequences of the system without actively affecting the behavior
of the system. Furthermore, we assume that due to imperfect
measurement precision, the intruder is unable to distinguish
two “ e-close” output trajectories (= (yo,Y1,---,Yn) and
¢'=b, Y4, -+, y,) if their distance is smaller than a given
threshold & > 0,1.e., max;e[o;n] |lyi —¥; | < €. The two e-close
trajectories ¢ and (' are said to be e-approximate output-
equivalent in the eye of an intruder with measurement precision
greater than € > 0. Essentially, the intruder aims to infer certain
secret information about the system using the output sequences
observed online and the knowledge of the system model. Opacity
essentially captures whether or not the system’s secrets can be
revealed to the intruder. For the sake of simplicity, we assume
that the input sequences are internal information and unknown
to the intruder. However, one could indeed drop this assumption
to handle the setting where both input and output information
are available to the intruder.

Before introducing the formal definitions of approximate
opacity for gMDPs, let us define the sets of “secure” state
trajectories, i.e., the state trajectories whose occurrences do not
reveal secrets to the passive intruder. Depending on what kind of
information are regarded as critical, we consider the following
two types of secrets, one w.r.t. initial-state information, and the
other w.r.t. current-state information of the system.

1) Initial-state secure trajectories: For any state trajectory
¢ of length |¢] = L, we say that ¢ does not reveal the
initial secret if there exists &' of length L such that

€1(0) € Xo \Xs and maue IA(¢(0))~h(¢/()] < =

Essentially, the aforementioned indicates that for &, there
always exists an c-approximate output-equivalent state
trajectory initiated from a nonsecret initial state. A state
trajectory ¢ is said to be initial-state secure if it does not
reveal the initial secret. We denote the set of initial-state
secure state trajectories with finite time horizon n € N as

L7 :={{cL" : {is initial-state secure} . (4)

2) Current-state secure trajectories: For any state trajectory
¢ of length || = L, we say that £ does not reveal the
current secret if there exists & of length L such that

€(L) € X \Xs and max [|h(€(0)) ~h('()] <=

Similarly, the aforementioned says that for &, there always
exists an e-approximate output-equivalent state trajectory
arriving at a nonsecret current state. A state trajectory &
of length L is said to be current-state secure if none of its
prefix £[0; k], k < Lreveals the current secret. We denote
the set of current-state secure state trajectories with finite
time horizon ne€N as

Le :={{€L" : {is current-state secure}.  (5)

Essentially, upon observing any state trajectory in L7
(resp., Lg ), the intruder with imperfect measurement
precision (captured by ¢) is never certain that the initial
(resp., current) state of the system is within the set of
secret states. In this work, we are interested in establishing
a lower bound on the probability of the state trajectories
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Fig. 1. States marked by red denote secret states, states marked by
sourceless arrows denote initial states, and the output map is specified
by the value associated to each state. For each transition, the input and
state transition probabilities are also specified on the arrows.

of a gMDP being initial-state (or current-state) secure
within a finite time horizon n € N .

The formal definition of the new notions of approximate
opacity for gMDPs is provided as follows.

Definition 3.1 (Approximate Opacity for gMDPs): Consider
a gMDP Y =(X, Xy, Xgs,U,T,Y,h) and constants ¢€R~,
0<A<1,and neN. System X is said to be

1) ( e, X)-approximate initial-state opaque over time hori-
zon n if forany o € Xgandany v € U", Py (&z00 €
L) =%
2) (e, \)-approximate current-state opaque over time hori-
zon n if for any zo€ Xg and any vel", P, (€xov €
Le) >
where P (£:,, € L7 ) (resp., Py (§x0 € L)) denotes the
probability that the state evolution of the system 3! is initial-state
(resp., current-state) secure over a finite time horizon 7 starting
from x( under input sequence v.

Essentially, Definition 3.1 requires that, for any initial state
and any input sequence, the system is probable to produce
an initial-state/current-state secure trajectory with a probability
that is at least A. The parameter ¢ reflects the precision of
measurements by potential external intruders, within which we
can ensure the opacity of a gMDP. Without loss of generality,
throughout the work, we assume

Voo € Xo : {z € Xo : ||h(z0) — h(z)]| <e} € Xs  (6)
for any gMDP ¥ = (X, Xy, Xg,U,T,Y, h); otherwise ( &, 1)-
approximate initial state (resp., current-state) opacity is trivially
violated.

We illustrate the proposed notions of approximate opacity for
gMDPs using the following example.

Example 3.2: Consider a finite MDP Y as shown in Fig. 1,
where X ={A,B,C,D,E}, Xo={A,B}, Xs={A,D},
U={u}, Y ={0.1,0.2,0.25,0.3}, and the output map is spec-
ified by the value associated with each state. The state transition
probability equipped with each transition is also depicted on the
arrows. First, we show that the system is (e, A)-approximate
initial-state opaque within finite time horizon n € N with
e = 0,2 = 0.9. By the definition of secure state trajectories in
(4), we have for the secret initial state A, a finite state run in
the form of AC EFE* is initial-state secure, since there exists
another state run starting from nonsecret initial state B, i.e.,
BCEFE* that generates exactly the same output run; however,
a finite state run in the form of AAA*CEE* will generate
an output run (0.1,0.1,0.1%,0.25,0.3,0.3%), for which there
does not exist a finite run starting from a nonsecret state that
generates the same output run. Thus, we have for zg = A,

P(a, € LF) =09 > 2 "for any n € N and v = u*. Notice
that for the nonsecret initial state x¢o = B, clearly we have
P(p., € Lgo) =12> X forany n € N and v = u*. Therefore,
the system is (0, 0.9)-approximate initial-state opaque within
any finite time horizon n € N. Similarly, one can check that
the system is (0, 0.8)-approximate current-state opaque within
any finite time horizon n € N. Note that this example is for
illustrative purposes. We will provide a formal procedure for
verifying approximate opacity for gMDPs in the next sections.

Remark 3.3: Letus remark that a notion of approximate opac-
ity was proposed in [14] for continuous-space control systems.
The proposed notions in Definition 3.1 can be seen as the proba-
bilistic counterparts of the notions in [14] to evaluate opacity for
gMDPs quantitatively. Clearly, when analyzing nonstochastic
control systems, Definition 3.1 boils down to [14, Definition
II.1] with A =1 . Note also that several probabilistic opacity
notions were proposed in [29] to provide a quantifiable measure
of opacity. However, these notions are tailored to stochastic
DESs, which can be modeled as probabilistic finite automata,
and thus, not suitable for general stochastic control systems with
continuous state spaces as considered in this article.

Remark 3.4: In simple terms, observability [37] in control
systems indicates that the system’s states can be inferred from its
external outputs, which is related to the concept of a system being
nonopaque. The relationship between observability and opacity
has been extensively explored in DES literature. Specifically,
Lin [7] demonstrated that observability in DES can be redefined
as language-based opacity by appropriately defining the lan-
guages and observation mappings. Nevertheless, understanding
the link between observability and opacity in general nonlinear
(stochastic) control systems remains a complex task. This is due
to the abundant notions of observability in the literature, such
as [37] and [38], and is thus a subject for future research.

Remark 3.5: Note that the proposed notion of approximate
opacity requires that for any initial state and any possible input
sequence v € U", the probability that the resulting state tra-
jectory is initial-state (or current-state) opaque must exceed a
given threshold. Given this, the results presented in this article
are not limited by any specific control policy imposed on the
system. Therefore, the proposed results can be directly applied
to stochastic control systems under any predesigned control
policy by restricting the set of possible control sequences, such
as the discrete feedback or sampled-data feedback controllers
developed in existing literature [39], [40], [41]. It would also be
an interesting future research direction to explore the design of
discrete or sampled-data feedback controllers to enforce opacity
for gMDPs using approaches similar to those in these references.

V. VERIFICATION OF APPROXIMATE OPACITY FOR FINITE
GMDPs

In this section, we show how to verify approximate opacity for
finite gMDPs. The results here will provide a foundation for the
verification of approximate opacity for infinite gMDPs through
certain system relations as shown in Section V.

A. Verification of Approximate Initial-State Opacity

In order to verify approximate initial-state opacity for finite
gMDPs, we will first construct a new system that serves as an

'In the remainder, we omit the super- and subscripts of IF’;D’O when they are
clear from the context.
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approximate initial-state estimator. For the sake of brevity, for
any z € X, we define

Be(z) = {2 € X : ||h(z) —h(z)]| <}

as the set of states that are e-close to x in terms of output
observations. The formal definition of an approximate initial-
state estimator is provided as follows.

Definition 4.1 (Approximate initial-state estimator): Con-
sider a finite gMDP ¥ = (X, Xy, Xg,U,T,Y,h) and € € R>y.
The e-approximate initial-state estimator is a finite gMDP
(without outputs) X7 o5 = (X7, X190, U, T1), where

1) Xr={(x,q) € X x 25X . (21,%2) €Eq= 7o €
B.(z)} is the set of states;

2) X0 = {(J,‘,C]) € Xp X 2X0xXo . (fl,ig)Eq =2 [i‘lz
T N\ To € Bo(x)]} is the set of initial states;

3) U is the same set of inputs as in X;

4) Ty: X; xU x X; — [0, 1] is the transition probability
function defined by: forany xz; = (z,q) € X, any o =
(/,¢') € Xr,and any w € U,

a) Tr(zh|xr,u) #0if
i) T(a|x,u) > 0;
11) q, = Uu’EU{(flaEIQ) EXxX:
(Z1,%2) € g NT(Th|Z2,u') > 0ANT, €
B.(2")};
b) when T7(z;|zy, w) # 0, we have Ty (a|xr, u) =
T2 |z, w).

In the aforementioned definition, for each (z,q) € X, x is
the real system state, and ¢ indicates the initial-state estimate.
Specifically, ¢ € 2%*X is a set of state pairs, i.e., each state in
q is in the form of (Z1,Z2), where Z; denotes the state where
the trajectory comes from initially and Z- denotes a possible
current state that is e-close to its real current state. Thus, the
first component of ¢ is the initial-state estimate. Note that from
the construction of X7 o, for any state trajectory (zo, ..., )
of X, there exists a unique initial-state estimation sequence
((z0,q0) - - - (xn, gn)) in its approximate initial-state estimator
2)7,0bs- In addition, we denote by {io a state trajectory of X7 obs
generated from initial state (xo,qo) € X0 under some input
sequence.

Given any state trajectory (zo,...,z,) of 3 and its output

sequence (h(zg),...,h(xy,)), let us define the initial-state
estimate with & precision by observing (h(zo),...,h(zy))
as

Ei(h(IO)v ERE) h(zn)) =

{foGXOZ ﬂ(i‘o,...

Consider the corresponding initial-state estimation sequence
((%0,40) - - - (Tn,qn)) In Xpops. Since the first component
of gy, in X is the initial-state estimate, we have
E5(h(x0),...,h(xn)) ={T1 € X : (T1,T2) € qn}-

Accordingly, we can define the set of “bad” (secret revealing)
states in X7 gps as

Xbd.— f(2,q) € X;: {71 € X : (Z1,%2) €q} C Xg}. (8)

Here, a “bad” state is a state in the initial-state estimator whose
associated initial-state estimate lies entirely within the set of
secret states.

Note that by fixing v(t) € Uin X o at any time step ¢ > 0,

we obtain a transition probability matrix denoted by P?(t) :

X; x X7 — [0,1]. Then, the next two lemmas are needed to
prove the main result in this subsection.

Lemma4.2: Consider a finite gMDP ¥ = (X, X, Xg,U, T,
Y, h) and its approximate initial-state estimator Xj s as in
Definition 4.1. For any initial state x( and any input sequence
v=(v(0),...,v(n—1)), we have

1 —P(&eqn € L7.) = 1L Py P;(I)P;(O)lio

where L7 is the set of initial-state secure state trajectories as
in (4) within time horizon n € N, and 1{,4 and 1. are the
indicator vectors® for states in X% as defined in (8) and for
initial states in X7o in X7 s, respectively.

The proof of Lemma 4.2 is provided in the Appendix.

Lemma4.3: Considera finite gMDP ¥ = (X, Xy, Xg5,U, T,
Y,h) and its approximate initial-state estimator Xy gps as in
Definition 4.1. If for any initial state x( and any input sequence
v=(v(0),...,v(n — 1)), the following holds:

1L Py prpr Ol <1y 9)
where 1£, and lio are the indicator vectors for the states in
X7 obs as in Lemma 4.2, then ¥ is (e, A)-approximate initial-
state opaque over time horizon n € N.

The proof of Lemma 4.3 is provided in the Appendix. Next,
we show how to verify approximate initial-state opacity for finite
eMDPs using value iteration techniques.

Bounded-step reachability: For a finite gMDP Y s as in
Definition 4.1, the problem of checking whether (9) holds can
be solved by computing the maximal probability of reaching
the “bad” states in X}’“d, as defined in (8), within finite time
horizon n € N starting from any initial state (xo,qo) € Xro
under any input sequence v . This bounded-step reachability
property is denoted by (=" X }’ad, where ¢ denotes the “even-
tually” operator. Let us define the maximal probabilities of the
aforementioned reachability problem as

Pmax( io ': Oan})ad) (10)

where ¢! . F =" X" represents that the state trajectory &I .

of X7 ons satisfies the property of “eventually reaching set X%
within n € N time steps.” Let us further define the vector
(ps)sex,» with ps = Pmax (¢l = (=n xad) being the maximal
probability of reaching X% within n € N time steps starting
from state s € X under any input sequence. We further denote
by X" C X\ X% the set of states from which X% is not
reachable in the underlying directed graph of the finite gMDP
EI ,obs-

We show in the next lemma that the previously discussed
maximal reachability probability of the finite gMDP X s
can be computed by a value iteration approach. This lemma
is inspired by [20, Thm.10.100] and provided without proof.

Lemma 4.4: (Value iteration for bounded-step reachability
probabilities of finite gMDPs) Consider a finite gMDP X7 ops =

2 Specifically, lgad is a binary row vector indexed by states in X7 such that
each element whose index is in X ?ad is 1, otherwise it is 0. Similarly, given any
z0, 11 o 1s abinary row vector indexed by states in X7 such that each element
with index (zg, qo) € X0 (with the first component being x¢) is 1, otherwise
it is 0. Note that 1 i o are standard basis vectors for any xg € Xo.
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(A4,{(4,4),(B,B)})] ((B.{(4,4), (B, B)})]
uOl uOl uOS UO)B/ \102 u,0.5
A{AA)} C{AC )} D{BD}
u,0.9 ul u()5 ul
((c.{@. ) {E{AE7 BE@ E{BE )}
lu.l u, 1
(E,{(A,E)})

Fig. 2. Example of approximate initial-state estimators.

(X1, X10,U,Ty) as in Definition 4.1 and set X% C X as
defined in (8). The vector (ps)sex, with p, = Pmax(¢l =
=" X"d) can be computed by following the value iteration
process:

1) p, = p{Y) =1, for any i forall s € X2;
2) p, = p{¥) = 0, forany i forall s € X°
3) ps

with p(O) =0 10(“r1

=p™ forall s € X\ (X4 U X°),
= max{ Z Tr(s'|s, u)p' Y.

s'eXr

By using the value iteration approach in the above lemma,
one can get the maximal probabilities P™#* (¢! - |= = Xbad)
for all initial states zo € Xy. We discuss the complexity of
computing Pma* (¢l = (=" X%) Jater in Remark 4.9.

In the next theorem, we present the main result in this sub-
section on the verification of approximate initial-state opacity
of finite gMDPs.

Theorem 4.5: Consider a finite gMDP Y= (X, X;, Xg, U,
T,Y,h) and its approximate initial-state estimator X gps as
in Definition 4.1. Then, X is (e, A)-approximate initial-state
opaque over time horizon n € N if and only if forany xy € X:

]P;max( io ': <>§nX|IJad) S 1—2x

with Pmax(¢l = ¢=n X54) computed as in Lemma 4.4.
Proof:  First recall from (10) that P™(¢f = O="X )
denotes the maximal probability of a trajectory «féo in X7 obs

eventually reaching X within time horizon n € N under any
input sequence. Thus, we have for any zg € X

]});max(galjo ): Oan})ad) maleadPl/(n 1) P;(l) z/(O)l[
where v=(v(0),...,v(n—1)). Then, (9) holds if and only
it Poax(¢l | =" X ) <1—A. The rest of the proof for
this theorem follows readily by combining the results in
Lemmas 4.2 and 4.3. B

Example 4.6: Let us consider the finite gMDP X as
shown in Fig. 1. In order to verify approximate opacity
of 3, we first build an  c-approximate initial-state
estimator Xy o following Definition 4.1, with € =0.

The estimator is shown in Fig. 2, where Xj= {(A4,

{(A,A),(B,B)}), (B, {(A, A), (B,B)}), (A4, {(A4,4)}), (C,
{(4,C), (B,C)}), (D {(B, D)}), (C,{(A,C)}), (B, {(A, E),
(B, E)}), (B A{(B, E)}), (B {(A, E)H}, U={u}, Xjpo=
{(A {(AA),(B, )} (B, {(A, A),(B,B)})}. By (8), we
get Xp= {(A,{(4,4)}),(C.{(A,ON), (B {(A E)}},
from Wthh one can readily have the indicator vectors
1{,3(1:[0,0,1,0,0,1,0,0,1}, 1f4—[100000000}

and 14 =10,1,0,0,0,0,0,0,0]. Now, considering A = 0.9,
we show that ¥ is (0,0.9)-approximate initial-state
opaque by applying Theorem 4.5. Let us first compute
prax(¢l = 0" X)) by following the value iteration
process as in Lemma 4.4. Note that based on the underlying
directed graph of this finite gMDP, we have X '}b =
{(B,{(A,4),(B,B)}),(C.{(A,0),(B.C)}), (D, {(B, D}),
(E,{(A,E),(B,E)}),(E,{(B, E)})} as the set of states from
which X}’ad is not reachable. The equations of the value
iteration process are as follows:

;0 ybad (@) _® —

(;)forthe statesin X 7%, we get Plafa,a = PCiacy =
P(E{(AE)}) = 1 for any ¢; ‘

2) for the states in X, we get pEg ((A,A),(B,B)}) =

(2) _(v) o 7 _
pgc){(A 0),B,0)) ~ PoyB.D)Y) T PE{AE)BE) T
1

PEA(B.E)}) = = 0 for any i;
3) for the other state (A, {(A,A),(B,B)}),
which is neither in X7 bad  hor in X '}b, we
(0) (i+1) _
have Plaia,a,s,8p =0 Pla,{(a,a), (B B)}) =

) (i)
max{0-1p(3 (4.4, (z.m) 09D a0 mo ) =

Thus, the solution of the value iteration process in
Lemma 44  yields the  vector (ps)sex, =
{0.1,1,1,1,0,0,0,0,0} with n > 1. Therefore, we

obtain that P™(¢L = 0" XP) =01 for  xo=A
and Pmax(¢l = 0= XPd) =0 for xo = B, which shows
that Pmax(¢l f= 0= X ™) <1 — A for any initial state .
By Theorem 4.5, we conclude that X is (0,0.9)-approximate
initial-state opaque within any time horizon n € N with n > 1.

B. Verification of Approximate Current-State Opacity

In this subsection, we show how to verify approximate
current-state opacity for finite gMDPs. To achieve this, we first
construct a new system that serves as an approximate current-
state estimator as follows.

Definition 4.7 (Approximate current-state estimator): Con-
sider a finite gMDP ¥ = (X, X, X5, U, T,Y,h) and € € R>q.
The e-approximate current-state estimator is a finite gMDP
(without outputs) ¢ obs = (X¢, Xco, U, T7), where

1) Xe = {(z,¢,1) e X x 2X x{0,1}:z2€q=
T € B.(x)} is the set of states;
2) Xcoo = {(z,q,]) € Xo x2X0 x {0,1}: [T €q &
Z € B.(x)] A [l = 0]} is the set of initial states;
3) U is the same set of inputs as in X;
4) To:Xe xUx Xe —[0,1] is the transition proba-
bility function defined by: forany z¢ = (z,¢,1) € X¢,
any z, = (2/,¢',l') € X¢,and any u € U,
a) To(zgplre,u) # 0if
) T(a|z,u) >0
i) ¢ =Upep{@ e X:2€qgNT(@2,0')>0NT €
B.(#)}:
l'=0e[l=0A{7eX: 7 e} Xsl;
when To(zp|zc,u) # 0, we have To(zp|rc,u) =
T(2 |2, u).

In the aforementioned definition, for each (x,q,l) € X¢, =
is the real system state, ¢ is the current-state estimate, and [
is a binary state taking values either 0 or 1. Note that ¢ € 2%
is a set of states, with & € ¢ denoting its current state estimate.

iii)



3852

IEEE TRANSACTIONS ON AUTOMATIC CONTROL, VOL. 70, NO. 6, JUNE 2025

According to Definition 4.7, for a state (2/,¢',l') € X¢, I =0
if and only if:

) {#' € X:7' € ¢} ¢ Xg, i.e., the current-state estimate
does not lie entirely within the set of secret states;

2) | = 0 at the previous time step.

Otherwise, ! = 1.

Essentially, for any trajectory that is currently at state (z, g, 1),
[ tracks whether or not the trajectory has revealed the current-
state secret before or upon visiting the state. In particular, [ = 0
indicates that none of the prefixes of the trajectory reveals the
current-state secret; [ = 1 indicates that the trajectory reveals
the current-state secret at the current step or previous time steps.

For any state trajectory (zg,...,x,) of X, there
exists a unique current-state  estimation sequence
((0,90,10) - - - (Xn, qn,1,)) in its approximate current-state
estimator X¢ obs. In addition, we denote by & g; a state trajectory
of ¢ ops generated from initial state (zo, go,lo) € Xco under
some input sequence. Accordingly, we can define the set of
“bad” (secret revealing) states as

X2 = {(x,q,1) € X¢: 1 =1}. (1)

By fixing an input v(t) € U in X obs at each time step
t > 0, we obtain a transition probability matrix denoted by
Pé(t) : Xo X Xo — [0,1]. Similar as stated in Lemmas 4.2
and 4.3, given any finite gMDP Y= (X, X, X5, U, T, Y,h)
and its approximate current-state estimator X qps as in Def-
inition 4.7, for any initial state o and any input sequence
v=(v(0),...,v(n—1)), we have

L= P (& € L) = 15" - PEVPEYLS
where Lg is the set of current-state secure state trajectories as
in (5) within time horizon n € N, and 1§, and 1¢ are the
indicator vectors for states in X2 as defined in (11) and for
initial states in X0 in X obs, respectively. Moreover, if any

initial state x( and any input sequence v = (v(0),...,v(n —
1)), the following holds:

TS A ) A S ) (12)

then X is (e, )-approximate current-state opaque over time
horizon n € N. The verification of approximate current-state
opacity for finite gMDPs follows similarly as in Section IV-A
using value iteration techniques. Let us denote by P2 ( fo =
=" X%d) the maximal probabilities of a trajectory ffo in
Y obs Teaching Xg‘d within bounded time horizon n € N
under any input sequences. Note that by following the value
iteration approach similar to Lemma 4.4, one can compute
Pmax(¢C = o=nxbad) as well.

The next theorem summarizes the main result of the verifica-
tion of approximate current-state opacity of finite gMDPs.

Theorem 4.8: Consider a finite gMDP ¥ = (X, Xy, Xg, U,
T,Y, h) and its approximate current-state estimator ¢ obs as
in Definition 4.7. Then, X is (e, A)-approximate current-state
opaque over time horizon n €N if and only if for any zg € Xo

]P;max( g,:) ’: OSnXgid) <1—x.

Proof: This theorem can be proved by the same reasoning
for Theorem 4.5. B

Remark 4.9: The precise values of P™x(¢f = o= Xbad)
and P™(¢S |= 0="X2) can be computed by following the
value iteration processes in Lemma 4.4, using existing com-
putational tools such as MDPtoolbox [42]. Note that since

the estimators X7 obs and ¢ ops are finite gMDPs, the values
of Pmax(¢l k= ¢snXbad) and Pmax (£ = 0= X29) can be
computed in polynomial time in the size of the estimators. As a
consequence, the question of whether a finite gMDP is approx-
imate initial-state/current-state opaque for some A € [0,1) is
decidable in polynomial time.

V. APPROXIMATE OPACITY-PRESERVING STOCHASTIC
SIMULATION RELATIONS

In the previous sections, we introduced notions of approx-
imate opacity for gMDPs, and presented opacity verification
approaches for finite gMDPs. However, the verification of ap-
proximate opacity directly on gMDPs with infinite state sets
is infeasible. Therefore, in the next sections, we propose an
abstraction-based approach for the opacity verification problem
for infinite gMDPs by leveraging new notions of system relations
between a gMDP and its finite abstraction.

To this end, in this section, we introduce new notions of
approximate opacity-preserving stochastic simulation relations
based on lifting for gMDPs, and then, show their usefulness in
the verification of approximate opacity for gMDPs. Let us first
recall the notion of J-lifted relation proposed in [30].

Definition 5.1 ( §-lifted relation [30]): Let X and X be
two sets associated with the corresponding measurable spaces
(X,B(X)) and (X,B(X)). Consider a relation R C X x X
with R e B(X x X). We denote by Rs C P(X,B(X)) x
P(X,B(X)) the corresponding d-lifted relation if there exists a
probability measure L, referred to as a lifting, for the probability
space (X x X,B(X x X), L)suchthat (®,0) € Rs,denoted
by ®R;0, if and only if R

1) VAeB(X), L(Ax X) =®(A);

2) VAeB(X), L(X x A) = ©(A); R

3) for the probability space (X x X,B(X x X), L), it
holds that xRZ with probability at least 1 — §, equiva-
lently, L(R) € [1 —4,1].

Given arelation R C X X X , the aforementioned definition
provides conditions under which the relation R can be lifted to
a relation R; that relates probability measures over state sets
X and X. The third condition in Definition 5.1 requires that the
probability measure L assigns a probability of at least 1 — § to
the set of state pairs in the relation R.

In the next subsections, we introduce the new notions of
approximate opacity-preserving stochastic simulation relations
based on J-lifted relation as in the aforementioned definition.
The stochastic simulation relations can be used to capture the
similarities between a gMDP and its finite abstraction.

A. Initial-State Opacity-Preserving Stochastic Simulation
Relation

First, we introduce a new notion of stochastic simulation
relations for preserving approximate initial-state opacity.

Definition 5.2 (Approximate initial-state opacity-preserving
stochastic simulation relation): Consider two gMDPs Y=
(X, Xo,Xs,U,T,Y,h)and ¥=(X, Xo, Xg,U, T,Y, h)with
the same output sets Y = Y. System S is (€, 8)-initial-state
opacity-preservingly ( (e, 6)-InitSOP) simulated by X, i.e.,
)y =1 Y., if there exists a relation R, C X X X and Borel
measurable stochastic kernels Ly (-|z,#,4) and L (-|z, 2, u)

on X x X such that
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1) a) Vap € XoN Xs, i € XoN Xg, sit.
Ry; R ~
b) Vig € X \Xs, Jzg € Xo \ Xg,s.t. (9;0752'0) € Ry;
a) V(x,1) € Ry, [|h(z) = h(Z)] <&
b) V(z,%) € R;, we have )
a) YaoeU, JuelU,st T(|z,u) Rs T(:|%,0)
with lifting Lr(-[z, 2, 4);
b) YueU, JaeU,st T(|z,u) )
with lifting L4 (-|x, &, u).

The third condition of Definition 5.2 implies that for any
aeU , there exists u € U, and vice versa, such that the state
probability measures are in the lifted relation after one state
transition for any (z,%) € R,. In other words, the d-lifted
relation R; requires that the state pairs remain in the relation
R, inthe next time step with a probability of atleast 1 — ¢ if they
are in the relation R, at the current time step. This new notion of
stochastic simulation relation can be used to relate two gMDPs
in terms of preserving approximate initial-state opacity. In an
(¢, 0)-InitSOP stochastic simulation relation, the parameter §
quantifies the distance in probability between gMDPs, and ¢
is used to capture the closeness of output trajectories of two
gMDPs. If by =7¢ X with by being a (finite) gMDP, 3 is called
an InitSOP (finite) abstraction of system .

Before showing the usefulness of this relation, let us denote
for any measurable set F over the output trajectories of a gMDP
> with £ CH", the e-expansion and e-contraction of set
E, denoted by E€and E~¢, respectively. In particular, for any
€ >0, E€and E~° are the ¢ neighborhoods of set F, where
E€and E™¢ are, respectively, the smallest measurable setin H"™
containing F, and the largest measurable set contained in F
satisfying

(xo,Z0) €

=93

R5 T("i‘a

>

Ec= {(y07""yn) eH": 3(2?07---,%) ek
ax gi—yill < €} (13)
E=={(y0,---,Yn) € H" :Y(Go, .-, Un) €EH"\ E
min ||g; — il > €} (14)

i€[0;n]

The following proposition provides us a probabilistic close-
ness guarantee between a gMDP and its InitSOP abstraction.
Proposition 5.3: Consider two gMDPs Y =(X, Xo, Xs,

U,T,Y,h) and %= (X Xo, Xg,U,T,Y,h) with the same
output sets Y = V.If S =z¢ %, then for any (20,20) € Ry

and any input sequence 2 on 33, there exists an input sequence
v for ¥, and vice versa, such that for all measurable events
E C H™ and the e-neighborhoods E€ and E~¢ as defined in
(13) and (14)
P (Cooo €E7) =75 < P((ugr € E) < P(Cago € E€) 75 (15)
where |Cpou| = [Caon| = n with constant s := 1 — (1 — §)".
The proof of Proposition 5.3 is provided in the Appendix.
Before showing the main result of this section, let us define the
sets of “secure output sequences” with respect to the secure state
trajectories £7 and L as defined in (4) and (5), respectively,
H%E = {(y07 s 7yn) EH":

I(xo,---,2n) € L7, 5.t

yi = h(z;) Vi € [0;n]}; (16)

28 (15,
@’

u

B3l

by

Fig. 3. Example of (e, §)-InitSOP from S5 to %2, i.e., & =z¢ T

He ={(Wo,--->yn) € H" : I(w0,..., 1) € L, L.

y; = hx;) Vi€ [0;n]}  (17)

where H7 and Hp denotes the set of secure output se-
quences w.r.t. approximate initial-state opacity and approximate
current-state opacity, respectively, over time horizon n € N.
The following lemma will be used later to prove our main results.

Lemma 5.4: Consider a gMDP ¥ = (X, Xy, Xs,U, T,
Y, h), the associated sets of secure state trajectories Lz and
Lc_ in (4) and (5), and the sets of secure output sequences in
(16) and (17). For any initial state x( and input sequence v, we
have

P(€xov € L7.) 2 A == P(Cuov € H.) = A
P(&uow € Lg) 2 A <= P(Cuor € He) = A

The proof of Lemma 5.4 is provided in the Appendix. The next
theorem presents one of the main results of this article, which
shows that the newly introduced stochastic simulation relation
in Definition 5.2 can be used for the preservation of approximate
initial-state opacity between two gMDPs.

Theorem 5.5: Consider two gMDPs Y=(X, X0, Xs,U,T,

Y,h) and Y= (X X0, Xs, U, T,Y h) with the same output
sets Y =Y. Let €,0 € Ryg. If E<I< Yand vs=1—(1—
5)™ < A, then the following holds:

(13)
19)

Sis (e, A)-approximate initial-state opaque
(20)

where the opacity satisfaction holds within time horizon n € N
and As = (1—5)(A — 7).

The proof of Theorem 5.5 is provided in the Appendix. This
result provides the foundation for verifying approximate initial-
state opacity of gMDPs using abstraction-based techniques. As
gMDPs are equipped with uncountable state spaces as well
as metric output spaces, the verification/analysis of properties
over gMDPs is generally infeasible. It is thus promising to
approximate these models by simpler ones that are prone to
be verified, such as finite gMDPs [21], [30]. In this work, by

constructing a finite abstraction 3 of the concrete system Y via
the InitSOP stochastic simulation relation between them, one
can first efficiently verify opacity over the simpler system > by
applying the verification approach in Section IV, and then, carry
back the results to the concrete system 3 by using Theorem 5.5.

The following example illustrates the usefulness of the new
notion of InitSOP stochastic simulation relation as presented in
Theorem 5.5.

Example 5.6: Consider two gMDPs ¥ = (X, Xy, Xg5,U, T,

Y, h) and ﬁ]z(f(,f(mf(s, U,1.,Y, fl) as depicted in Fig. 3,

= Y is(e + 2¢, As)-approximate initial-state opaque
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where —{ABC’DEF} Xo={A,D}, Xgs=
{A}; ={G,H,I}, Xo={G, I}, Xs={G}, and

U=U= {u} All secret states are marked in red, and
the output of each state is specified by the value associ-
ated with it. Let us consider the following relation: R, =
{(4,G),(B,H),(C,H),(E,H),(F,H),(D,I)}. We claim
that R, is an (e, d)-initial-state opacity-preserving stochastic
simulation relation from 3 to ¥ with ¢ =0.1 and § = 0.1.
This is shown by checking the conditions in Definition 5.2
as follows. First, for the secret initial state A € XoN Xg,
there exists G € Xo N Xg, s.t. (A,G) € R,. Similarly, for
the nonsecret initial state I € XO \ X s, there exists D €
Xo \ Xg s.t. (D,I) € R,. Thus, condition 1 in Definition 5.2
holds. Also, one can check that ||i(z) — h(z)| < € holds, with
e =0.1forall (z,z) € R,, which implies that condition 2 in
Definition 5.2 also holds. Moreover, one can check that condi-
tions 3aand 3b hold forany (x,Z) € R, as well. As an example,
for (A,G) € R, and wu € U, there exists u € (7, s.t., with
probability 1 — 4 = 0.9, the succeeding states are B and H
with (B, H) being inrelation R,.One can conclude that R, is
an (e, 0)-initial-state opacity-preserving stochastic simulation
relation from Y to X with e = 0.1and § = 0.1,i.e., 3 =701 X
By applying the verification approach in Section IV-A, wé can
easily check that S is (0.2,1)- -approximate initial-state opaque
within any finite time horizon n € N. Therefore, according to
Theorem 5.5, we conclude that ¥ is (0.4, 0.81™)-approximate
initial-state opaque within finite time horizon n € N, without
needing to apply the verification approach to X directly. ¢

B. Current-State Opacity-Preserving Stochastic
Simulation Relation

Here, we introduce a new notion of approximate current-state
opacity-preserving stochastic simulation relations.

Definition 5.7 (Approximate current-state opacity-preserving
stochastic simulation relation):  Consider two gMDPs
%= (X, X0, Xs,U,T,Y,h) and ¥ = (X, Xo, Xs,U, T,Y, h)
with the same output sets Y = Y. System Yis (e, §)-current-
state opacity-preservingly ( (e,0)-CurSOP) simulated by X,
i.e., )y jCE >3, if there exists arelation R, C X X X and Borel
measurable stochastic kernels Ly (-|x, &, %) and L (-|z, T, u)
on X x X such that

1) a) Vxg € X, dTp € XQ, S.t. (370,.%0) € R,;;
b) Vi € Xo, o € Xo, sit. (20, 20) € R
a) Y(z,2) € Ry, [|h(z) — h(2)]| < &
b) V(z,%) € R, we have®
a) YueU, JaeU, st T(|lz,u) Rs T(|z )
with lifting L4 (-|z, %, u);
b) VueU, st zt € Xg,
XS and T(-‘CL’,’LL) Rg
LT('|.%‘, z, u);
¢ VieU, JueU,st T(|lz,u) Rs T(|z )
with lifting Ly (|, &, 4);
d) VieU,st it e X\ Xg, uel,st zt e
X\ Xgand T(-|z,u) Rs T(-|#, @) with lifting
LT('|JJ, QA?, 1},)

JaeU, st ite
T(-|#, ) with lifting

3 Wedenote zt := f(z,u,s)and 2+ := f(&, 1, <) for the sake of brevity.

This new notion of stochastic simulation relation can be used
to relate two gMDPs in terms of preserving approximate current-
state opacity. If N =cs X with by being a (finite) gMDP, S is
called a CurSOP (finite) abstraction of 3.

The next proposition provides us with a probabilistic close-
ness guarantee between a gMDP and its CurSOP abstraction.

Proposition 5.8: Consider two gMDPs Y= (X, X, Xg,

U,T,Y,h) and XA):(X,XO,XS,U,TA,}A/,E) with the same
outputsets Y = Y.IfS =¢¢ X, thenforany (xo,%o) € R, and

any input sequence  on 3, there exists an input sequence v for
>, and vice versa, such that for all measurable events £ C H"
and the e-neighborhoods E€ and E~¢ as defined in (13)—(14),
the inequality (15) holds with constant v5 = 1 — (1 — §)™.

The proof of this proposition follows similar reasoning as that
of Proposition 5.3 and is omitted here. By employing the afore-
mentioned proposition, we provide the following theorem that
shows that the newly introduced stochastic simulation relation
in Definition 5.7 can be used for the preservation of approximate
current-state opacity between two gMDPs.

Theorem 5.9: Consider two gMDPs ¥ = (X, Xo, Xs,U, T,

Y, h) and f]:(X,XO,XS, U,1.,Y, fL) with the same output
sets Y =Y. Let €,6 € Rxo. If ¥ <¢c Y and 75 =1 — (1-
0)™ < A, then the following holds:

3 is (e, A)-approximate current-state opaque

= Y is(e + 2¢, A5)-approximate current-state opaque  (21)

where the opacity satisfaction holds within time horizon n € N
and As = (1 — 75)()\ —Ys)-

The proof of Theorem 5.9 is provided in the Appendix.

Remark 5.10: Let us remark that the parameters ¢ and 0
that appeared in Theorems 5.5 and 5.9 are related to the opacity-
preserving stochastic simulation relations between two gMDPs
as in Definitions 5.2 and 5.7, respectively. They are used to
specify two different types of precision: e characterizes the
“closeness” between the output trajectories of two gMDPs in
terms of being approximate opaque, while § is used to quantify
the probability of the pair of state trajectories of two gMDPs
remaining in the simulation relation after each time step.

VI. FINITE ABSTRACTIONS FOR GMDPs

In the previous section, we introduced notions of approximate
opacity-preserving stochastic simulation relations and discussed
their usefulness in verifying approximate opacity for gMDPs
using their abstractions. In this section, we will discuss how
to establish the proposed simulation relations for gMDPs and
their finite abstractions (finite gMDPs). To be specific, we pro-
vide conditions under which one can always construct finite
abstractions under the desired (e, 0)-InitSOP (resp., CurSOP)
stochastic simulation relations for a (possibly infinite) gMDP.

In the following, we consider a gMDP ¥ = (X, X, Xg, U,
T,Y,h) with X = X, and assume its output map h satisfies
the following general Lipschitz assumption:

[A(x) = h()I < £(||l= — 2"]])

forall z,2’ € X, where ¢ € K. In addition, the existence of
opacity-preserving stochastic simulation relations between X
and its finite abstraction is established under the assumption that
3} is incrementally input-to-state stable [43] as in the following
definition.

(22)
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Definition 6.1: A gMDP X = (X, Xy, Xg,U,T,Y,h) is
called incrementally input-to-state stable ( 6-1SS) if there exists a
function V' : X x X — Rygsuchthat Vz, 2’ € X, Vu,u' € U,
the following conditions hold:

a(llz — ') < V(z,2') <a([|z —2[])
E [V(f(z,u,<), f(2',u,¢) |z, 2" u, '] — V(x,a') <
— &V (z,2") + p(|lu — ')

for some o, @,k € Ko, and p € Ko U{0}.

The aforementioned definition can be seen as a stochastic
counterpart of the §-ISS Lyapunov functions defined in [44] for
discrete-time nonstochastic systems.

In addition, we assume that there exists a function v € K
such that V satisfies

(23)

(24)

V(z,2") = V(z,2") <~(||z" — 2"||) Vo, 2’ 2" € X.  (25)

This assumption is not restrictive in the sense that condition
(25) can be satisfied for any differentiable function V restricted
to a compact subset of X x X by applying the mean value
theorem [43].

A. Finite gMDPs

In this subsection, we approximate a gMDP X with a
finite abstraction (finite gMDP) 3. The construction fol-
lows a similar procedure as in [45, Algorithm 1] with some
modifications to incorporate the secret information of the
system.

Consider a concrete gMDP ¥ = (X, X, Xs,U,T,Y, h), we
assume that for the rest of this article, sets X, Xg, and
U are of the form of finite unions of boxes and Xy = X.
Consider a tuple g = (n,0, ) of parameters, where 0 < 7 <
min{span(Xg),span(X \ Xg)} is the state set quantization,
0 < p < span(U) is the external input set quantization, and
0 € R is a design parameter.

The finite abstraction of X is a finite gMDP, represented by the
tuple 5]:(X,XO,XS, U,T7)7,fz), where X = X, = (X1,
Xs = [XE)y, U=[U), ¥ = {h(@)|t € X}, h(d) = h(d)
V2 € X. Intuitively, the state and input sets of X consist
of finitely many representative points, each of which repre-
sents an aggregate of continuous states or inputs of the con-
crete system. We denote by I, : X — X the abstraction map
that assigns to any x € X, the representative point = € X
of z. Similarly, I, : U — U is used to denote the abstrac-
tion maps for external inputs. Given the quantization parame-
ters, the abstraction maps I, and II, satisfy the following
inequalities:

|11 (x) — x| <n Vo € X;[[T,(u) — ul| < pVu € U. (26)

The dynamics f : X x U x Ve — X of the abstraction
is defined as  f(&,4,¢) = I,(f(Z, 4,¢)). We use Z:
X — 2% to denote the map that assigns any representative
point & € X to the corresponding partition set represented
by #,ie. Z(&)={x € X :II,(x) = &}. Consequently, one
can compute the transition probability matrix T for %
as  T(2'|&,4) = T(2(&')|2,0), for all & & € X, and all
weU.

B. Establishing Opacity-Preserving Stochastic
Simulation Relations

In the following theorem, we show that for a 6-ISS gMDP
Y, if the tuple ¢ = (1, 0, p) of quantization parameters satisfies
certain conditions, then the finite gMDP 3 constructed in
Section VI-A is an (¢, §)-InitSOP finite abstraction of X.

Theorem 6.2: Consider a §-ISS gMDP as in Definition 6.1,
associated with function V satisfying (23)—(25) with functions
a, @, k p. For any desired parameters € € R~q, 6 € (0, 1], let
3. be a finite abstraction of X as constructed in Section VI-A,
with the quantization parameters g = (7, 0, 1) satisfying

0 < minfy (a0 ()3 — (Ta— R) 0 a0 () — (),
@ loaol ()} 27)

then, Y is (e, §)-InitSOP simulated by ¥ via the relation
Ry ={(z,2) € X x X|V(2,2) < aol (&)} (28)

The proof of Theorem 6.2 is provided in the Appendix. The
following theorem provides another main result of this section,
showing that for a 6-ISS gMDP 3, if the tuple ¢ = (1,0, 1)
of quantization parameters satisfies certain conditions, then the
finite gMDP 3. constructed in Section VI-Ais an (e, §)-CurSOP
finite abstraction of .

Theorem 6.3: Consider a §-ISS gMDP as in Definition 6.1,
associated with function V satisfying (23)—(25) with functions
a, @, k,and p. For any desired parameters € € R+, 0 € (0, 1],
let 3 be a finite abstraction of 3 as constructed in Section VI-A,
with the quantization parameters ¢ = (7, 6, u) satisfying

n < min{y a0 L7165 — (Ta— R) oo N (e) — p(u)),
o loaol (e} (29)
ey <o (30)
then, 3 is (e, d)-CurSOP simulated by ¥ via the relation
Ry = {(z,#) € X x X|V(2,2) < aol (e}

The proof of Theorem 6.3 is provided in Appendix.

Remark VI.4: As seen from Theorems 6.2 and 6.3, for any
desired parameters € € R~q, 0 € (0, 1], one can always find
suitable quantization parameters 7 and u to construct a finite
abstraction 3 that opacity-preservingly simulates the original
gMDP 3. Recall from Propositions 5.3 and 5.8 that the smaller

d is, the more precise the abstraction Y is in terms of generating
similar output trajectories as the original gMDP 3. However,
note that according to conditions (27) and (29), a smaller §
will lead to smaller quantization parameters 7 and u for the
construction of abstraction 3. This will further result in building
a “fine” abstraction with a state set that is too large, and thus,
too expensive to compute or store. Therefore, from a practical
point of view, it is advisable to choose the value of § as small
as possible, given the available computing power.

Remark 6.5: Observe that the proposed opacity-preserving
stochastic simulation relations for the initial state (or the current
state) are one-sided because condition 1 in Definition 5.2 (and
conditions 3b and 3d in Definition 5.7) lacks symmetry. On the
other hand, condition 3 in Definition 5.2 (along with conditions
3a and 3c in Definition 5.7) exhibits symmetry (two-sided).
Thus, in order to establish suitable opacity-preserving stochastic

3D
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0 . ) SU S — Traj.1 from secret initial condition
.‘!’1 } Tra;.z from non-secret initial condition
Entry Exit — — &-band around Traj.1
B
<= s < E
Exit Entry
0 5 10 15 20 25 30
Fig. 4. Road traffic model observed by an outside intruder.

simulation relations, the §-ISS assumption remains essential for
the original gMDPs as detailed in [43].

VII. CASE STuDY

In this section, we illustrate our results on a road traffic model
adapted from [46], as shown in Fig. 4. Here, the traffic flow
model is considered as one cell of a road traffic network. The
cell is assumed to be equipped with at least one measurable entry
and one exit. The traffic flow dynamics of the cell is given by

(1= —e)x(k) + bv(k) + dw(k)

oF {X<k +1) a

y(k) =

where 7 is the sampling time in hour, [ is the length of each cell
in kilometers, and v is the traffic flow speed in kilometers per
hour. The state x(k) of X represents the density of the traffic in
the vehicle per cell at a specific time instant indexed by k. The
scalar b denotes the number of vehicles that are allowed to enter
the cell during each sampling time controlled by the input signals
v(-) € {0,1}, where wv(-) =1 (resp. v(-) =0) corresponds
to green (resp., red) traffic light. The constant e denotes the
percentage of vehicles that leave the cell during each sampling
time through exits. The system is considered to be affected
by additive noise where w(k) is a sequence of independent
random variables with standard normal distribution that models
environmental uncertainties. The values of the parameters in the
system are: T = ﬁ h, { =1km, v=60km/h, b=0.5,
c=0.1, d=0.1,and e = 0.4.

In this example, we consider that the initial density of the
traffic model contains critical information that needs to be kept
secret (e.g., a high traffic density might indicate activities hap-
pening with vehicles gathering in that road cell). It is implicitly
assumed that there is a malicious intruder (with imprecise mea-
surements captured by € € R>() who is remotely observing the
output behavior of the road cell, intending to carry out an attack.
Therefore, the system is interested in verifying its security level
in terms of the probability guarantee of maintaining plausible
deniability for secret initial conditions. This can be formulated
as an ( €, A)-approximate initial-state opacity verification prob-
lem as in Definition 3.1 with A characterizing the probability
guarantee on the occurrence of secure executions of the system.
Recall that a secure execution of the system is a state trajectory
(2o, ..., 2n), for which there exists a state trajectory generated
from a nonsecret state such that their output trajectories are
indistinguishable for an intruder with measurement precision
€. An example of such a pair of trajectories generated by the
road traffic model is depicted in Fig. 5. Note that the verifica-
tion of opacity directly on continuous-space control systems is
generally infeasible.

Traffic lights
- o

0 5 10 15 20 25 30
Time

Fig. 5. State trajectory (Traj.1) initiated from a secret initial condition
and its (s-close) output equivalent trajectory (Traj.2) started from a
nonsecret initial condition. The shaded area in light blue represents the
e-band around Traj.1.

[0.25] o U0l

uy,0.16

ug,0.006;
uy,0.988

uy,0.93

5 q2
0.2 u1,0.98 Cj/[0.05]
0, 1;

ug, 1
uy,0.69

Fig. 6. Constructed finite abstraction 3 for the system ¥ with & <7 3.

The states marked by red denote secret states; the states marked by
sourceless arrows denote initial states; the outputs are specified by the
value associated with each state. For each transition, the input and state
transition probabilities are also specified on the arrows.

Next, we show the approximate initial-state opacity of
by applying the abstraction-based verification approach as pro-
posed in this article. We are interested in the state set X := [0, 3],
initial set X := [2, 3], and secret set Xg := [2.5,3] U [0,0.5].
Considering precision parameters § = 0.15 and e =1, let
us first construct a finite gMDP as the approximate initial-
state opacity-preserving abstraction of . Consider function
V(z,2") = || — 2’||. One can readily verify that function V'
satisfies (23)—(25) with functions «(s) =a(s) =s, R(s) =
(FF —e)s =0.9s, p(s) =bs = 0.5s, and £(s) = 0.1s, which
implies that X is 6-ISS as in Definition 6.1. Next, by leveraging
Theorem 6.2, let us choose ¢ = (0.5,0,0) as the quantization
parameters that satisfies (27), and then, construct a finite gMDP
following the steps in Section VI-A. The obtained finite gMDP
3 is depicted as in Fig. 6. Note that the states ¢; to g are the
representative points in S after discretizing the state set using
quantization parameter 7 = 0.5. Once obtaining this opacity-
preserving abstraction 3, we apply the verification approach as
presented in Section IV, summarized as in the following steps:

1) constructing an e-approximate initial-state estimator
21 ,0bs OF 335

2) solving the value iteration process for the maximal prob-
abilities of X1 ps reaching the bad region X }’ad [cf. (8)];

3) leveraging Theorem 4.5 to conclude the approximate
initial-state opacity of 3.



LIU et al.: ON APPROXIMATE OPACITY OF STOCHASTIC CONTROL SYSTEMS

3857

Following these steps, we obtain that 3 is (0.05,1)-
approximate initial-state opaque over any finite time horizon
n € N. Note that the verification of initial-state opacity for N
follows exactly the same process as already explained in Exam-
ple 4.6, and thus, we omit here the detailed process due to lack of
space. Moreover, since 3 is (¢, §)-InitSOP simulated by . with
€ = land ¢ = 0.15, by further leveraging Theorem 5.5, we get
that ¥ is (2.05,0.7225™)-approximate initial-state opaque over
any time horizon n € N.

Let us remark that this example serves as an intuitive illustra-
tion of the proposed results. We intended to establish a coarse
discretization on the state set by choosing a large quantization
parameter 7 for the sake of a visualization of the constructed fi-
nite gMDP as in Fig. 6. Instead, one can always resort to existing
software tools, e.g., Faust [47], to generate and export a finer
abstraction that better approximates the concrete gMDP using
smaller quantization parameters. Once the exported abstract
model (a finite gMDP) is obtained, one can verify opacity on the
finite gMDP by employing the well-known probabilistic model
checkers, such as PRISM [48], together with the verification
approach presented in Section IV.

VIIl. CONCLUSION

In this article, we proposed new notions of approximate
initial-state and current-state opacity for continuous-space
stochastic control systems. This new notion provides a quantifi-
able measure of opacity, allowing us to quantitatively evaluate
the probability of a stochastic system satisfying opacity during
each execution. We presented novel methods to verify approx-
imate opacity for stochastic systems modeled as finite gMDPs
by using value iteration techniques on their approximate initial-
state (or current-state) estimators. Using newly proposed notions
of opacity-preserving simulation relations, an abstraction-based
verification approach is then developed to show approximate
opacity for infinite gMDPs through their finite abstractions
(modeled as finite gMDPs). We also discussed how to construct
finite abstractions that preserve approximate opacity for a class
of stochastic control systems.

For future works, we plan to investigate the synthesis of con-
trol policies to enforce opacity for gMDPs. Moreover, we would
like to extend the results to other notions of opacity including
infinite-step opacity and preopacity. Note that the verification
of infinite-step opacity or preopacity is much more challenging
since we also need to consider how future information can affect
our knowledge about the current status of the system. Thus, a
new information structure is needed for constructing the estima-
tor that involves the computation of delayed state estimates. The
challenge in extending our results to verify opacity over infinite
time horizons lies in the limitation of the abstraction-based
verification technique for continuous-space gMDPs. Notice that
from Propositions 5.3 and 5.8, the guarantee on the probabilistic
distance between a gMDP and its abstraction becomes vacuous
when n goes to infinity. In fact, the problem of building ab-
stractions for stochastic systems for infinite-horizon properties
is known to be challenging [21] due to the conservative nature of
Lyapunov-like techniques (simulation relations) and associated
error bounds. As a potential direction to extend the results to an
infinite time horizon, one may consider using similar ideas as
proposed in [49], which builds bisimilar finite abstractions for
infinite-horizon properties (safety and reachability) by assuming
and exploiting some additional structural features, e.g., in terms

of the existence of absorbing sets [49] of the original stochastic
system.

Proof of Lemma 4.2: Consider an initial state zg in X
and an input sequence v = (v(0),...,v(n — 1)). For any state
trajectory &y, = (Zo,...,%,) in X, by Definition 4.1 of
the approximate initial-state estimator Xy ops, there exists a
unique initial-state estimation sequence ((zg,qo) - .. (Tn, qn))
in X obs generated from (zg, qo) under v. Recall that under
v = (v(0),...,v(k — 1)), thetransition probability function 77
in X7 ops boils down to P?(l) : X7 x X7 — [0, 1] at each time
step ¢ € [0;n — 1]. Thus, lgadPlI/("_l) e Pl;(l)PlI/(O)li0 gives
us the probability of a trajectory of X g, starting from initial
state (g, go) under input sequence v entering into states in
Xbd Now consider that ((z9,qo) - - - (Zn,¢n)) reaches X%
at any time step k € [0;n], then we have for all i € [k;n],
(7i,q;) € X%, and {Z; € X : (Z1,72) € ¢;} C Xg holds by
(8). This means that from time step £k, the initial-state es-
timate is a subset of Xg, which further implies that when
observing the output sequence (h(zg),...,h(x,)) of X, we
get {wg € Xo:3I(wp,...,25,) € Ls.t. maxeo,y [[A(2i) —
h(z})]] <e} € Xgby (7). Thus, &, is notinitial-state secure,
ie, &uov & L7, from the definition of L} in (4). Recall
that Ty (a’|xr,u) = T(2'|x,u) also holds by Definition 4.1.
Therefore, we get 1L, Py V... P;(I)P?(O)lio =P(¢&,, ¢
L7 )=1-P (&, € LT). |

Proof of Lemma 4.3: Consider an initial state g in
¥ and an input sequence v = (r(0),...,v(n—1)). Let
&xov = (%0, ...,%,) be an arbitrary state trajectory in X and
((x0,q0) - - - (Tnyqn)) be its corresponding initial-state esti-
mation sequence in X gps. If (9) holds, then by leveraging
Lemma 4.2, we get 1 —P(&,,, € L} ) <1— A, which im-
plies P (£, € L7.) > A. Thus, we conclude that i is (e, 1)-
approximate initial-state opaque over time horizon n € N by
Definition 3.1. |

Proof of Proposition 5.3: First note that condition 3 in
Definition 5.2 intuitively implies that, for any pair of states
(x,2) in relation R,, there always exist inputs such that the
succeeding states (z/, ') are alsoinrelation R, with probability
atleast 1 — §. Consequently, by combining the initial conditions
in condition 1 of Definition 5.2, for any pair of initial states
that are in relation (g, Z) € R, and any control strategy v,
there exists  (and vice versa), such that the corresponding state
trajectories &,,, and 55509 satisfy

P{(Euor (), Eaoo () € Ry Wk € [05m]} > (1= 6)". (32)

Now, let us consAider the following events for any set
E - H™: Agl = {Cfoff (S Eie},gg = {Czoy S E},gg =
{(&aor(k),E200(K)) € Ry VE € [0;n]}, where (., and
éfgﬁ are the corresponding output trajectories, and FE*
and FE~° are defined in (13) and (14), respectively. From
condition 2 of Definition 5.2, we get &1 N E3 = &>, and thus,
P(&1 NE3) < P(&). This further implies that the following
inequality holds P(&)=1-P(&)<1-P(ENE) =
P& UE) < P(&) + P(E3), where &, &, and &3 denote
the complements of events &;, &, and E&s, respectively.
Since we have, by (32), P(&) <1—(1—6)", then we
get P(&) < PE&)+1—-(1-6)"=1-P(&)<1-
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PE)+1-(1—-0)"=P(&) <P(&) +1 — (1 — o)™,

which gives us P (Cz,0 € E~¢)—~5 <P (Cypw € E). The proof
of P(Cpov € E) < ]P’(CA;CU,; € E¢)+~s uses similar reasoning
and is omitted here. [ |

Proof of Lemma 5.4: We provide the proof for (18). The
proof of (19) can be derived similarly. Let us consider events
&= { o € Lz} and & = {(y,v € ’H}‘E}. Note that the
proof of (18) can be done by showing &; <= &. Consider
an arbitrary initial state x(, an arbitrary input sequence v,
a finite state run &, = (2o,...,=y) and the corresponding
output trajectory Crop = (Yo, - - ., yn) With y; = h(z;).

First, let us prove that &; = &;. Suppose &, =
(0, ., xn) € L7 . Then, by (16), we get (,, € H7. holds
readily, which gives us & = &;. Next, we show & = &;.
Suppose (v = (Yo, -+, yn) € H7 , we have by (16)

Elfzbl/ = (xaa s ,JZ’,L) € L;_'Livyi = h(l’i) Vie [Oa Tl] (33)
In addition, by (4), there exists (z{,...,z)) € L™ s.t.
zy € Xo\Xs, and max |h(x)) —h(z])|| < e. (34)
€0

Combining (34) with (33), we have ||y; —h(a))|| <eVie
[0; n]. Therefore, we have for &,,, = (zo,...,2,), Iz €
X0\ X5, s.t. maX;e(o.) |lyi —h(x])|| <e. Thus, it follows that
§xov € L7 holds as well, which further implies EH—=—¢&. 1

Proof of Theorem 5.5: First note that for a nonsecret initial-
state xg € X\ Xg, any trajectory from x satisfies &,,, €
L7 , which directly implies that P (&, € £7 ) =1 for any
€ € Rso. Now, consider an arbitrary initial state o € Xo N Xg
and arandom state trajectory &;,, = (%o, . . ., Zy) withlength n
generated from x( under an input sequence v in system . Since
)y =1z >, by condition la in Definition 5.2, for xy € Xo N Xg
in 3, there exists #9 € Xo N Xgin 3, such that (x0,20) € Ry.
Consider this pair of initial states (g, Zp) € R,., by Proposition
5.3 together with condition 3a in Definition 5.2, there exists
an input sequence ¥ in 3, sit. given any E C H™ and the
e-neighborhoods E°€and E~°asin (13) and (14), we have

P (Cago € B ) =75 < P(Cagw € E) < P(Caps € ES)+75 (35)

with constant v5 = 1 — (1 — §)™, where (,,, and éxol, denotes
the output sequence correspondlng to the state trajectory &,
in X and the state trajectory @W, in 3, respectively. Now
notice that since 3 is (e, A)-approximate initial-state opaque
within time horizon n € N, we have from Definition 3.1 that
P(é@oﬁ IS ﬁ%a) > )\, where EAZ is the set of initial-state secure
state trajectories in 3 as defined in (4). Thus, by Lemma 5.4,
the corresponding output run (s, = (fo, .. ., ) satisfies

P(Coop € HE) > A (36)

where 7-[ ' is the set of secure output sequences in 3 as defined

in (16), 1e
7;1;5 :{@0’“.’ n ’:i';z) Eﬁgg,s.t.

(&) Vi € [0;m]}.

>
S
I
>

(37

Combining (37) and (36), we have
P(CIUV € /Hi) > P(gioff € 7:1%5)

where 7:@5 is e-expansion of ’7':[& as defined in (13), which can
be further rewritten as
(13)

v =A—7  (38)

715 "2 (o - i) € H™ : Aior- - Gn) € HE, 51,
2 <
Jnax 19 — yill < €}
(38) (Hos -+ Gn) € H™ : 3(ip, ..., 20) € LT st
nax, |19 — h(@)]| < e} (39)

Next, in order to show the approximate initial-state opacity
of system X, let us consider the set of secure output runs within
time horizon n € N in ¥ w.r.t. the constant (¢ + 2¢) > 0 as
follows:

:{(y();

yYn) € H™ 1 Iz, ..., xpn) € Ezaﬂe),
s.t.y; = h(x;) Vi € [0;n]}. (40)

Consider the trajectory (Z,...,2),) € E in (39). By (4),
i) e L such that

i € Xo\Xs, and max, |h(#]) —h(])|| < e.

n
Z(a+2e)

we get that there exists (&, . ..

(41)

Note that by conditions 1b and 3b in Definition 5.2, for
zf € XO\XS in 3, there exists xp € Xo \Xg in X with
(xo, 24) € Ry, such that the trajectory (xy, ...,z ) from
satisfies (2,2)) € R, Vi € [0;n] with probability at least
(I1=06)", ie., P{(z},37) € R, Vi€ [0;n]} > (1—9)". Let
us consider again the random trajectory &, in X and its
corresponding output trajectory (., and define the events:
51 ={(2},3)) € Ry Yi € [0;n]}; & := {Caov E’HI} and

={lav € ”HI(H%)} Note that &; further implies that

max ||h(z}) — h(z")|| < e (42)
1€[05n]
by condition 2 in Definition 5.2. Now consider (., =

(Yo, -+ yn) With  Ey := {0 € 7:135} holds, by leverag-
ing the aforementioned implications from ¢&;, we get that
there exists (zf,...,2,) with x5 € Xo\Xg in X, such
that max;cjo.n) |2 (7;) — yil| < e+ 2¢, where the inequality
is obtained by combining (39), (41), and (42). This implies
that (g, € H%(EH ) holds. Therefore, we obtain that &; N

&y = &z holds, and thus, P(£; N &) < P(E3). Therefore, we

(39)

get P(Cogy € M) = (1= 0)"(h=7) = (1= 74)( —
vs5). By leveraging again (18), we have P(&,,, € LI(EHF))
(1 = v5) (A — v5). Thus, we can conclude that X is (¢ + 2¢, A5)-
approximate initial-state opaque within time horizon n € N,
with As = (1 — ’}/5)()» —Ys)- | |

Proof of Theorem 5.9: Consider an arbitrary initial state zg
and a random state trajectory &, = (zo,...,Z,) with length
n generated from z( under a control sequence v in system X.
Since & 5(:; 3., by condition la in Definition 5.7, for ¢ € X
in ¥, there exists 9 € Xg in 3, such that (zo,20) € Ry.Now
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consider this pair of initial states (x,Zo) € R, by Proposition
5.8 together with condition 3a in Definition 5.7, there exists an
input sequence © in 3, such that given any set E C H" and
the e-neighborhoods FE€ and FE~° as defined in (13) and (14),
we have

P (Cooi €E™) =75 < P(Cagw €E) < P(Cipo € ES) +7s (43)

with constant s = 1 — (1 — )", where (,,, and C}O,; denotes
the output sequence corresponding to the state trajectory &,
in X and the state trajectory fjo,; in %, respectively. Now
notice that since 3 is (e, 1)-approximate current-state opaque
within time horizon n € N, we have from Definition 3.1 that
]P’(éiof, S Egs) > A, where LACE is the set of current-state secure

state trajectories in Y as deﬁnpd in (5). Thus, by Lemma 5.4,
the corresponding output run (z,5 = (Jo, - - - , §n ) satisfies

P(Cipo € HE) > 2 (44)

where 7:{,& is the set of secure output sequences in 3 as defined
in (17), i.e.,

Hz = {(Gor - Gn) € H" 2 3@, ... 2)) € L2 5.

9 = h(#) Vi € [0;n]}.  (45)

Combining (43) and (44), we have P((yp € H ) >
IP’(QOﬁ € 7:[&) — s > A — s, Where 7:{,25 is e-expansion of
7-2(1 as defined in (13), which can be further rewritten as
,:ljn) S ?’A[n : 3(:{)0,.. .

e (13) ~ R ~m
HCE - {(yOa 7yn) GHCE,S.L

max [|g; — gl < €}
1€[0sn]

(46) /=~

= {(Hos- - Gn) € H™ 2 (i, ..., d,) € L2 st

max [|y; — h(d;)|| < e} (46)
1€[0;n]
Next, in order to show the approximate current-state opacity
of system 3J, let us consider the set of secure output runs in %
within time horizon n € N w.r.t. the constant ¢ + 2¢ > 0

Hg(me) ={(Wo,---,Yn) € H" : I(zo,...,z,) € E&EHE),

s.t.y; = h(x;) Vi e [0;n]}.  (47)
Consider the trajectory (2, ...,4,) € EA& in (46). By (5),
we get that for any of its prefix (Zf,...,%},) Vk € [0;n], there
exists (2, ...,4%) € L such that
i} € X\ Xg, and max (&) —h(z))| <e. (48)
€0k
For any of the prefix (Zj,..., &) ), by conditions 1b, 3¢, and
3d in Definition 5.7, there exists zj, € X with (z{,Z() € Ry,
s.t. the trajectory (x(,...,x}) satisfies (2},27) € R, Vi€
[0; k] with probability at least (1 —0)", and z} € X \ Xg,
ie, P{(z!,2)) € R, Vi€ [0;k]} > (1 —6)".
Let us consider again the random trajectory &;,, in X and
its corresponding output trajectory (., and define the events:

&1 = {(a},3)) € R, Vi € [03n]}; & = {Coow € HE_}; and

[ERad}

Es = {Cuov € Hg(5+2e) }+. Note that &; further implies that

max ||A(a}) — h(i)|| < e
i€[0;n]

(49)

by condition 2 in Definition 5.7. Now consider (., =
(Yo, -y Yn) With & :={(y, € 7:125} holds, by leveraging
the aforementioned implications from &;, we get that there
exists (zf,...,2,) in X being current-state secure with none
of its prefix revealing current-state secret as in (48), such
that max;ecjo,n) [|h(7};) — yill < e+ 2¢, where the inequality
is obtained by combining (46), (48), and (49). This implies
that (g, € 'Hg(eﬂe) holds. Therefore, we obtain that &; N

&y = &z holds, and thus, P (&1 N &) < P(E3). Therefore, we

(39)

get P(Gopw € HE ) 2 (1-0)"(0 —75) = (1 —75) (A -
vs). By leveraging again (19), we have P (&, € Lg(sﬁe)) >
(I —~5)(* — v5). Thus, we can conclude that X is (¢ + 2¢, As)-
approximate current-state opaque within time horizon n € N,
with A5 = (1 — 'y(;)()» — ’}/5). [ |

Proof of Theorem 6.2: We start with showing condition 1 in
Definition 5.2. Consider any secret initial state zog € Xo N Xg
in X, since 1 < span(Xg), there always exists a representative
point &g = Il (xo) in 3 inside the set X, N Xg by the
construction of sets X, = [X], and Xg = [X9],. Note that
[lzo — Zo|| < m holds by (28). By combining (23) and (27), we
have V(zg,20) < a(||lzo — 20]]) < @(n) < aof1(e), which
implies (xg,Zo) € R, by the definition of R, in (28). Hence,
condition lais satisfied readily. For condition 1b, forevery ¢ €
Xo \ X, by choosing xy = & which is also inside X \ Xg,
we again get V(xg,40) = 0 < a o £~1(¢), which implies that
(zo,20) € R, holds. We proceed with showing condition 2.
Combining the Lipschitz assumption (22) and (23), one gets

(23) (24)
for any (z,%) € Ry, ||h(z) —h(2)|| < L(||lz—2Z|) < Lo

29

a (V(z, 7)) S) ¢, which shows that condition 2 is satisfied.

Next, we show condition 3 also holds. By tak-
ing the conditional expectation from (25), for any
(z,z) € R, for weU, there exists @€ U, and vice
versa, such that E[V(f(z,u,q),f(i’,ﬂ,g)) ’z,:%,u,f&] —
E[V(f(x,u,s), f(#,1,5)) ’ z, T, u,ft] <EN(f(@ a,¢) -
f(@,a,9)|) |x,£,u,ﬂ}, where  f(&,4,<) = IL.(f(Z,1,5)).
Using (26), we further get

E [V(f(w,u,9). f(&8,9) |, 2, u,d
—E [V(f(l‘vua §),f(£,ﬂ,§)) |CC,£E,U,1A1,] < 7(77)-
By (24), we have E[V(f(z,u,<), f(&,10,<)) |z, &, u, 4] <

(Za — R)(V(x,2)) + p(|lu — u'||). By further using (26) and
(50), it follows that

(50)

< (Za = R)(V(2,2)) + p(p) + (). (51)

Applying Markov’s inequality [50] to (51), we get the follow-
ing inequality chain:

>1 !

> _WE [V(f(:c,u,Q,f(:i,ﬁ,C)) x,i,u,ﬁ]
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(29) 1 1 [10] X. Yin and S. Lafortune, “A new approach for the verification of infinite-

> 1- — T [(Id —R)oaol “(e)+ plu) + ’Y(’f])] step and k-step opacity using two-way observers,” Automatica, vol. 80,
aol (e pp. 162-171, 2017

(28) [11] J. W. Bryans, M. Koutny, L. Mazaré, and P. Y. Ryan, “Opacity generalised

>"1-06. (52) to transition systems,” Int. J. Inf. Secur., vol. 7, no. 6, pp. 421-435, 2008.

Note that the last inequality in (52) is achieved from
(27), where one has m{(l’d —RK)oaol e)+ plu) +
~v(n)} < 6. Hence, condition 3 of Definition 5.2 is also satisfied,
which completes the proof. |

Proof of Theorem 6.3: 'We start with showing condition 1 in
Definition 5.7. Consider any initial state xy € Xy in X, since
7 < span(Xj), there always exists a representative point &y =
IT,. () in ¥ by the construction of Xy suchthat ||zo — &0 < 7
holds by (26). By (23) and (29), we have V (xq, &) < @(||zg —
#ol]) < @(n) < aol(e), whichimplies (zg,20) € R, by the
definition of R, in (31). For condition 1b, for every zg € XO,
by choosing xg = Z(, which is also inside X, we again get
V(zo,%0) = 0 < a0 £~1(g), which implies that (z, 29) € R.
holds. Hence, condition 1 is satisfied readily. Conditions 2, 3a,
and 3c can be shown following the same reasoning as in Theo-
rem 6.2, thus is omitted here. Finally, let us show that conditions
3b and 3d in Definition 5.7 hold as well. Consider any pair of
states (z,2) € R,, and suppose that under an input « € U, we
get 27 = f(z,u,s) € Xg. Similar to the proof of condition 3a,
we can show that by choosing @ = u, we have (z7,2%) € R,

with probability greater than 1 — 8, where &+ = f(Z, 1, ¢).
Since (z*,%7%) € R, by combining (31) with (23) and (30),
wehave ||zt — 21| <o Y(V(zt,21)) < £71(e) < 0. More-
over, by the construction of the secret set in the finite abstraction,
one has Xg = [X 9], with the inflation parameter 6 satisfying
¢71(e) <0 and 0<n<min{span(Xs),span(X \ Xg)}. This
further implies that &+ € X s holds as well. Thus, condition
3b is satisfied. Condition 3d can be proved in a similar way.
Therefore, we conclude that condition 3 of Definition 5.7 is
satisfied, which completes the proof. |
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